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Dear Mr. Latker:
1r
I
•At long last, the Software Licensing Project's "Toward a Reform of the Def~nse

Department Software Acquisition Policy" report is available for public dis~emi

nation. This report, a copy of which is enclosed, is the culmination o~ ap
proximately eighteen months of intensive study into Defense Department
procurement policy with respect to software and data rights. It is the product of a
research effort which included interviews with individuals from industryIand
government alike who must on a regular basis work within the environment
created by the DoD acquisition regulations. It reports a wide range of problems
that both industry and the Department have been experiencing as to softjNare
p~reme~. I
The report makes a number of suggestions for changes to the DoD procurejnent
policy that may alleviate some of the difficulties our research uncovered. I We
hope that the report will provide government and industry with some new i;nfor
mation and ideas that will assist in the resolution of the conflicts over softjNare
and data rights acquisition issues. Our hope in forwarding this copy to you i~that

you will be a part of this process. I
!

If you have any questions or comments regarding this report, please l:Ion't
hesitate to call me at my office at the University of Pittsburgh School of Law,1412:
648-1389. Thank you for your assistance. I

Sincerely,

r~~
Pamela Samuelson
Consultant

PS:kll
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Preface

I
I

The Software Licensing Project (SLPl team of the Software Engineering Institute (SEll. ""as
created to study legal issues related to the government's acquisition policy with resped! to
software and data rights. In conducting its research, a primary focus of the SLP has been!the

!
government's problems in structuring licensing arrangements for maintaining and enhan\;ing
software, that is, in obtaining sufficient rights in and documentation about software to be abl~ to
perform in-house maintenance and enhancement, or to achieve competition for majntenance.con--, ',;t

tracts. To understand the context within which maintenance and enhancement problems h:ave
arisen, the project undertook a broad investigation of the government's software aCquil1&ion
policy. In the course of this investigation, we were made aware of a wide range of sottY}are
licensing problems being experienced by the government. This report reflects this broad in?es-
ligation of the DoD's software acquisition policy. I

~

Approach

To initiate our investigation a series of interviews were conducted with Department of Def~nse
(DoD) personnel and other persons recommended by them. The Software Licensing PrOject
investigators interviewed about 120 persons. About 75% of our interviews were with DoD per
sonnel from the Services. More of our interviews were with Air Force than Army or Navy per~on

nel, but we spoke with as many people from the other services as we could. We spoke to conttact
officers, their supervisors, some contract policy makers, Automatic Data Processing psrsonhet,
developers of advanced systems, maintainers of systems, and lawyers who have handled
software data rights disputes. More than twenty· of our interviewees were from outSide!the
government (See Appendix C.) Some were consuitants to the government, and some '4ere
people ftom industry. All "outsiders" interviewed were persons recommended by DoD perscnhe].
The SEI researchers aiso reviewed prior DoD reports on software and technical data rights pdJicy,
as well as cases, statutes, treatises, and regulations pertinent to the issues.

i

Scope of Report I
,.

This report does not purport to be a complete account of all problems the Defense Department is
experiencing vis-a-vis software acquisitions and data rights. What the report does purport to b~ is

f
an organized catalog of software acquisition problems reported by those Defense Department
personnel whom we interviewed, along with some assessment of their seriousness. Virtuall~ all
of the DoD people we interviewed believed the Department to have some software Iicen~Jng
problems. The majority of those interviewed -- including a majority of the DoD people -- believed
the government to have many serious software acquisition problems, and strongly urged chanhes
in acquisition policy to remedy the problems. 1

t
f
,~

~
I
(
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Executive Summary
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Background
From a technological standpoint, software has been a tremendous boon to U.S. defe~se
capabilities. Atthough many technological possibilities have yet to be realized, it is not so mudpin'
terms of its uses and capabilities that the Department of Defense currently finds sotlY{are
troublesome, but rather with respect to more mundane issues such as how to acquire andmaln
tain software developed by private firms. The 000 seems not to have understood software 4s a
technology well enough yet to fashion a set of rules relating to its acquisition and malntenahce
that makes sense in terms of the technology and the economics of the industry. I.

t

000 sometimes finds, for example, that it is tempting to treat software like it treats hardw~re.
Software is, of course, often an integral part of an effective hardware system (e.g., the guidahce

r
system for a missile.) It is, in fact, a substitute for hardware parts that could be built to implement
the same system (because the system can be implemented in software, bulk is reduced anti. a. . ,
wider range of capabilities may be attained). Software and hardware are both, in some sense,

f

end products; this fact makes it seem as though they ought to be treated the same. '
:$

It may also be tempting to treat software as technical data (such as blueprints, written instructicns
. I

relating to manufacture and maintenance, and the like). Both are in essence recorded lntor-
mation. Whatever can be written on paper can be transcribed into a machine-readabie fotm.
These and other factors make the similarities between software and technical data seem.stronq
enough to suggest that a similar acquisition and maintenance policy should be ernployed~ith

t
both. \

000 first acquired software under its technical data policy. After a period of frustration, it became
apparent that it was inappropriate to acquire software as if it were technical data. (The cos~Of

acquiring government-wide rights -t which is what the technical data rights policy provides -4 to,
software that was needed at only one government installation was impeding the acquisition!of
such software.) So software (at least in machine-readable form) eventually became differentiated
from technical data in the regulations,atthough software and technical data policy continuetolbe
somewhat intertwined. Thus while rights which attach to proprietary software are different from

those that attach to technical data, the same standard data rights clause is nonethelessusedto

~re~~~ I
}

The question is whether software has yet been adequately differentiated from technical data a\,d
dHferentiated in the right ways. Has software as a technology been adequately understood 'Py
000 and have the legal rules and practices developed by 000 to acquire and maIntaint~is

technology been molded to conform to an appropriate understanding of the technology? DoqJ's
rules and practices regarding software must make sense not only in terms of the technology ~ut

also in terms of the govemment's needs to use the technology and in terms of the economicsjof
}

.~
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rights" in the sottware in one provision and only "governmental purpose" rights in another p~OVi
sion. This ambiguity has caused considerable confusion among 000 personnel. A Clarifi.catior of
DoD'sintent as to the seepe of ijs rights when contractors retain copyrights is needed. I

t
1.1.2 The Failure to Include a Right to Make Derivative Works Within the DefinitiO~ of
Unlimited Rights '! .,
The current definijion of unllmlted rights speaks only of rights to "use," "duplicate," and "disclose"
software developed at public expense. Derivative works rights are particularly importantbeca~se
maintenance, enhancement, reuse, translation, rehosting and retargeting of software are all!de
pendent on having a derivative works right. Considering the importance of such a right to Dc'll, it
would seem prudent to include such right explicitly in the definijion of "unlimited rights."

1.1.3 What It Might and Might Not Mean to Have Unlimited Rights in Non-Deliverables .
~

Under the 000 standard data rights clause, the government appears to claim unlimited right~ in,
items developed under a government contract but not required to be delivered to the governm~nt.

Numerous problems of this sort have arisen in software contracts. The 000 would be well
advised to revamp its acquisition regulations to eliminate such confusion, either by eliminatind its
claim of unlimited rights in non-deliverables or by making a deferred ordering clause standard.]

t
t

1.1.4 The Apparent Conflict between the Special Works Clause and Section 105 oqhe

Copyright Law I
DoD policy calls for use of the "special works" clause when the government wants to own .~nd

control software developed at public expense. The "special works" clause purports to give· ~he
government a direct copyright interest in such software as nij was a "work made for hire," Unfor
tunately, Section 105 of the copyright law prohibits direct acqulsltlons of copyrights by the gov~rn

ment. A copyright obtained in this manner might, therefore, be found invalid nchallenged i& a
1:court of law. .

1.2 Ambiguities or Problems in the RegUlations That May Harm
Industry's Interests

There are also some ambiguities and apparent inconsistencies in the DoDacquisijion regulati$ns
which seem to work to the.disadvantage of industry. Two examples are discussed. !
1.2.1 Possible Unlimited Rights in Proprietary Software When Separate Licensing Agr~e.
ments Are Not Made !,
The 000 acquisition regulations provide that when 000 acquires software developed wholl}\ at
private expense one of two types of restricted rights will apply. One set is applicable to comrrjer
cial software and one set to other than commercial software (and to commercial software wh9se
owner elects not to have it treated as commercial software.) As to the commercial software, th~re
is a standard set of terms and restrictions on the government's use. As to the other software; il is
contemplated that other terms and restrictions can be negotiated by the parties, subject onl~ to
the requirement that the government must always have the four minimum rights set forth in,lhe
clause. The language of this part of the clause also seems to contemplate that a license agree
ment containing other restrictions will be negotiated and made a part of the government contra¥

t
!
1
1
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1) How to acquire rights in or access to CAD/CAM programs used in the developmeAt of
software for the DoD; 2) Acquiring rights to local area network usage of software; 3) Acquiring

, . ... . . . I
rights in semiconductor chip designs; 4) Acquiring trademark rights in software; and 5) fThe
effect of "shrink wrap" licenses accompanying software delivered wnh restrictive notices.l. .. .' . ..-.. '.. -. r

~
Chapter 1 also offerssome suggestions on how DoDmight revise its software acqulsltton reRula-
tions to avoid some of the pnfalls discussed in the chapter, and makes recommendations a;s to
howthe data rights clausemightbe restructured so as to.acmeve greatersimplicity and.claril~.

~

I
Chapter 2: Software Maintenance and Enhancements \

t
This chapterdiscusses a range of licensing problems that DoD personnel ldentfled assoftll(are
maintenance and enhancement problems. One of the reasons why maintenance and enha~ce

mentproblems maybe so difficun to solve is that they are not onebut manyproblems. I
~

The chapter begins wnh a discussion of the set of problems that the RFP for the SoftwarelEn-
gineering lnstitute innially ldentltled as difficunies DoD was having in getting sufficient right~ in,
and documentation about software to enable the software to be compemively maintained orien-
hanced, or sometimes to be.maintained in-house. I

I,

The report concludes that obtaining rights in the govemment to modny software is not a.eurrent
I

software licensing problem of the Defense Department. The DoD procurement regulations require
that in all software acquisition contracts for proprietary software the government mustat minlnlum
get the right to modify the software. This regulatory authority is important since copyright ~aw

.might otherwise prohibn the modnication of software wnhout the permission of the copyright
owner to make a "derivative work." The DoD regUlations appear to be sufficient to securetor!the
DoD the rightto modifysoftware nacquires. .1

.~

t
Gelling adequate software documentation seems to be the majorsoftware maintenance and(en-

• . ....- ..-...- -.- f

hancement problem experienced by the Defense Department. The reasons for this probleml in-
clude: 1) lack of farsightedness in acquiring sufficient documentation, 2) lack of diligenc~ in
supervising delivery of documentation, 3) lack of adequate inspection as to attachmen~. of
restrictive notices, 4) poor quality of some documentation delivered, and 5) unwillingnes~ of
somecompanies to provide certain documentation to the government. ·1

t

Without adequate documentation, maintenance and enhancement of software will be at lekst
moredifficult, and perhaps impossible. ·1

I
. . -j!

Underthe DoD procurement regulations, the government obtains the right to modny software, put
does not automatically acquire the right to sublicense ns modnication right to others. IfIlhe
government has unlimned rights in software, obtaining competnion in software malotenanceard
enhancement contracts may not be difficun.lf, however, the govemment has only restricted rights
as to software and limned rights as to documentation, n will probably haveto do any maintena~ce
and enhancement work itself, or through the firm that originally developed the software. This firm

7



Chapter 4: Reusability and Other Software Derivative Works
Problems

1
~,
t

!
.~

!
I
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.~

need greater training in the area of software procurement so as to achieve a better understan~ng
of the technology they are charged wtth acquiring. Personnel practices need to be lrnproved to
retain those personnel who have acquired some training and experience. Improved cornrnunlca
tion mechanisms between those acquiring a system and those who will use the system nee~ to
be developed and implemented. Chapter 3 discusses ways in which such changes might!be

'. . ' "" '~

accomplished. . . !
1
i
~
f

t
{

This chapter considers a host of problemsthat arise when "derivative works' are created fromIan
original piece of software. Particular attention is given to concerns of 000 personnel about
software reusability. . I

1,

The term software reuse has several meanings. A commonfactor to each of these rneaninqs.jbe
it a project which reuses a particular module of code or one which reuses the logic, structure

and/or design of a program, is that tt may be an instance of the creation of a derivative W~rk
which may involvethe complex regulations of the copyright law. I

'f
f

The copyright law gives to the holder of a copyright certain exclusive rights in the subject matter
of the copyright. Included among these exclusive rights is the right to make derivativewo/ks
based on the original copyrighted ltem, For the government to make, or have made fori tt,,
software which is in some way derived from a program in which. another party holds a copyright,
without having first obtained the permission of the copyright holder, raises the possibility that {he

e
government will be found to have infringed the copyright. As a result, the govemment may [be
prohibited from makinguse of the newlydevelopedsoftware.!

The potential impact of the derivative works right for software is broader even than its effect ton
software reuse projects. Virtually any effort which in some way alters software and causes itito
act in a way different from its original function maybe found to be the creation of a derivatIve
work should the copyright holder challenge the government's actions in court. Thus, even ba~ic

maintenance and enhancement efforts, as well as rehosting, and retargeting, to the extent t~at
r

the changes may be said to improve the software, might be found to be derivative works -- the,
creationof which infringes the rightsof the copyright holder. Such projectsalso raise questions (as
to ownership rights in the newlycreatedproduct. I

~
t

This chapter discusses these issues at some length, noting that the legal issues which ariselin
the context of the derivativeworks right of the copyright law are as signfficant as the technoloql
cal, sociological and cataloguing problems which must be confronted when dealingwtth softw~re

reusability. These are issues which the 000 should consider in preparing to undertake su!:h
. ct . . IproJe s. ,

I
]

'~

t.

ir
I,9
1



'::~.

~

j
~

]

t
I
;,
I

A mark cannot be both a trade mark and a certification mark; it must be one or the other.,I!t is
important to know which type. of mark you have since different rights attach dependind on
whether it is a trade mark or certification mark. If one tries to enforce rights one does not inlfact
have in the mark, or otherwise misuses one's' rights in the mark, one runs the risk of losinglhat

~, Imarx, 'i
j

A trademark can only be owned by persons who manufacture or distribute goods bearing,that
particular mark. By contrast, the owner of a certltlcatlon mark is prohibited from being eith~r a
manufacturer or distributor of goods for which certflcatlon is sought. Unlike a trademark, alber
titication mark does not signUy the source of goods; it signifies only that certain goods haveTn~t a
certain standard. To obtain rights in a certification mark, one must register the mark with a fed~ral

agency, and develop certain standards that others must meet to be certified to use the mark; il,
Since the 000 intends to use its rights in the word "Ada" to establish certain standards w~ich

must be met before an item can be certffled as an "Ada" compiler or whatever, it appears (hat
"Ada" is a certfflcatlon mark rather than a trade mark. If this assumption is correct, then ~ is
important that the govemment not take ownership in software using this mark. It must also pojice
use of the mark by non-eertified parties. It must make sure that the mark is not used for direr
than certification purposes. And it must not deny certification to qualified parties. Failure to follow

I
these guidelines could result in loss of a certification mark. It also must develop standardsjfor

- ' : ":j

everything it wishes to be able to certify (not just compliers). t,
:j

j
Chapter 7: A Hypothetical Illustration of Software Licensing
Problems under the ExistingRegulations!, r

This chapter uses a hypothetical software environment system developed at 000 expens~ to
(

illustrate some of the problems discussed in previous chapters. It may be easier tocomprehend
the seriousness of and interrelationship of these several problems by examining them througfl a

\

hypothetical example. . '.1
•'f

For instance, this chapter points out serious problems that may arise due to the conflict betw~en
the unlimited rights provision and copyright retention clause of the 000 acquisition regulatiops,

questions as to ownership rights in modified software which has been derived from softwar~ in
which a contractor holds a copyright, the need for an adequate definition of the t~rm

"governmental purpose," and issues related to government ownership of copyright, pat~~ts,

trademarks, warranties, and export controls. Although this chapter represents a hypothetical ~x
ample, the problems it illustrates are very real. Given the number of ambitious software enginepr
ing projects which the 000 has been funding in recent years, it would be wise to solve' the
problems this Chapter discusses before they erupt into litigation. 'j

-~

-!
"~
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~
t
I
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t
cannot reside in hardware since reverse engineering of the hardware would readily revealany
such "secrets."} Because software tends to be protected through both copyright and trade se~et
law, there is good reason to be concerned about the injunctive potential, although in SOme situa-
tions the government might be able to avoid the issuance of an injunction. l,

I
One potential solution to this dilemma is that 000 may be able to contract for obtaining accssa to

!:
the CAD/CAM program (atthough perhaps not a copy of n) on an "as needed" basis for necessary
maintenance and enhancements. This would provide the 000 wnh information needed lior
modifications while at the same time protecting the contractor's interests in commercially expl¢it
ing its valuable program. For such an arrangement to be satisfactory, however, the governm~nt
would need to have assurances that n would have continual, irrevocable access to the origipai
program used to develop and/or manufacture the ltsrn acquired. i

~

It may be beneficial to the government for the responsibility for maintaining the CAD/C.f.M
program to remain with the contractor. Atthough wnh an access arrangement the governm~nt

would lose an element of control by not having physical possession of the program, n might g~in
t

in terms of ease of retrieval and not having to trouble nself wnh configuration managementfor 'he

system. 1
~

A major problem with making arrangements for 000 to get access to CAD/CAM programs is t~at
t

\,
(

An additional basis for concern about injUnctive relief has been expressed because of a series of.;;

recent federal court decisions which have suggested that injunctive relief may be available to
I

prevent the government from releasing material in which n claims unlimited rights but whic~ is
I

claimed as a trade secret by its producer. This danger was thought by several 000 lawyerstobe
particularly acute in disputes wnh subcontractors because until recently there has been no formal
procedure under the Contracts Dispute Act for handling controversies about data rights asipe-,
tween a subcontractor and the government. Some thought that the Contract Disputes Act shquld
be amended to eliminate this risk. One provision of the 1985 DoD Authorization Act may partillily

, -. - - -- - - - - -~

address this problem. !
t
i
!

Chapter 10: CAD/CAM Programs I
~ ,

This chapter poses a series of questions that have been troubling 000 personnel about comp~ter
aided design and computer aided manufacturing (CAD/CAM) programs. i. . I

J
CAD/CAM programs are being increasingly used in both the design and manufacture phasa of
000 funded projects. Because of the potential commercial value of CAD/CAM programs, and [he
widespread industry concern about the govemment's ability to safeguard valuable comrnerclal

t
information, some contractors are reluctant to provide 000 the CAD/CAM programsusedlto
design and manufacture nems developed under 000 projects. wnhout access to the tooluse~to
develop a product, the maintenance and enhancement of that ltern may be more diffi<::ult, ~nd
perhaps Impractical.

'-------

~s
!
~3

_______ _'-----.:.:..:.._.0



I
I
I
ls

{

f
works protected under the copyright or patent law. Since there are many government projects
which will likely make use of specially designed chips, lt would seem advisable for the Dog to
consider adopting a policy that takes note of the chip law.

Chapter 13: Approach to Solving DoD's Software Licensing I
Problems I

rs
This chapter offers some suggestions about an approach that 000 might consider undertaking to
resolve the software licensing problems raised in this report. I
There is no easy way to solve all of DoD's software licensing problems. There are too rn!ny
different types of problems, stemming from too many different causes. There is also too m~ch

money at stake for any "quick fix" solution to work. The situation is made more dlfflcult by:!he
strained relationship which currently exists between industry and government with regardl to

software/data rights issues. '. '.1
f

That does not mean, however, that none of DoD's software licensing problems can be resoi~ed
quickly or easily; nor does it mean that most of of ~s problems are unsolvable. Removing lhe
ambigu~ies and inconsistencies from the existing procurement regulations, for example, WO~ld
require some relatively minor alterations to those regulations. Although some of DoD's software
licensing problems may be more resistant to solution than others, there may well be ways\ of
approaching even the major problems that would be more constructive than other approaches

j

which might be taken. I,
I

The crucial point is that not all of DoD's software licensing problems can, or should be treated in
the same way. There are certain problems which 000 has more control over than ~ does others,,
In allocating resources, we suggest that 000 place a greater emphasis on those problems which

!:
are more readily within its control, and, therefore, could be more easily resolved. There are also
some software licensing problems that are by their nature more amenable to change than othJrS.
Again, in allocating the time and resources of 000 personnel to addressing software IiCenSi~g
problems, we advise that 000 attempt to focus lts limited resources on those problems which~re

most likely to be impacted by such an effort. I
j

The reality of today is that many firms on the "cutting edge" of software technology can survi~e
without doing business w~h the govemment. The 000 needs the latest technology in ordeqto

f
maintain a strong defense and mil~ary capability. Thus, it seems clear that in many cases, 000
needs industry more than industry needs 000. Given this situation, it seems incumbent uP6n

000 to make some effort to improve the strained lines of communication between it and privale. . . t

industry. '\
I
f

Our conclusion is that industry people is l'{iIIing to meet with 000 in an effort to resolve qif"
ferences which exist. It is clearly within the power and control ot 000 to pursue such ccmmonlca
tions, and would likely be one of the most beneficial steps 000 could take toward resolving ma~y

of its software licensing problems. . I i
~
t
t
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1. Problems Arising from the 000 Data Rights Regulations
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There is considerable support w~hin 000, especially among its non-lawyers, for a major over~aul
of the regulations w~h respect to data rights affecting software procurements. lndustry ~Iso

tended to favor a major overhaul. Many of the 000 procurement people (and some of ~s lawy~rs)
would like to see the regulations adopt a simpler, more reasonable approach to software lic~ns

ing, one more like that used in private sector software transactions. Some of the. 000 pers01nel
to whom we spoke regarded the basic approach of the 000 data rights regulations as sOllnd,
althouqh they also tended to think that there were some problems with some details of the regula
tions as applied tosoftware.j

t,
We believe that there are some serious problems with specific details of the present regulatibns,
as they bear on software licensing, some of which have erupted in specific instances. The lirst
several sections of this chapter discuss specific aspects of the 000 procurement regulationsias
they bear on software licensing problems raised by 000 personnel. At a minimum, some revi-

f

sions in the regulations to avoid these problems would seem wise. I
t
~

To us, the 000 software procurement regulations resemble one of those old 1950's model c9m-
puters that tend to go "down" a lot because of burned out vacuum tubes and other equipm'ent
failures. If the question is can it be.fixed up yet again, the answer is probably yes. If the question
is instead whether it is time to get a new computer, the answer is probably also yes. The cur~ent
regulations are overly complicated, ambiguous and inconsistent in a number of ways, not only in
terms of commercial practices but also in terms of the precepts of intellectual property law. Reyis
ing the format of the regulations could not only simplify, clarify and update procurement practices,
but also serve to improve relations with industry. The final subsection of this chapter discusses

- -~

the reasons we regard the proposed FAR data rights regulations as better servin(l the DdD's
interests than the current 000 FAR SUPP and tts proposed revisions do. I

f
t

Finally, ~ should be noted that while this chapter and several subsequent chapters place par-,
ticular emphasis on the copyright law as a means by which contractors can protect certain inler
ests in software they have developed, they do so because this reflects the approach used in ~he
DoD procurement regulations. In industry, trade secret protection, not copyright, is often the
preferred mode for protecting one's intellectual property rights in software and teChnical
documentation. The 000 procurement regulations, however, do not recognize the existenca.ot
trade secret protection for software or technical data ( [8] pp 430-31). The regulations instead
create a kind of contractual intellectual property right in them. The government contractu~IIY
recognizes certain proprietary rights in privately developed software. The 000 regUlations :po,
however, specifically incorporate copyright law in some respects, and also seem to contemplate

that copyright law may govern as to some things. I
!
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poses (see section 1.3.1). DoD personnel need to understand the limitation the copyright r~ten-

tion provision may impose on the government'srights.!
{

I
The current regulations should be revised to clarify the government's intention as to the copy!ight
retention provision. Perhaps the govemment needs to give itself an unlimited Iicens~ in

copyrighted material funded by it, or psrhape the unlimfied rights policy should be modifie~ to
make it clear the government will only claim rights for governmental purposes. The govern~ent

needs to make a choice, and then to clearly communicate the direction fi has chosen. I
I

1.1.2 The Failure to Include a Right to Make Derivative Works within the Definition
of Unlimited Rights '. I

. . I
The current DoD FAR SUPP definition of unlimited rights, both in the policy and contract c1~.use

provisions of the procurement regulations, neglects to make explicit whether the government!will. . it
have the right to prepare derivative works when fi. has unlimfied rights in software ([61] S!lCS.
27.401 and 52.227-7013(a)). The current definition speaks only ofrights to "use," "dUPlicate,"fnd
"disclose" such software. Derivative works rights are particularly important as to softwarelbe-

J
cause maintenance, enhancement, reuse, translation, rehosting, and retargeting are all dep~nd-
ent on having a derivative works right. (See also Chapter 4). It is, of course, possible thata epurt
might construe the existing clause to include a derivative works right notwithstanding the failur~ to
mention this important right in the definfiion, but fi would seem prudent to make explicit !the
government's claim as to derivatives if indeed this is as significant a need as some beli~ve,

especially since it is so easy to do. That the proposed Federal Acqulslticn Regulations expli~jtly
define unlimited rights to include a derivative works right weakens DoD's argument of implicit,
inclusion. •

1.1.3 What it Might and Migllt Not Mean to Have Unlimited Rights in Non- }
deliverables I

The govemment claims unlimited rights in all technical data and software developed under a
government contract and at public expense ([61] sec. 52.227-7013(b)(1)). Often a governm~nt

contract will call for delivery of only certain specified items of technical data or software. Sorbe
times the government may get wind of some valuable intellectual property developed underlhe
contract (and in which the government, therefore, claims unlimfied rights) whose delivery has.pot
been required by the contract, but which the government would very much like to have. 1/he
contractor may even offer to "sell" this valuable thing to the government. Such an offer is. Iikelxto
be rebuffed by government lawyers who may insist that "lt's already ours." j

t
I

Although the regulations do seem to give the government unlimited rights in all data and soltwy.re
generated under a government contract, and Professor Nash in his book, Patents and Technical
Data ( [8]) speaks of the government having an "inchoate" right to such things (pp. 450-51) il is
difficult to know what it means to claim unlimited rights.in something which you don't have ~nd

. which the person who has it is under no enforceable obligation to give to you. I

L
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1.1.4 The Apparent Conflict between the Special Works Cla~se and Section 1Oq~f
the Copyright Law j

The policy provisions of the 000 FAR SUPP advise procurement personnel to use the "sP~cial
works" clause ([61J sec. 52.227-7020) when the government wants to exercise ownershipand
control over software developed at public expense ([61] sees. 27.402,and 27.<'105). Unfortuna~ely,

Section 105 of the Copyright Act of 1976 [59] (selected portions of the Copyright law can: be
founded in Appendix A) expressly prohibits the federal government from owning copyri~hts
directly. It does, however, allow the government to take copyrights by assignment, bequest, 'knd
the like. Trying to take the copyright in software aslt it is a ''work made for hire" (as the sp~pial
works clause purports to do) does not seem to be a taking by assignment or bequest. (~ee

Chapter 5.) :1
\i
'j

Section 105 of the copyright law may, therefore, have the effect of nullifying the "special wotks"..
clause ([61] sec. 27.405) and the implementing clause ([61] sec. 52.227-7020) insofar as itpey

purport to give the government a direct copyright, interest in works prepared for it by priJate
contractors. 000 does not by regulation have the power to nullify statutes, so ff there's a cOnlkt,

•it is the 000 regulation that must yield. (We have been informed that the DoD's special wcirks
clause has been used in many development contracts for software. This raises the specter ihat

•any software in wnlch the government claims direct copyright interest through the special ""orks
clause will be held to be in the public domain). ii

•
If 000 wants to own copyrights in certain software, it may want to consider adopting an approach
similar to that which NASA or the newly proposed FAR regulations have taken, which allows.lthe
government to require the contractor to obtain a copyright in the software developed at gov~rn

ment expense and assign it back to the government. (See Chapter5.)i
':
~

1.2 Ambiguities or Problems in the RegUlations That May Harm Industry'~

Interests ' 'I
Just as there are several provisions of the current 000 regulations that seem to offer the gov~rn
ment lesser rights than it might have expected it had, there are several provisions that sug~est

•that even when software and its associated documentation have been developed whollY, at
private expense, unwary contractors may find the government claiming unlimited rights in th~se
materials rather than the more restrictive rights the contractor might have expected; Twoi;in-
stances of this type of problem are discussed in this section. ",I

/1
'I
1

1.2.1 Getting Unlimited Rights in Privately Developed Software Seemingly SUbjeFt
to Restricted Rights as to Which a SePElrate License Agreement Has Not ,~,

Been Incorporated Into the Contract .

The 000 standard data rights clause ([61] sec. 5?-227,7013(b)(3)) distinguishes betweenfwo
types of restricted rights, those applicable to commercial software and those applicable to ot~er
software. As to the former, there is a standard set of restrictions on the government's use. A4 to

I
i1
'I
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~
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nological innovations will be unavailable to 000. For this reason, it would be wise to revam~ the
000 procurement regulations so as to avoid such "boobytraps."1

1
I

1.2.2 Getting Unlimited Rights in Software Documentation as to Other Than
Commercial Software t

Software documentation is often included in manuals, It may also be characterized as ins(ruc
tlonal material necessary to maintain a system. Manuals and instructional material necessarJy to
maintain a system, which are required to be delivered under a government contract, are matefials
in which the government, through the standard data rights clause ( [61] §ec.

I
52.227-7013(b)(1)(vii)) claims unlimijed rights even if it has been developed at private expense.
Since virtually all software documentation may be construed to be wijhin the clause, potentially all

j;

software documentation may be subject to unlimited rights claims. Since software dccumentstlon
lends to be particularly sensitive commercial information, this creates a prospect for considerable
loss II a company provides documentation to 000. I
If the documentation pertains to commercial software, it might arguably be exempted trornlthe
broad reach of the unlimited rights provision because the commercial software restricted ri~hts

provision ([61] sec. 52.227-7013(b)(3)(ii)) indicates that not only the machine-readable codelbut,
any related software documentation that has been developed at private expense and is not inl,the

1

public domain will be subject to restricted rights. If the documentation pertains to non-cornmetclal
(

software, there is no comparable basis for claiming an exemption under the other restricted rights
r

provision, ([61] sec. 52.227-7013(b)(3)(i)). Some 000 people think this means that the govjlrn-.. . r
ment will have unlimited rights to other than commercial software documentation, even though it
was developed at private expense and is not in the public domain. :

l, i
Like the previously described example, this "booby trap" requires a highly technical reading 9fa,
very complicated and long (nine page) clause. Like the other example, the incongruity islnot
obviously flagged so that a diligent industry person Who read the clause would understand 'o'{hat
he or she was giving up. l,.ike the other incongruity, ij is most likely the resuit of imprecisedrat!ing
rather than being an intentional statement of clearly articulated policy. It would make no sens~ to
interpret the clause as subjecting the machine-readable code to the restricted rights provision ~nd
yet to treat the documentation (which would likely contain all the most sensitive, commerci~lIy
valuable information) as II the government had unllmlted rights in lt and could show ~ to
whomever II wished. Again, even II the govemmentchose to litigate the issue and won, II wquld

stand to lose credibilily because of the perceived unfairness of such a posltlon. :
-~
f

It should also be noted that the 000 procurement regulations do not clearly distinguish cornmer-
cial software from other than commercial software. According to the regulations, sottware is
commercial II it is "used regularly for other than government purposes and is sold, licensed or

- ~

leased in significant quantities to the general public at established market or catalog prices" ( ~61]

sec. 27.401). It seems that as much as 55% non-government sales and use might be require~ in
order for software to qualify for treatment as commercial software ([8] pp 501). The precise
dividing line, however, is unclear. It should also be noted that software which is developed forhhe

I
~
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The way intellectual property lawtends to define "ownership" and "property rights" is not so much
in terms of what a particular person can do with a particular thing, but in terms of what right h~ or
she has to exclude other people from doing things with that property. (Patent law, for exarn'ple,
gives the patentee the right to exclude others from making, using, or selling the patented in~en
lion for seventeen years ( [651, sec. 154). The government's "unlimited rights" definition seem/; to
go to what the government can do w~h software and ~s documentation and what ~ can authorize
others to do, and does not grant any rights to the government to exclude others from it. Forthls
reason, intellectual property law would likelytreat "unlim~ed rights" as a broad license, not as: an
ownership interest (e.g., Regents of the Univers~y of Colorado v. K.D.1. Precision Products, 'I~c.,
[431, discussing the difference between "unlim~ed" and"exclusiye" rights). l,

!
I

1.3.2 Governmental Purpose I
I

If all "unlimited rights" truly means is a license to use "for governmental purposes," ~ is important
to understand what the latter term means. Unfortunately, the DoD FAR SUPPdoes not dehne
the term at all. Does it mean: 'j

a) for USEl by all federal governmental agencies, or only by DoD, or only by the particular service'l
that obtained the rights? If the former, does that mean NASA can get ~. for nothing just for the.]
~~~ I

r
b) for use by state or local governments If the DoD thinks ~ a good idea to share the software? I

!
c) for use by foreign governments to whom the U.S. government wants to give it? I,

", ,f
d) for use in the defense comrnuntty as a whoie (including all private firms who contract with, I

000) if 000 thinks it is a good idea to share the thing? I
f

e) for use by defense contractors in foreign countries to whom the government might wantto I
give the software?



1.4.1 CAD/CAM Programs

1.4 Issues Not Addressed in the DoD Regulations

1.4.2 Local Area Networks

!
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I

I
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mediate arrangements between the "floor" and "ceiling" may be appropriate, dependingi on
governmental needs. If that is the intent, there are simpler ways to say this than the current~oD
regulations do. !

.f

1
1.3.5 Distinguishing Typ~s of Documentation ..1

The definitions to.the procurement regulations do not differentiate at all among the various ty~es
of software documentation. Some documentation contains sensitive information, and henc~, is
jealously guarded by the developer. For example, documentation which reveals internal qe$ign
information, algorithms, and proprietary. information of a program may need to be distingUiS~ed
from training and user manuals. Industry may be willing to accept a broader rights package a~ to
the latter types of documentation. However, unless a more restrictive rights package isavail~ble

as to the former, the company may choose not to do business with DoD, or may sell only "Old"
technology to DoD. DoD's policy should reflect these concems by distinguishing formJ of
documentation in such a way that differential rights treatment can be effected. ·1

I
I
~

t
,j
..~

.~

An issue frequently raised by DoD procurement personnel in our interviews was how t~· fit
computer-aided design/computer-aided manufacturing (CAD/CAM) programs into the regula\ory
structure for DoD procurements. A separate chapter (Chapter 10) discusses the CAD/C~M

issues at greater length. The primary reason CAD/CAM programs seem difficuit to fit into the QoD
FAR SUPP structure is that the structure assumes that the government will obtain a physical c~py
of any proprietary software which it chooses to acquire. If the government gets a physical copt, it
will get at least the four minimum rights in the software that are set forth in the regulations.

.Purveyors of CAD/CAM programs have sometimes been willing only to license certain access to
their CAD/CAM programs, and not to allow the government to get a copy of the program itself :~nd
not to get the standard set of minimum rights to the software. A second important facet of ,he. . . : f

CAD/CAM dilemma is that manufacturers of major systems for the government. who.~se
CAD/CAM programs may be much tess willing to deliver large volumes of technical data abfut
the system, arguing instead that the government's needs can be met by controlled access to the
manufacturer's CAD/CAM program. This may make the government more dependent on firIns
using CAD/CAM programs when seeking competitive reprocurements. The present regulations

(

do not provide guidance about how to deal with this.situation. \

I
1,

t
It is becoming more common for units wit~in the Defense Department to establish local alea
networks which share software. The DoD procurement regulations do not provide guidance ab~ut
making acquisitions of software intended for use in network environments. NASA regUlatlOns!do

~
I
t
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1.4.7 Software Warranties I
A number of people raised the issue of what if any warranties the govemment can or ShoUld] get
in software. Those persons pointed out that there are provisions in the DoD FAR SUpp (1[61]

1
specifically sections 27.410-5 and 52.246-7001) regarding warranties for technical data. Bec~use
software is a developing art, it may be difficult to obtain warranties for lt, but numerous pe9ple

.. - , ." .)

have indicated a desire for a policy about software warranties. Whether, in the absence otjany
contractual provision concerning warranties, the government may claim implied warranties (~.g.,

of merchantability or fitness for a particular purpose) have attached to delivered software islad-
H

dressed in Chapter 11). If getting more explicit standard warranties for software is desired, serne
regulatory guidance might be helpful to procurement personnel. I

1
..~

1.4.8 "Shrink Wrap" Licenses I
r

Much of the commercial software presently available in the market comes wtth what purport's to
be a "licensing agreement" either inside the box or just under the plastic wrapping (Coml"':J~nIY
known as "shrink wrap" licenses). Typically these forms provide that by opening the box orlthe
plastic wrapping, one will be presumed (by the software vendor, iI not by the law) to have :9on
sented to a series of restrictions on use of the software, as well as to have accepted thatorie is

t

not really the owner of a copy of the software, but only a licensee of the manufacturer, anI! to
, . . ... " t

have agreed to respect the manufacturer's trade. secrets and other proprietary rights inlthe
software, and to have consented to a variety of other matters (e.g., what state law will apply In a
dispute). When the government buys this kind of software, the question is whether these licenses

f,

bind the government. This question was raised time and again in our interviews wtth DoD person-
!

nel.l

One view wtthin DoD is that the procurement regulations (and in particular the standard data
rights clause) would be given legal effect. even i1.not explicitly incorporated into the contract.
Others thought that perhaps the shrink wrap licenses might be viewed as modifying (hnd,
controlling) the standard clause, or that the absence of the basic data rights clause inthe~ur-,
chase arrangement might mean tt would not govern. Because a raft of questions about shrink
wraps often come up, tt is worth going into them in somewhat more detail, as the next sUbsecjion
~~. I

.~

'~

1.5 Shrink Wrap and Other Standard licenses ;
,~

The first three subsections deal with a set of questions which were posed to us about shrink wrap
licenses. The last several subsections deal with questions which DoD might want to ask. i

j

~
1.5.1 Authority to Bind I
By far the most commonly asked question about these licenses was who was supposed to o~en
the package to validate them (or who is to sign in the case of other standard IiCen~ing
arrangements). It was widely thought that unless the contract officer broke open the packag;e or

i
J
1
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1.5.4 Are These "Licenses" Enforceable?
~

A question which should be asked is whether these shrink wrap licenses have any legal e\tecl
whatever. Although the States of Louisiana and ,Illinois have passed laws recognizing their,
validity, there are many who regard these "shrink wrap" licenses as unenforceable asa matt~rof
contract law, imposing, as they attempt to do, restrictions on the purchaser's, rightsaftedthe
contract has been made, and relying, as they do, on opening a package or box as indicativ~ of
consent when tt may easily be indicative of disregard. I

i
Others question the legality of certain provisions of shrink wrap licenses under the copyright!law
because the licenses purport to control uses that can be made,of the software. copyright/law
does not give copyright owners any rights to control use. These "licenses" also purport to deprve
purchasers of rights they would be entitled to as "owners" of a copy of software, such asthe right
to resell the copy and the right to make a "backup" copy. 1

t
!
f

1.5.5 NASA's Speqial.Data Rights Clause I
I:

To give clear guidance to NASA personnel' who are responsible for procuring cornmerclal,
software, NASA has adopted a regulation to c1arRy that the government's data rightsunderithe
original sales contract will not be superceded by delivery documents containing inconsistent data
rights provisions ([64] sec. 1827.473-4(b)(2) and 1852.227-79). In essence, whatthatcld~se
says is "notwithstanding anything that might be construed to the contrary, the govemmentaIW,ays
gets the following minimum rights and government procurement regulations govern Rtherejare
any other seemingly inconsistent terms." In effect, this clears up all the problems described inhhe
first three subsections above. I
' j

t
1.5.6 "Published" Commercial Software ,

I
One other part of the same NASA regulation which DoD might want to consider adopting is that

f

which "lifts" the restriction on the government's right to disclose copyrighted software thathas
been "published" (widely distributed with a copyright notice)within the meaning of thecopy~ght
law. If copyrighted material has been "published," the ideas and information tt contalns are qon
sidered to be in the public domain, which should mean that restrictions on disclosure sh1uld '
cease. Whether the government can simply disregard such a restriction, or whether the data
rights clause contractually binds the government to respect the limitations that others in the wprld
are free to ignore is a close question (see Aronson v. Quick Point Pencil Co. [20] suggesting lhat
the government would bebound.)l

,I
Because copyright law does not give the copyright owner any rights to control "uses" of his orher

f

work (except public perlormances and displays), it may be that both DoD and NASA couldadopt
a regulation for "published" software which would lift restrictions as to what computers Or facili\ies
could use the software. '

.~,
t
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1.6.2"License Rights" I
Apart from the repudiation of the fixed expirations, the other major recommendation of the ~SD
Technical Data Rights Study was to add a third option to the arsenal of potential ways to Iget
rights to technical data. Although the OSD study [11] did not address software issues, in spsak-

[;

ing with members of the Study Group, tt was clear that they intended the "license rights" option to
be applicable to software as well. The proposed DoD data rights regulations issued in the late
summer of 1985 would create a new "license rights" option, atthough the intent of this provi~ion
seems to be somewhat different than what had been intended by the OSD Study Group, whic~ in

r
turn was different from what industry had in mind when tt began promoting the idea of "licensilj)g".
It may be helpful to layout what we have been able to discern as to the thrust of the OSD stlmy
proposal, of the industry proposal, and of the proposed regulations, and to comment on eac~ in

!turn. ,
t,

What we take to be the aim of the OSD study recommendation is to enable the government to
lrnpose a requirement upon tts contractors that they license ccmpentors to make usel of

, , (

proprietary data in competitive reprocurement (or in the case of sottware,
maintenance/enhancement) sltuatons, Because industry strongly objects to the governrrient

t,
simply handing proprietary data and software over to any low bidder that comes along,and has
been arguing forcefully for a "licensing" approach atternative, adoption of a proposal ofthis $crt
may be an important step in improvement in relations wtth industry. Implemented in an OPti~al
way, the OSD Study Proposal might even save DoD a lot of money. It is worth noting, howe~er,
that industry'S intent in promoting the licensing concept seems to be twofold: first, to maximize
the amount of control a contractor may have over the competttor or potential cornpetltor as to!its
use of the proprietary software (industry wants a direct relationship, not just granting power to lhe
government to sublicense whomever tt pleases) and second, to begin to move the governm~nt

closer to the standards that prevail in the commercial arena (See e.g., [12]). By contrast, the
intent of the recently proposed DoD regulation for "license rights" seems to be to give the gov~rn
ment the option to negotiate expirations for restrictions on software or technical data. The reg~la

tion proposal thus would shift substantially the thrust of the "license rights" proposal as origin!tlly

conceived by the OSD Study Group. I
y

The major reservation we have about the OSD Study Proposal and the proposed regUlatio~ is
that the "license rights" option may not be explained well enough for contract officers and ot~er
people who will look to the regulations for guidance to understand the intent and implement tt ~s tt
was intended to be implemented. I.

To be more "Specific, one of the problems with both the OSD proposal and the proposed reg~la
tlon is in the name tt gives the option. The OSD Study, for example, states: "Current policy
provides only two recognized ways to acquire technical data rights: Limited and unlimited. lhe
policy should be expanded to include licensing" ([11] at 20). The ordinary person reading ~his

would tend to think that "licensing" must be something different from "limited" or "unlimited" rig~ts, .
when in fact, both limited and unlimited rights seem to be particular types of licensing arranbe

ments. (If you own something, you own something. If you let someone else use that thing, ~ou
license tts use, regardless of whether you give the person a broad or a narrow license.) \

i
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I
accurate (discussed in Section 1.3.1), and that termmeans only a license to use for governmen

I
tal purposes andto sublicense for the same, then there would be no difference between the '0SD

. . ~

Study "license rights" option and "unlimited rights." I,
!

Furthermore, the OSD Study draft reprocurement license clause was long, complex, and unclear.
. . . . f

(For instance, it often referred to "direct license rights" which it did not define. Is this a direct,
license between the contractor and the government, or a license between two contractors?)lThe,
OSD draft license rights clause also seems to be written as though it is unrelated to the standard
data rights clause, although in fact it would moday it. The aim of the draft clause seems to be'9nlY
to address the spare partsreprocurement issue, although the need for licenses to get compel~on
maybe broader than that (e.g., software maintenance). Software is not mentioned at all, andjthe
draft license rights clause would notbe readily adaptable to software. "

t
Industry would seem to have a decided preference that a another firm has to be licensed toluse
the first firm's trade secrets, the two firms make arrangements directly so that in the event 01 an
abuse, the first firm can proceed directly against the second firm rather than have to try to ~ush

t
the government to do something. Industry also doesn't likethe government to dictate or supervlse
terms of licenses. The OSD draft clause accepts the industry preference for contractor-to-,
contractor licenses. It is worth noting. (as unfortunately the OSD study does not) that therelare
serious dangers of overreaching (exclusionary conduct in antitrust parlance) by the originaLcon-

. . t

tractor in any arrangement which would involve licensing of competitors as to valuable tech-
nologies. If the government does not want to end up paying through licensing essentiallyhhe
same amount as athere hadbeen a sole source, some government supervision of the terms and
conditions of the license would seem to be necessary indirectcompetitor situations. I

. •. J-
The license rights option, as reflected in the proposed DoD regulations, is a far cry fromlthe

. - . - - - . t

license rights proposal that industry has been promoting. It is far from clear that the new~oD

option will be acceptable to industry which can always opt to stickwith limited or restricted rights
for valuabletechnologies.l

1.6.3 Predetermination (to be Renamed as Prenotification) of Rights ,,

The OSD Study favored use of a predetermination of rights clause in all development contrtcts
although the StUdy thought it should be called a "prenotnication" clause instead of a pred~ter

mination clause. The clause, in essence, requires the parties to identify all software and technical
datathat will be delivered underthe contract with restrictions on the government's use of it. M~ny
of the DoD personnel to whom we spoke supported use of this clause. Some regarded '~ as

- - t

essential. While the aim of the clause -- to claray data rights as much as possible at tf'leouts~t -
is laudable, many people in the field regard the clause as unrealistic and unworkable, espec;(ally
as to software. How can one say what rights the government will get in software from third\tier
subcontractors when the software may not yet exist, or a it does, the prime may not yet f'I~ve
identified who will deliver it, let alone with what rights? One person likened the predeterrrmanon
process to asking Lewis and Clark to prepare a set of '~riptiks" for their exploration of the Oregon
Territory before they'd set out on their journey. 'I

!
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of restricted rights for software and yet another set of restrictions ("limited rights") tortechrjlcal
data. It is also difficult to comprehend why the regulations subject software documentation (w~iCh

is classnied as "technical data") to dijferent restrictions than machine-readable code Q).e.,
"software"). This doesn't seem to make sense given that in the commercial market these thIngs
are treated as subject to the same restrictions. Why one would treat documentation for cornmer
cial software differently than other software documentation is also mysterious.l

I
Even ij there is good justification for treating technical data other than software docurnenteflon
differently than software, it doesn't make sense to have two so similar and yet not identical setb of

r
restricted rights for software. What 000 seems to need to do is set a "floor" of minimum rights it

f
must always get in software (perhaps to be named "minimum rights") and then let the pa~ies

negotiate otherrlqhts and restrictions (perhaps to be stamped "negotiated rights - see Contract
No. __") as they see fit. The proposal found at the end of this section attempts to devel4p a
set of minimum rights for software and technical data (lumped together under the definitio~ of
intellectual property). Simplnying these provisions would also eliminate the "booby traps" that\the
current regulations set for the unwary business, as well as eliminating the "booby traps" that

.1'

might close on the government. I
.~

l
~

1.7.2 Not Getting as Many Rights as DoD Needs :
I

It is understandable that in reaction to the spare parts competition problems which were dU~ in
part to the government having gotten inadequate rights to certain technical data and which have
come under intense Congressional scrutiny, 000 would make efforts to adopt policies aime~ at
assuring that such problems would not occur in the future. The seemingly obvious ways to lac
complish this are either: (a) to acquire unlimited rights in all technical data and software (ei/ber
initially or through fixed expirations on restrictions) or (b) to get the option to allow the governm'ent
to acquire at a later time unlimited rights to technical data or software for a price negotiat~d at the
time the contract was made. Both would seem to achieve the objective sought (being free, of
restrictions on use and disclosure), but at a very high cost. Industry has been outraged by effqrts
of these sorts and has apparently expressed their outrage by pricing their technology atstratos
pheric levels. Perhaps such approaches were overreactions to the problem. Not having askedlfor
enough for awhile, now perhaps the government was asking for more than it needed, and .the

I
problem deepened rather than beingresolved.!

Ii

What was true when the procurement scandals "broke" -- and what probably remains true to~ay
-- is that there are instances in which the government is not getting as much data rights a~ it
needs. The two areas as to which we have reason to think present data rights policies rnayjbe
insufficient pertain to use and disclosure of technical data to third parties for spare p~rts
reprocurement purposes, and use and disclosure of software and documentation to third parties
for maintenance or enhancement purposes. Perhaps specltlc provisions could be written to kc-

.- . , ',':- -t

complish these objectives. As the discussion of "license rights" above indicates, some efforts iJre
in the process of being made to do this, at least as to technical data. A more limited reactlori is., .. ,.... ,. . '- ", " -' .. " ,',. [

one which industry may be willing to try to live with. I

I
I
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have no reasonable expectation of receiving a continuing stream of incomefrom the product,and
that, as a result, the government isn't getting the best technology. Some government pe~ple.
might think, "a private firm has incentive to deliver the best software to us (even though we h~ve
unlimited rights) because ~'s OK with us IT they take the thing to the commercial market." !

{
I

There are a couple of problems with this theory. One is that since the government claims! an
unlimited right to disclose the software developed at public expense to anyone for any pu~se,

t
the government alwayshas the powerto pull the rug. out from underthe commercial market (fqr in
today's market, lt is the valuable secrets embodied in the software that seem to determin~ its
commercial value). This means the .firm can never be sure there will be a commercial malket
there to tap. Secondly, the government sometimes wants to "give away" valuable softwar~ in
which it has unlim~ed rights to other privatedefense firms to enable those firms to performbe~er

work on govemment projects. The problem is that the software's developermay see these O\her
defensefirms as lts primary commercial market. This too can undermine the potential incentives

:T
that government peopletend to think the privatefirm has retained. .!

,1
It is worth pointing out that Congress has enacted a law to encourage small firms to developand
deliver to the government the highest quality, most innovative products, namely the Small B~Si
ness Innovation Development Act [68] which gives participating small firms the right to ret~in
ownership rights in patents developed at public expense, with a license back to the governm~nt
to use the patentfor governmental purposes. Previously the government could havetaken ow~er

shipof patents developed at public expense. It is not surprising that software firms hail the SBIIJA
as the "enlightened" and "modern" policythat the government shouldfollow as to software. !

t
f

As far as we are concerned, the govemment is welcome to retain lts broad unllmltsd rights policy.
[

It just shouldn'tbe surprised if this policy results in ~s getting less high quallty products. Whet!Jer
~ should retain this policy or narrow ~ to a governmental purpose policy depends on what! its
goals are. If the primary goal is to get the best available technology and improve incentive.~, ~,
should adopt the SBIDA approach. If lts primary goal is to get as much data rights as it possibly

!
can in hopes that will save money downthe line, ~ should stick w~h unlimited rights.!

It might be wise for the government to consider voluntarily giving up its broad unlimited rigpts
policy for software and explicitly adopting a policy more in line with the SBIR policy as to patents,,
or adopting a policy under which the government would take less than unlimited rights w~en
mixed funding was used for software development. This might be a step toward improving r~la

tions w~h industry w~hout giving up what the government truly needs. The government may stiil
f

wish to retain the power to obtain ownership rights in intellectual property when achievement of
...... . t

certain well defined goals would seem to require broadercontrol than simply a license to useIfar
governmentai purposes. But ~ might be easier for industry to accept the government'sl)ee~, to
sublicense for reprocurement and maintenance purposes IT the government was willing totlim
back somewhat lts unlimited rightspolicy. 1

J
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Rights of the Contractor

Rights of SlJbcontractors

I
'I
I

!
I
~

~ ']

(3) Other Licenses Possible: When the government needs to have more thanminimum right~ in
certain lntellectuai property, the government and contractor can enter into other Iicensinglar
rangements, but in no event can the government enter into a licensing agreement for inteliecIlJal
property which gives the government less than minimum rights. 'i

I
!
]

(1) Ownership: The contractor shall be considered the owner of all intellectual property
developed at pubtlc expense under this contract, except as to contracts in which the spe~ial
works clause is used, subiect only to granting the government an unlimited rights license to Ithe

I

inteliectlJal property. 'i
I
f

(2) Copyright: The contractor may obtain and retain a copyright on all intellectual property
s •

delivered to the government under this contract except when the special works clause is lJ$'e.d.
. . . . ~

The contractor's obtaining of a copyright shall not limit the govemment's rights under its unllrnlted
rights, rnlnirnurn rights, or any other license. I.

!;
!

(3) Restrictive Markings: The contractor may attach appropriate restrictive legends to its irltel-
lectual property, as set forth below in section (d). 1

I
I

(1) Getting Same Data Rights From SlJbcontractor: Whenever inteliectlJal property is to be {ob-
f

tained from a subcontractor under this contract, the parties shall use this same clause in Ithe
subcontract, witholJt alteration. No other clause shall be used to diminish or eniarge [the
government's or contractor's rights in the subcontractor's lntellectual property required for ~he
government. I

i
(2) Direct Delivery to the Government: succootractors under this contract may deliver technical
data in which the government will have less than unlimited rights directly to the government rat~er
than throlJgh the prime contractor. _ I

i
(3) No Leverage: The contractor and higher-tier subcontractors shall not use their poweJto
award subcontracts as economic leverage to acquire rights in inteliectlJal property from t~eir

subcontractors for themselves. I
t
~.

(4) Right to Attach Restrictive Markings: subcomractors under this contract shall have the same
I

rights to attach restrictive markings to their intellectual property as the contractor does to inlElI-
lectuat property. !

1

Restrictive Legends

(1) No Marking If Unlimited Rights: lntellectual property in which the government has IJnlimijed

rights shall be delivered with no restrictive rnarklnqs.Unmarked items delivered under this c~n-
tract will be presumed to be items in which the government has uniimited rights. I

t
I
.1
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(5) Minimum Rights: "Minimum rights" means:

(b) as to computer software, the right to
(i) use ~ at the faciiity for which ltwas acquired or to which ~ is transferred;

I
f,

I,
t
f
u
-~

1
t

(3) Computer Software: "Computer software" means all firmware, software, data bases, and
documentation for the same. I

r
(4) Technical Data: ''Technical data" means [same as the current definition butexcluding eepm-
puter software documentation]. !

t

j
(a) as to technical data, the righlto use, copy, and disclose the material within the government;

~ I
I

I
I

i
(ii) the right to use tt with a back-up computer if the computer for which tt was acquired: l

becomes inoperative; t

!
(iii) make back-up copies for safekeeping, and for modification purposes; I

1
(iv) modify it, or combine ~ with. other software (modification will not alter restrictiOns on the I

software). 1
I

[end of clause] I
~

t
Additionally, 000 might want to develop standard licensing clauses giving the governmentlhe
right to sublicense use of proprietary intellectual property for competitive reprocurement or c.dm
petitive software maintenance purposes, subject to appropriate restrictions on any third partyuse

f
of this property. In Chapter 2 we offer some suggestions about how the potential for competiijon
in software maintenance situations could bemaximized.l

t

Another thing that might be desirable to consider is the development of one standard data rig~ts
clause for all intellectual property, including patents and chips, which would define the minimUm

I
rights in each respective type of subject matter in the deflnltlon of "minimum rights." It does', hot
seem desirable to have a wholly different policy (and structure for that policy) for patents and~or
other types of intellectual property. Integration at least ought to be considered, and hopef~ny

. , . -.:I

attempted. .'
; -~

r.
If the alternative draft clause set forth above was adopted by 000, it would remove some! of
industry'S complaints about ft, but that might only serve to sharpen the areas of disagreeme'nt
industry would like for 000 to give up claiming "unlimited rights" in software and technical d~ta

Ii

developed at public expense, and to adopt a policy of only taking what the current regulationsqall
"license rights" in these things, that is, a license to use intellectual property for governmental
purposes and to sublicense for the same purposes. Industry regards this S81R-type approach!as
the "modern" and "enlightened" solution to data rights acquisitions. Only modest changes to (he
draft clause above would be necessary to incorporate this industry preference in the stand~rd
data rights clause. An intermediate position would be to have the government take un~imKed
rights in things completely funded by the government, and only a governmental purpose license

f

t

k3
I

I
I
i___,L _



I
t

J,

~

I,
t

1.8.1 The Proposed 000 FAR SUPP May Be Inconsis.t~nt \\lith the Prop()sed FA*
f

The proposed 000 FAR SUPP doesn't even define terms the same as the proposed FAR.for
example, the FAR definition of 'unlimited rights" is more precise and comprehensive than Ihat
found in the proposed 000 FAR SUPP. Other terms common to both are defined somswhat
differently for no apparent reason. Such inconsistencies are likely to result in contusion and
misinterpretation. I
In substance, the 000 FAR SUPP provisions are quite different from the FAR provisions! In
particular, the 000 FAR SUPP fails to claim the full set of minimum rights the FAR proposal saya
that government is supposed to acquire in restricted rights software. The failure of the 000 RAR. . I
SUPP to claim the fifth minimum right that the FAR would allow, namely the right to sublicense,
support contractors, may seriously impede the abiUty of 000 to obtain cornpetitlon for main-
tenance and enhancement of its software. I

,1
f.

1.8.2 The Proposed FAR Policy is Preferable to the 000 Policy

The proposed FAR policy is more comprehensible than the 000 Policy.
It is:

o more concise

o more straightforward

o more consistent with commercial practice

o more consistent with intellectual property law

The proposed FAR policy avoids the anomalies and inconsistencies inherent in 000 Policy.
example:

o The FAR avoids the conflict between the 000 FAR SUPP "special works" clause and
Section 105 of the Copyright Act.

o The FAR, in contrast to the 000 FAR SUPP, avoids the conflict between the un
limited rights clause and the retention of copyright clause.

o The FAR avoids the confusion caused by the two sets of restricted rights found in the
000 FAR SUPP.

o The FAR avoids the problems caused under the 000 FAR SUPP by treating
software and documentation differently.

o The FAR avoids the problems caused by the 000 FAR SUPP practice attaching two
different meanings to the term "license rights."

o The FAR avoids the potentially harsh result which could occur from failure to
negotiate a separate licensing agreement as to restricted rights software under the ,
000 FAR SUPP. I

The proposed FAR provides a more precise definition of "unlimited rights," including within t'pis
definition the right to make derivative works. This right is important n000 is to be able to m~ln

tain, enhance and reuse software. The more limited definjtion of the 000 FAR SUPP, in contrast
._ I

to the FAR, may be seen as a rejection of this right by the 000. This could have extremely

serious repercussions for 000. I
I

I
i
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2. Problems Arising from the Need to Maintain and Enhance SoftwJre
·t
I
~

Apart from the set of software acquisition problems arising from the 000 procurement regulatbns,
discussed in Chapter 1, the next most complex and difficutt set of software acquisition problems
that were identffied by 000 personnel in the course of our investigation related to the m'ain-,
tenance and enhancement of software. Software often requires some modification to correct
"bugs" or other deficiencies which may not be discovered until after the software has beenlac
qulred, and perhaps even after it has been embedded in a larger system. In additiOn,ihe~ser
may want to have software moditied so as to add some new capability or function beyond !hat
which the product was originally intended to perform, or to upgrade the software when new t~Ch
nological developments are achieved. (Problems relating to these sorts of modificationsIwill

}
hereinafter be referred to as "maintenance/enhancement" problems.) I

The adaptabiiity of software over time is one of the great advantages of software as compJred
with hardware, but adaptability is not an unmixed blessing. Along with adaptability com~s a
complex set of licensing problems that have frustrated 000 personnel as they have sougH,! to

acquire excellent adaptable software at the lowest cost. One set of these problems arises from
the debate within 000 over whether it is wise or cost-effective to compete the maintenance or
enhancement of software to third party contractors, or even to do malntenance/enhancement

"work in-house. . j
-f

The first four sections of this chapter discuss the licensing aspects of this controversy and rephm
mend. some strategies for how 000 might compete software maintenance it it chooses to dolso.
The chapter also discusses some of the disadvantages of competing software maintenance. :The
remaining two sections of the chapter discuss a variety of other problems identitied byQoD
personnel as software maintenance/enhancement· problems. One of the reasonsso~~re
maintenance/enhancement problems may seem intractable is that they are not one but many,
problems. There is no quick fix that will solve all of them at once. '

1
f

2.1 Getting Sufficient Rights in or Documentation about Software to Enati,le
000 to Do "Organic" or Competitive Maintenance or Enhancement fori

t
Software 'I

The initial statement of work for the Software Licensing Project (as reflected in the SEI RfP)
indicated that 000 had been having trouble acquiring sufficient rights in software and softw~re
documentation to enable it to maintain or enhance software, either in-house (commonly referred
to as "organic maintenance") or by private firms through competitive bidding. 000 sought assls-
tance in solution of these problems. I

t

---------------
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(e) companies being unwilling to give their source code to the government at any price
under anycondltlons,

There was general agreement among 000 persons to whom we spoke that steps needed t6 be
(

taken to remedy this sltuatton. Some were hopeful that solutions could be devised that w9u1d
create greater incentives for industry to voluntarily cooperate wtth DoD in tts efforts to get better
documentation for maintenance purposes. Some worry that punitive approaches would enh~nce
already strong disincentives to cooperate wtth the government in this respect.!

I
, 'i

2.1.3 Getting Sufficient Rights in Software and Documentation to Get competiti~n
.. ,;

as to Software Maintenance and Enhancements 1
1

Whether the govemment can get competttion in software maintenance and enhancement iqon-,
tracts seems largely to turn on whether the govemment has ownership of or unllrnlted rights in
software and its associated documentation, or whether the govemment has only restricted ri4hts
as to the software and llrnited rights as to the documentation. If the government has ownership or
unlimited rights, getting competition in software maintenance/enhancement contracts is said tq be
easy. If instead the government has only restricted and limited rights, tt seems that ge~ing

~

competition is very difficult. Defense Department personnel generally report little succes~ in
getting "proprietary" software competitively maintained. !,.

I
As the 000 regulations are presently written, while 000 virtually always has rights to modifyI,the
software, the regulations do not provide 000 with the rights necessary to sublicense the rnodltlca-

~

tion right to others. Such a right must be specifically negotiated. That means that getting com-
petition as to maintenance and enhancement of restricted rights software will only be feasible if
the software's owner will agree, which he need not. If he will not agree, 000 will either hav$ to
do the modifications ttseif or hire the original firm to do the maintenance on a sole source ba~is.

Because many software companies may wish to have sole source maintenance contracts iWith
~

000, their incentives to agree to competitive maintenance are minimal. The critical point is\hat
the only time there may be any opportunity to get such agreements to allow competnive m~in-
tenance is during the original competltlon when the development contract is let. !

l
u

2.2 Maintenance Needs for Things Used in Performance of Governme.nt
Contracts: Software Tools and CAD/CAM Programs I

~
Documentation may not be the only thing which may be needed in order to maintain or enha~ce
software and the systems of which they may be a part. Access to software tools or CAD/Cj!l.M
programs which a firm may have employed in developing the system may also be needed.' lln
dustry is likely to be even more sensitlve when the government expresses its interest in obtaining

t
such tools or CAD/CAM systems for maintenance and enhancement purposes than tt wouldtbe
about the government obtaining software documentation, especially if the government seek~ to
obtain such things for competnive maintenance purposes,

1,
i,
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These programs may be essential to do maintenance and enhancement work for the system,
Chapter 10 discusses the CAD/CAM problem at somewhat greater length, but becauseIthe
government's need for CAD/CAM programs largely centers on maintenance needs, it seerred
necessary to flag the issue in the maintenance section as well. I

I
As with the software tool problem, the CAD/CAM problem is one about which the industrY is
extremely sensitive, and one for which, as a consequence, it maybe difficultto find a compromlse
solution that will be acceptable to both the government and industry. !

]
~

2.3 Structural Problems with Getting Delivery of Adequately Supportable I
Systems I

~
f<

~.
2.3.1 Different Interests of Buyers and Maintainers within the Govl:lrnment I

t
There appear to be some structural problems internal to the Defense Department that may make

r
adequate planning for software maintenance and. enhancement difficult to achieve. M~jor

weapons or communication systems acquired by 000 may include complex software corn
ponents. These systems may also require signllicant and complex software systems to sup~rt. . .... - -. {

the major systems. If the command which purchases the- system is not the command whichl-"ill
use, maintain, or enhance the system, it may not be aware of the extent of software docurnen
tation that will be needed to use, enhance, or maintain the software, and it may not be as sbn"
sitive to the need for supportability software as the using or maintaining command might neab it
to be. Although there are some structural mechanisms within 000 that are intended to pro~ide
opportunities for communications about such matters, they do not seem to be working ass~c"
cessfully as 000 maywish. This is seen by manyto be a contributing cause toward the software
maintenance and enhancement problems 000 has encountered downthe line. I

t
t

2.3.2 Sole Source Maintenance as a Habit ·1
From procurement personnel's point of view, if a company has built a complex piece of softw~re
for 000, and it's a good pieceof software, that company will knowthat software better and willibe

I

able to maintain it better than any other company, even if the other company gets the source
code. That software engineering is still in fairly primitive stages as an engineering discipljne
makes reliance on the original developerto do maintenance work seem the most expedient rohte

I
to take. The developing company will have a better idea of how to avoid the problems that
enhancing software so often creates for another part of code. Theoretically, the develOpingf!rm
will be able to do the job faster, more reliably, and more cheaply than a competitor. And II it'~ a
good piece of code, then the developing company may be thoughtto deserve to reap some-mere

t'
rewards for it. Besides, procurement personnel may be wont to think, we already know th~se

guys and they do a good job for us. Quality and quickness count for something; money i~n't

every1hing. So why not deal with that company instead of havingto go through a long drawn put
competitionprocess?l

I
I
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I
(c) 000 should assess the relative costs of acquiring different levels of rights and of sole

,\

source, internal, or competitive maintenance over time so that cost-effective choices can be m:ade
upfront. 000 should recognize that sometimes sole source maintenance will be cheaper-than

.acquiring all the rights anddataneededto do the maintenance. in-house. I
•n
[

(d) 000 should insist that ijs procurement personnel involve both the using command and\the
maintaining command in the supportability planning, perhaps even getting engineers from t~ese
lattercommands to sign off on the system. I

t

(e) 000 should train contracting personnel about software life cycle needs, aboutdata ridhts,
andaboutsoftware documentation as regards supportability needs. (See Chapter 3.)

£

(I) 000 should consider entering into escrow arrangements whereby documentation ma~ be
placed in the hands of a third party, such that upon the happening of certain contingencies,jthe
documentation will be released to the government for maintenance purposes. Thiswould assure
that until the happening of this contingency, the industry's valuable software documentationlwill

t
be protected from disclosure, while at the same time assuring that the government can getlac

[

cess to ij underspecffied conditions. !
!

very detaiied documentation; and possibly(iii)

2.4.2 Getting Sufficient Rights to Enable Competition for Maintenance

(a) 000 should recognize that ij may be difficUn! or impossible to compete maintenance, .knd
. . .. ~

enhancement of software heldas a tradesecret by its owner. 000 needs to assess, to the extent
it can, what the long term maintenance needs andcosts are likely to be, taking into account ~hat
cost savings may be achievable by cornpetltlon. It may not be worthwhile to buy rights to c?m-
pete maintenance. I

~
t

(b) DoD's best chance to get competltlon as to software maintenance will be when ij 113 initi~lIy
negotiating the system's development contract. I

.~
(c) If 000 decides to try to compete the maintenance, ij must recognize that it will need to(get

Iupfront: ' \
(i) the ability to sublicense its software modification right or a commtment by the contractor to i

license another company to modify the software; ·1
I

(ii) the ability to sublicense the documentation about the software, or a commitment by thel
contractor to license the other company to have access to the documentation; 1

I
t

(iv) rights in the software tools, or a commitment from the developing firm to license
competitor's access to the tools. !

i
I

(d) It may be desirable for 000 to develop a standard cornpetltlve reprocurement or main-
f

tenance license provision and clause for the 000 FAR SlJPP in order to alert contract officers to
the needfor and the appropriate manner of obtaining rights for thesepurposes. i

r
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Others were utterly baffled by thisinco~sis-

'f.

Restrictions Attaching to Modified Portions

I
t
I

Several lawyers -- some from government, some from industry -- raised the question of how IDoD
would treat those portions of the software that were rnoditled. Who would "own" the! rightb in

!
them? What, ij any, restrictions might they be subject to? The 000 regulations are not clear
about this (except perhaps as to modifications of unlimned rights software, for which DoD~AR

SUpp sec. 27.404-1(a)(4) says the government will have unllmited rights to changes in things in
I

which they already have unlimited rights.) In the absence of clear guidance from the regulati$ns,
most of those who have thought about the question have assumed that the government wQuld
have unllrnited rights in all modifications, whether done by the government or a private firm.

i

Because of the problems arising from the copyright retention provisions of the 000 FAR S~pp

and because of certain provisions of the copyright law, which may have a bearing on right~ in

these circumstances, n is not clear that this assumption is entirely correct (see subsection 2b.2
and Chapter 4). i

t

less generous to industry than the other provision.

tency.

Reverse Engineering

Duty Not to Prepare Similar Software I
The 000 regulations provide that when software has been delivered at private expense and
acquired by the government wnh restricted rights, the associated documentation will not be used

~,

to prepare similar software ([61] sec. 27.404-1(e)). Some have thought this may have sdme
Iimlling effect on the government's rights to modifysoftware.l

I
I
I,

If the government has not obtained sufficient documentation in software to enable n to modijy llhe
software easily and ij enher there is not time 10 get the original contractor to modijy lt, orilhe
contractor wants an unreasonable sum for the modification, government personnel may tlJl to
reverse engineer the software to figure out what needs 10 be fixed. \

t
r

Reverse engineering will very likely involve making a copy of the program for reverse engineerlng
purposes. An interesting question is whether the making of such a copy is authorized under !he
restricted rights provisions of the standard data rights clause. Those provisions seem toUmn\he
right to copy software to archival or back up purposes ([61], sec. 52.227-7013(a) and (b)(3)).IOf
course, the government might argue that since nis often necessary to make a copy of lhe
software in order to be able to figure out how to modijy lt, it is impliedly wllhin ns modijicatlon
rights. Software firms, of course, might read the provision more literally, and argue that modifYing
the code is all the government has bought rights to under the data rights clause. I

\
I

1r
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2.6 Other Software Maintenance/Enhancement Licensing Proble!1ls

2.6.1 Effect on Warranties When Software Is Modified

\
.~
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Much of the software available commercially, and much of the software developed for Doq, is
unwarranted software, that is, software delivered under contracts which disclaim llablllty] for
defects. One 000 lawyer complained to us that often the nearest thing to a warranty the gov+rn
ment can negotiate for as to software is a promise from the contractor to take a look a!\the
software and try to fix it if problems later arise. Increasingly, however, the government has b?en
able to negotiate warranties for software systems, and perceives itself. to need warranties. !As
reluctant as firms may be to warrant software, their Willingness to negotiate warranties may
depend on whether they will get the contract to do all the maintenance/enhancement wor!{ or
whether the gOvernment plans to do the maintenance itself or compete the rnalntenance.r.Be
cause enhancements to software will sometimes adversely affect the functioning of the, \un
modified portions of the code, software producers have legitimate concerns about what migh~ be
done to any software they have warranted, but which they are precluded froni maintaining.I In
making licensing arrangements, the government may have to trade getting a warranty in software
for getting maintenance competition. Indeed, a contractor will generally Include a clause protid-
ing that modifications to the software will void the warranty. I

II,
1,

2.6.2 ConfigurationManagementl
f

The Air Force, in particular, reports having some difficulty in managing the large volume of infor-

mation about software and all its many versions that may be necessary to have in order to] do
maintenance/enhancement work organically or to contract out for such services. This seemJ to
be due, in part, to resource constraints (personnel, expertise, and equipment) and in part! to
having "old" information. Delays caused by bureaucratic procedures that must be fOllowe~; to
accomplish a change in the configuration are reportedly also a serious problem. Sometimes, lAir
Force personnel said, the Air Force takes delivery of software documentation at an early stage,
folloWing which some substantial modifications of the software are be made by the developer,
about which the government may not have or get full documentation. In some cases, we w~re
told, this was a problem of not having arranged for delivery of later developed material, an~ in
some cases, of not following up on getting delivery of the needed material. Several of the lAir
Force people with whom we spoke about this matterfavorect the idea of having the developendc
configuration management for Air Force software on the theory that it would be done betterlby
industry than by the government.· ·1

~

2.6.3 Insertion of Proprietary Modules into Unlimited Rights Software

We were told that firms that do software enhancement work on software in which DoDhas~nr
limited rights have on occasion delivered back to the government software into which the C~ITI-

panies have inserted proprietary modules. 1
~

I
~
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3. The Need for Better Training about $oftware, Data Rights, and
Intellectual Property Law
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Chapter 1 has elucidated the many complexities that the Defense Department's standard data
rights policyentails, as well as the necessary and complex interaction ·of intellectual property law
and the data rights regulations. Chapter 2 has observed that software development contracts
involve acquiring not only rights in software, but acquiring a substantial volume of documentation
that may be needed to maintain or enhance the software. To do this jobweil, DoD's procurenjsnt
personnel need to have considerable expertise about software as a technology, about softw'l3re
life cycles, about the supportability needs of software systems, and about the complex data ridhts
provisions. Although our investigation taught us that 000 has many dedicated and intemdent
procurement officers, it also taught us that, by and large, DoD's procurement personnel feit\hat
they would greatly benefit by more training about software and about data rights". ManYqoD
lawyers who have been working in the patent and technical data rights areas could also benetlt
from broadening their intellectual property expertise to include copyright, trade secret, and dhip

e
protection. 1

t
t
I

3.1 PrOcurement Personnel Need Training I
SLP investigators interviewed many individuals whose job included acquiring software for the
government. Those with whom we spoke typically exhibited a dedication and loyaity to t~eir

position; they seemed to sincerely want to do a good job. Our conclusion is that 000 alre4dy
possesses the most important resource needed for a goodprocurement process --- good people.,
The 000 could, however, benefit frombetterdevelopment of that resource. I

I
3.1.1 Acquiring Software, Technical Documentation and Data Rights Is a .

Complicated Process

The process of procuring a system is extremely complex and. at times. confusing. The contr~ct
ing people must have a grasp of and be able to deal effectively with both complicated procure-

. ment regulations and sophisticated technology. The procurement personnel mustconcern them
selves not only with the actual physical procurement of items such as software, but also most
obtain sufficient technical data as well as rights in the data and the software in order to ail~w
maintenance and enhancement of the system, and of the software on which the systemis Iik~IY
to be dependent. Adequate assessment of one's needs with regard to documentation anddata
rights requires at least a basic understanding of the technology to be acquired, including so~e
knowledge of software life cycles. I

1;
To further complicate matters, the negotiations regarding the software, technical data and rig~ts

. thereto will often occurpriorto or simultaneously with the actual development of the software; ard
the data which explains the software. A particular piece of software will often be a small, but VItal
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I
If contracting personnel lack an understanding about the technology they are purchasing,!hey
may ask for much more in the way of technical documentation, data rights and software ,\\'ols
than is actually needed to maintain and/or enhance the system. The same is true if they dd not

~

understand the life cycle of the software they are acquiring, or what information, rights, .and~bols
will be needed in order to maintain and enhance the system property throughout tts life cycle] As
a result, RFPs are said to be vaguely worded about maintenance, and contracting people Inay.' . .. .. I .
ask for more than would be necessary to support the system. !

i
Industry people with whom we have spoken have indicated to us that if DoD contracting person-
nel were belter able to articulate why they need certain documentation, rights or tools in order to
support a system, they (industry) would be more willing to provide that which has been requested.
As stated in the "Report of the Rights in Data Technical Working Group (RTDWG) Volum'e II:• . r
Supporting Data [13) (a report prepared under the auspices of the Institute for Defense Analysis,
for the Office of the Under Secretary of Defense for Research and Engineering, and released

\.
January 23, 1984), the government needs to I

... identify what this equipment is going to do, what the system is going to be, and what its lifeI
cycle is going to be and that will give the contractor a warmer feeling that the. Government hasI
really done its homework instead of just going out on a fishing trip for all of the data rights,1
because they really don't know whattheywant. Report at211-212. :

r
As long as DoD contracting personnel are unable to specify their needs as to technical docu1en-
tation, data rights and software tools, tt seems likely that industry people will regard DoD's expan
sive but vague claims of need as an indication that the government has simply notdon~its
"homework" and does not really know what it wants, and will regard such claims with SUSPiCi01'

A report prepared by the OSD Technical Data Rights Study Group [11] released June 22, 1J84,
s

specifically noted the need for addttional training of DoD procurement personnel in the area of
technical data rights. This report, prepared by a study group panel which incJu'ded reprden

tatives of the Air Force, Army and Navy, noted that "[c)urrenlly, training is minimal and there is) no
requirement to attend mandatory training in the data rights area. Consequently, personnel )~re

not generally conversant with policies, procedures and clauses regarding application of rights in

technical data." See "Who Should Own Data Rights: Government or Industry? Seekin~ a

Balance" at 42. The OSD Study Group went on to recommend that OSD "coordinate Ihe
development of a comprehensive training program in the area of technical data rights" for QoD
contracting personnel. Another OSD report, entitled "DoD Acqulsltlon Improvement - The C~al
fenges Ahead: Perspectives of the Assistant Secretary of Defense for Acquisttion and L09isti!:s"
(WadeReport, released November 5, 1985) noted this same concern and suggested even mbre. . . . •• . . t
far-reaching changes with respect to the DoD acquisition and logisticswork force ([4] atq-16).1

!
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3.2.2 Initial Training Received by Procurement Personnel Does Not Prepare Thein

(

to Deal with Software/Data Rights Acquisitions t
!

Currently, it appears that procurement personnel receive no initial training as to the technolpgy
'involved in software, technical documentation, and data rights which they are charged with lac
quirlng; nor do they receive any training which would enable them to understand life cycle don-

r,

cerns which are so important in this area. Consequently, the software/data rights area ls an area. . . u

of weakness with regard to 000 procurement practices. ' 'I
The contracting personnel with whom we have spoken Identitied this deficiency as a major flat in
their preparation for the role in which they function. Indeed, the people we spoke with lndlcated
that, with the exception of a few initial courses covering areas such as basic contract •law •~nd
procurement management, almost all of the preparation they have received for the work the~ do
has been in the form of on the job training. i

I
3.2.3 Supervision and on the Job Training ofContracting Personnel Has Been !

Weak in Recent Years Due to a Shortage of Experienced Personnel in ThiSl
Area I

Procurement personnel normally work their way up through the ranks. (Division Chiefs werJ at
one time Contract Officers, Contract Officers began as Contract Negotiators, and so on.) Su~er
visory personnel thus understand the job of those they supervise, and have the knowiE~9ge

necessary to assist them. Thus, on the job training plays an important role in the developmenl of
the procurement officer's skills. There has, however, reportedly been a decline in the number of
experienced procurement personnel on the job for the 000. In one command, we were t~ld,

fifty-five per cent of the procurement people were inexperienced, The more inexperienced the
staff, the less efficient will be the on-the-job training. \

I
3.3 Ongoing Training of Procurement Personnel I
3.3.1 Current Status of Ongoing Training 1
Our research found that procurement personnel typically do receive some form of ongoing train
ing, a kind of continuing education or in-service training. This ongoing training, gener~lIy
provided on a monthly basis, has, however, tended to focus on what one contracting per~on
referred to as current "hot issues." For example, the emphasis of sessions during our intervi~w

t
period had been on the Competition in Contracting Act, particularly what it means to procurementr
personnel. Software and data rights issues, we were told, have tended to be overlooked in SiC"h
training'l
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various locations where procurement personnel worn. Some version of the training might also be
included in the initial training received by newprocurement personnel.

The training should include, as a minimum, some coverage of:
a. How to deal with software/data rights acquisitions in an RFP, Including some focus

adequate specification of what is being requested.

b. What software is, and how technical documentation, data rights and software toois apply to

c. Why lije cycle concerns are important to software acquisition.

d. Why maintenance and enhancement concerns are important to the system/software
acquired.

e. How technicai documentation, data rights, software tools, and life cycle concerns affect
ability to maintain and enhance system software.

f. How to understand and appiy the procurement regulations reiating to software/data
acquisitions.

g. What flexibility and discretion is afforded contracting personnei under the relevant reouia-I
tions.

2. Provide for greater standardization in RFP's. Such standardization should include a
a. A clearer specitlcatlon of what is being requested.

b. incorporating some mechanism whereby maintenance/enhancement concerns wiil be recoq- i
nized and deait with at the RFP stage of a procurement.

3. Develop a feedback mechanism whereby procurement personnel will be made aware of
maintenance/enhancement problems which arise as a result of inadequate system support.



4. Reusability and Other Derivative Works Problems Involving
Software

!
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There has been considerable interest in recent years withln the Department of Defense a~out
promoting "reusablllty" of software. For a variety of reasons, discussed briefly below, so1tv{are

reuse is an attractive idea. However, DoD personnel seem troubled by a range of problems with
t

attempting to implement reusability projects. Among the more serious of these problems is,TOW
DoD might make appropriate licensing arrangements wnh private firms so as to promote reuse of
software. It is not yet clear that software reuse will be able to live up to the promise that some of

.~

its promoters have held out for it. I
!

f
It is, of course, important to understand that software "reuse" is a term that refers to a Wide
variety of things, including large software programs composed largely of modules of standard
code that can be combined to produce spscflc application programs, programs thatare~uilt

upon and incorporate all or part of pre-existing programs, programs that were developed in~on
junction with one government project that are fumished on a "GFI" (govemment fumished
information) basis to subsequent contractors for use in subsequent projects, and even reus~ of
software designs or algorithms when writing new application software. There is a lively don
troversy within DoD over which model of reuse is the "best" or "most appropriate" model fror\, a
technicai standpoint. We do not have the technical expertise to assess the merits of the claims
made for or against the various models of reuse. Although different models of reuse may pre~ent
different technological challenges, each has a common~ denominator. Each may bel an
instance of a "derivative works" right problem under the copyright law. l

s

Copyright law gives the owner of a copyrighted piece of software the exclusive right to controllhe
preparation of "derivative works" from the original work. Copyright law defines "derivative wdrk"
in a broad fashion; n is a work based upon another work. [59) sec. 101. Allhough there is as ~et,
little case law to flesh out the meaning of the deriv<itive works right in the software context, I! is
conceivable -- perhaps even likely -- that all models of software reuse discussed above ~ay

create derivative works problems unless the reuser is the same person as the owner ot the
. ~

original copyrighted software. !
t
.~

Unfortunately, it is not just software reuse that seems to raise derivative works problems for the
government. Modnication and enhancement of software also are instances of creating deriva~ve
works. Translating code from One computer language to another, revising code so that n canjbe
executed on different hardware or so that it can generate code to be executed on different ki~dS
of hardware, and perhaps even all forms of computer-generated works may be within the mean-
ing of the "derivative works" right under the copyrightlaw. 'I

,{

"i

DoD's acquisition regulations are not currently structured so as to facilltats licensing arrange
ments that will promote reuse of software or harmoniously deal with other forms of the derivat)ve
works problems. DoD lawyers seem inexperienced with software technology and wlth the lin-
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developed by company A in a contract for another radar system to be developed by company
B. Doing so will constrain choices about other elements of the radar system, such as what ~om
puter and operating system company B can use. These constraints, in turn, may limit 9ther

choices. Company B may well think that these constraints will inhibit its development of a s~pe
rior system. Moreover, unless the two radar systems are intended to serve precisely ithe Jame

)

function in precisely the same way, reusability requirements can lead to trouble. It is common
knowledge that many adjustments in software (to add a new capability, to modify a function, ~ven
to fix a bug) can create unforeseen problems with the unmodified portions of the software, sPme
of which may show up immediately, some of which may show up down the line. Documentation
about the software obtained from A and given to B may either be inadequate or inoornprehenslble

J
to B, which may further increase the risk of unintended ill effects when making the necessary

)

modifications for the second radar system. Reuse may also mean using "old" technology inslead
of new and better technology. Perhaps even more significant than these problems !with
reusability is the practical problem of giving company B a handy scapegoat wheneverther~ are
problems with the second radar system: it will always be said to be the fault of the Gfled
software. '. i

~

'\
}

Yet the Navy seems willing to accept these risks and has taken to evaluating bids for certain new
)

systems based on the percentage of software reuse the bidders are willing to commit to ma~ing,

and are requiring use of certain software on a GFI basis in subsequent projects. I
s
..~

Creating structural incentives for the contractors to reuse either their own or other software w~uld

seem to be a promising short term strategy for the Defense Department. It might also.be bewefi
cial to do follow up studies of Navy reuse projects. Perhaps the Navy approachwill be proyen
more viable than Air Force personnel seem currently to believe. I

I
)

4.1.2 Ownership Issues and the Derivative Works Problem with Reuse,
1

There seemed to be considerable consensus among 000. personnel to whom we spoke that
unless the government owned or had unlimited rights in software to be reused, reuse would be
difficult to impossible to achieve. Although company A in the radar example above mightl be
willing to license company B's use of its proprietary software, the government can not counti. on
company A's cooperation, because company A may prefer to have the follow-on contract. Evqn if
company A was willing to license reuse, it could be expected to charge B a rather hefty sumlfor
the privilege of reuse, which might mean that the uitimate cost savings to the government ftom
reuse would be minimal to nonexistent; And even if company A gets the follow-on contract.And

!

reuses its own software, that may only reduce the time required for development, not necessarily
the cost (at least not by much since company A might be a low bidder only by comparison~ith
the bids of others who would have to develop the software from scratch). As with competitive
maintenance, reusability of software is made more difficuit when proprietary software is involve~.

- .. :::'l

~
Even if the govemment has paid for the development of the software intended for reuseand

.:. .: '\

expects to get unlimited rights in the software, there may be a problem with actually getting
unlimited rights; if the development firm decides to take a copyright in the software, the gov~rn-
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4.2 Other Derivative Work Problems

1
f
f
~

I
1

f
new program is created through lts use.) A firm that developed a "perfect" program of thi~1 sort
would, in essence, put ~se~ out of business after its first sale to the government, for IT the govern
ment had unlimited rights, the government could give the reusable code away to anyoneland
everyone IT it so chose. Even a follow-on contract for maintenance might be of Iim~edinter~st to
the developer of reusablemodules.l

f
"

If, however, the firm could be sure ~ could have a substantial commercial market for the r~use
program w~hout fear of government "giveaways," or IT the firm could collect a roya~y upon reuse
of ~s components, then theoretically ~ would have a strong incentive to create an excellent s~t of
modules so that ~s modules wouid be used instead of those of another firm. (Of course,)~ is
important to remember that in the real world there is a big difference between creating inceniives
for excellence and the actual creation of an excellent product.) !

•t
!
!

4.1.4 Problems Associated with Configuration Management or Libraries for I
Reusable Software I

t

Several Do0 personnel with whom we spoke about reusability of software expressed dO~bts
about the feasibil~y 'of efficient and cost-effective software reusability, given the substantial cfsts
associated w~h managing the large volume of data needed to keep track of all the sofuYare
components the government might want to reuse. This challenge is by no means, peculiar tq the
000. Reuse of software requires an elaborate library or cataloguing system, whereby both) the

!
government and subsequent software developers can be made aware of and have access to
software which can be reused. While the development of such an accessing system;~oes
present some challenge, it may not be insurmountable. [1] I

I
~

Software is now considered to be copyrightable subject matter. Although not all sottwars is
copyrighted, much of it is. Many firms that claim copyright protection for their software also claim
trade secret protection for the same software. Copyright owners have the exclusive right to

I
prepare, or authorize preparation of, derivative works. [59] sec. 106 (2). The derivative wOrks~ight

can give rise to a number of different types of problems in addltlon to those already discusse'p in
Section 4.1, each of which is discussed below. I

f

I
4.2.1 Maintenance and Enhancement of Software

Because another chapter has been devoted to this topic, this section will do no more than
reiterate that when the government maintains or enhances software, in each instance lt ma~ be

creating a deriv~tive w.0rk which, unless a~~horized, might infringe any COpyright held in It~e
software by a private firm (except for the fiXing of a "bug" that had rendered the software In-

.1'

operable, which would be privileged under section 117 of the copyright law.) Because ofjthe
broad defin~ion accorded the concept of a derivative work, ~ is conceivable that even m,~in

tenance efforts might fall w~h ~sscope.1
I
~
-j

~
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4.2.4 Reuse of Software Designs

The government may sometimes want to reuse the design of a piece of copyrighted software in
another software project. The question is whether the government needs to worry. about
copyright interests in such a case. Recent copyright precedents have suggested that reu~e of
software designsmay infringethe copyright (e.g., Whelan Associates, Inc. v, Jaslow Dental L~bs,
Inc. [50]) finding infringement of dental laboratory software copyright based onstrucjural
similarities between programs). There are some copyright scholars who would argue that reuse
of software designs involves reuse of ideas, methods, processes, and discoveries of the sofuj,are
which do not infringe the copyright law under 17 U.S.C. sec. 102(b) [59] but as yet the issUe is

{

unsettled. It again creates a potential for liability against the government if care is 'not tak~n in
licensingarrangements with respect to the original sottware, I

I
I

4.2.5 Government Rights in Contractor-Prepared Derivative Programs .1

A problemdiscussed at some length in Chapter 7 is what rights the government should ha~e in
subsequently developed derivative software made from software prepared for and funded b~ the
government. The government will sometimes want to claim rights in these derivatives, even
though there may be no contractual obligation requiring the contractor to give the governme~t a
copy. Copyright law would not seem to give the government rights in the derivative softWare

"unlessthe government had an ownership interest in the originalcopyright. I
!
j

4.2.6 Programs Produced Through Use of Other Programs i
1

As noted above, there would seem to be copyright problems if modules of proprietarysoftv{are '
were "reused" by combining them togetherto create a new pieceof application software because
a derivative work would seem to have been created. In such a case, portions of identical c!>de
would be included in the new work. A copyright owner in the baseline program would, therefpre,
seem underthe copyright law to be the ownerof intellectual property rights in the new applicalion
software. Arguments might be made that this should not be an infringing derivative work sin~e it
is the very purposeof the base program to produce application software, howeverthe questid" is
a close one, and if it matters to DoDwhat the answer is, making appropriate contracnialarrarjae-
mentsto allocate ownership wouldseem wise. j

An even closer and potentially moretroublesome question is whether the owners of copyrights in
1

software tools (or other types of software capable of beingused to createnew software) have any
claim to rights in programs produced through use oUheir proprietary programs. The definitlo~ of
derivative work under the copyright law is sufficiently vague that it is conceivable that a coun
might find software generated through use of other software to be a derivative work. In suchl an
instance, the code would not be identical, but the second piece of code would be "derlved" ff,om
thefi~. I

1
1

It is conceivable that a contractormight attempt, pursuant to a software license, to claim right~ in
software developed by the government through use of the contractor's software. We have heard

I
1[
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5. Government Ownership of Copyrights

---'

f
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t
f

When DoD wants to take a direct ownership interest in a work prepared for it by a private GOritrac-
'" I

tor, the DoD FAR SUPP directs that the "special works" clause found at DoD FAR suPPq [61]
sec. 52.227-7020) be used in the development contract ([61] sec. 27.405). The clause .in~tfect

claims a direct copyright for the government under the GOpyright "work made for hire" doctrine.
We understand that this "special works" clause has been used in a number of DoD so~are,
development contracts. Indeed, it appears that a deviation would be required to attempt.take a
copyright interest in any other manner. ' I

t
There are two problems with use of the special works clause for this purpose, one, that sottfare
is not one of the categories of specially commissioned works that qualities for "work made for

r
hire" rules, and second, that the copyright law specitically prohibits the government from t~.king

direct ownership rights in copyrighted works ( [59] sec. 105). The legislative history of thlsseetlon
reflects that Congress considered the issue of copyright ownership of works prepared fqr: the

f1

government by contractors and decided that while agencies could decide that contractors cpuld
be permitted to retain copyrights, the government could not get direct copyright ownership in
works prepared for it. ([6] at 59.) I

~

~

Copyright law permits the govemment to own copyrights only by assignment, bequest, an~ the
like. Taking a copyright as if the work was "made for hire" is not the same as taking acopyfight

t
by assignment or bequest. What the DoD "special works" clause will be effective in doiri~ is,
precluding the contractor from claiming any ownership rights in the software. If the Def~nse

Department wishes to obtain a copyright interest in software, it would be well-advised to ado~t a
strategy similar to that adopted by NASA and that proposed under the new FAR. '

r
5.1 Assignment of Copyrights: The NASAand FAR Approaches i

t
NASA lawyers with whom we spoke questioned the validity of the DoD approach to taking,
copyrights, and offered their strategy as an aiternative possibility. The NASA strategy aliempjs to

e
take advantage of the explicit exception contained within Section 105 which allows the gov~rn-

ment to hold a copyright transferred to it by assignment. When NASA wants a copyright int~rest
in software, it inserts a special works clause in the development contract which requiresl the
contractor to obtain a copyright registration for the work (such as software) and then to assig~ the
copyright to NASA ( [64]se05. 1827.473-3 and 1852.227-77). I

1,

The recently proposed FAR has a somewhat more complicated approach to the "special wd~s"
problem than does the NASA policy. Under the allocation of rights provision of the FAR special
works clause, the government claims four things: (1) unlimited rights in all data (which inclu~es
software and technical data) delivered under the contract and in all data first produced in p~~or

mance of the contract (2) the right to limit the contractor's exercise of claims to copynqhtdatajlrst .
1
l
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from Congress, these two' reasons can be turned around and used to construct a rati,onaiefor a
s:

software exception to the general rule against copyright ownership. l
- t

1
5.3.1 The Double SUbsidy Argument I
One concern evident in the legislative history of Section 105 was that the public would, in e~ect,,
be paying a double subsidy for the worK if the government were permitted to obtaincopy~ight

protection in works produced at public expense --- first in the form of tax dollars spent .10 dev~lop

the work, and then in the form of the higher prices which would be generated by the commejctat
advantage of copyright protection. I
This rationale for the Section 105 prohlbltlon does not explain why Congress decided to treat
government ownership of copyrights and patents differently. The same double subsidy concerns
would seem to exist for patentable works produced at public expense. In either case, the pJblic
is paying twice nforced to 1) support the development of the work w~h tax dollars, and 2)t~en
pay a higher price for access to the work due to the commercial advantage generated ~y a
particular form of intellectual property protection. Perhaps, therefore, the double subsidyl ar-
gument does not seem to have been Congress' primary concern. i

u

I
Ore can turn the double subsidy concern around by pointing out that there may sometimes ~e a
strong need for the government to have a copyright to accomplish lts objectives forsottv.!are
produced at public expense. It may sometimes need the power to control uses that other firms,

f.

including the contractor that originally produced the software, may make of the software, lind
may, in particular, need to be able to control the preparation of derivative works, To insure lhat
the government will not have to pay again for the privilege of exercising such control, allowing!the
government to own the intellectual property interest may be important. If private industry is toibe
permitted always to retain ownership interests in software developed at public expense, the re~ult

will likely be greater expendture of funds by the government and by the public at large -- that it a
f

greater subsidization by the public .- a result which runs counter to the policies underlying Section
105 of the Copyright Act. The government could use such an argument in an effort to bring aqput
legislative reform of the Copyright Act so as to provide a software exception from the Section j05
prohibition. Ii

;1
f

I
5.3.2 The Free Flow of Information Argument I

f
The other major reason for the prohibition against government ownership of copyrightsexpl~ins
why there is a differential treatment as to patents and copyrights. The legislative history of S;ec
tion 105 and its predecessor Section 8 of the previous Copyright Act speak of an intent to pl\lce
"all works of the United States Government, published or unpublished, in the public dornaln.tand
of the need to have works '~reely available" ( [6] pp 58). Indeed, the most cited case dealing with
the prohibition against copyright for govemment WO,rKS (Public Affairs Associates, Inc. v. R(Ck
over [42]) looked primarily to such free flow of information concerns in determining the scop~ of
this prohioition. As the court stated in Rickover ( [42] pp 268) the prohibition against the y.S.
Govemment securing copyright protection for works developed at public expense "is designeq to

I
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6. Problems Arising from the Government Trademark Rights as
Regards Software ti

~1

';1

J
In recent years the Defense Department has been acquiring, maintaining,and enfoi~ing

trademark rights in words used in connection with software (among them, in "Ada"). We hav~ not
had an opportunity to see the government's trademark registration certificate or to thorou~hly
investigate the'trademark questions discussed below. However, because "Ada" andother sirPiiar
trademarks seemto be important to the government and because interviews with DoD personnel
seemed to reveal some misconceptions about trademark issues (and aboutthe perils of not b~ing
careful aboutuse of trademarks) it seemed that these concerns needed to be raised. They seem
deserving of further study. j

::j

)

6.1 What Kind of Mark Does the Government Own?

A question which we put to several government people who seemed knowiedgeable about!the
"Ada" trademark was what kind of a mark it is: a trademark or a certification mark? There'!are

'i

important differences between the two, and some important limitations on rights dependinq on
whatkind of mark it is. The government people to whom the we spokeseemed not to know,yhat
kindof mark"Ada" was. ;!

",j

6.1.1 What a Trademark Is
;

A trademark is a word, picture, or symbol which a manufacturer or seller of goods adopts and
affixes to his products in orderto identify that manufacturer or seller's goods anddistinguish ttlem
fromothers'goods ( [63) sec. 1127). ("Kellogg's," for instance, is a trademark for cereal prod~ts,
which the mark's owner stamps on the box to allowconsumers to discern that this box of cereal
was made by Kellogg, and not by another cereal manufacturer.) Trademark law is aimeq at
protecting consumers from being confused, notat protecting the valuable property right the olli.ner
of the mark may have'or thinks he has in the mark. To serve a trademark function, a wor~ or
other symbol cannot be a functional part of the product, and it has to signify to consumers flom

("

whom the goods come, notwhatkind of goods they are. 1

6.1.2 What a Certification Mark Is
ij

Trademarks can only be owned by persons who manufacture or distribute goods bearing that
particular mark. By contrast, the owner of a certification mark is prohibited from being eithdr a

'I

manufacturer or distributor of goods for which certification is sought. Unlike a trademark, a.csr-
:1

tification markdoes not signifythe source of goods; it signifies only that certain goods have met a
certain standard. A certification mark, then, is a mark used upon or in connection with *he
products of oneor more persons otherthanthe owner of the certification markwhichcertlfles one
or more of the following: regional or other origin, material, mode of manufacture, quality, '~c-

. .. . "1
curacy, or othercharacteristics of the products ( [63) sec. 1127.) 'j

a
"1

I
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6.2 Who Owns the Ada Trademarks?
t

"Ada" is most often advertised as "a registered, trademark of the U.S. govemmenror las "a
registered trademark of the U.S. Department of Defense." (The AJPO Guidelines the gqvern
ment has issued for use of the Ada trademark are of the latter type.) When we asked 000
people about the potential problem of the, gQvernment owning programs that might be with1in the·
range cif'its certffication, thereby endangering any certffication mark it might have, the response
was that it is really the AdaJointProgram Office (AJPO) thatQWns theAda mark. i.' I
However, the govemment itseff widely touts the Ada mark as being owned by the governm~nt or,
000. Because of this, it is conceivable that a courtwould find an overlap of ownership. Ft.l'rther.
more, because a court would be unlikely to enforce a certffication markowned by one divisi¢n (or
even a subsidiary) of a company that certffied the products of another, it is not clear that eyen if
AJPO is found to be the legal owner, it is separate enough from another unit of 000 for the

. . I,

certffication markto stand. At any rate, it would seem prudent, ff this is to be DoD's defen~e, to
start touting Ada as being owned by the AJPO, or to make sure000 never takes ownerspip in

, anyAdasoftware as a protective measure. !

I
6.3 What is the Scope of the Markin "Ada"? I
Justbecause the government might properly own a certffication mark in Ada as to oompilers', that
doesn't necessarily mean it owns rights in Ada across the board, or even as to anything relating
to software. The point is not an obvious one, and may run counter to what common sense rfnight
suggest, but the way trademark theory runs, when someone acquires rights in a mark, helonly
has the right to use that mark in connection with sale of the particular goods publicly distritluted
with use of the mark. Someone else is free to use the same mark in connection with the sdle of
another kind of goods. The reason is that consumers won't be confusedif theyseethe~ame
mark on dffferent kinds of goods. (If you see the word "Tfffany's" on a can of tobacco,youfon't
think the famous jeweler made it.) • I

!
\

6.3.1 Is "Ada" Generic? !
~

TheGuidelines written by the AJPO about useof the trademark Adastate (at sec. 1(b)): \
it is fundamented [sic] important that the Ada trademark [sic] not become a generic name, for a\

class of programming languages; and that it be well understood that the Ada trademark refers to!
Q!!! programming language, created by DoD, whose purity is maintained through a rigorousl
language controlmechanism.!

i
Unfortunately, there maynot be anything the government can do to prevent Ada from being fd.und
to be a generic term for the computer programming language as to which it is commonly lJ~ed.
The trademark law tests genericness based on what the ordinary person would think thel~rm
referred to, notwhat the ownerof the mark thinks. The primary slgnfficance of "Ada"woulds+em
to be as a partiCUlar language, rather than as signifying DoD as the source of someproduct, IIf it

I
is, the termwould seemto be generic to thatextent.l

i.
!
I

I
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should not encourage others to respect their rights in "Ada," but it is to say one should be carenn
to understand the limits the law of trademarks places on an owner's rights.

6.4 Conclusion
We would caution 000 to be careful about its use and its authorization of other's use
"Ada" for other than certltlcatlon purposes. Recall that this is one of the grounds for cancell~tio~

of a mark.

What 000 is attempting to do in promoting Ada as a standard programming language
developing high standards for certifying programs written in and for that language are laudable
aims. We would hope these aims are realized and only wish to caution about the care that
be employed in using trademark law to achieve them. We would not want to
Department's own lack of experience with trademarks become the basis for undermininol
achievement of these worthy goals.
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7. A Hypothetical Illustration of Software Licensing Problems unde~
the Existing Regulations· I

I,
The Defense Department has recently undertaken the funding of some ambnioussoftware len

gineering projects. It therefore- seems worthwhile to examine a set of licensing problems lind
questions that are likely to arise in connection wnh such projects. Many of the problems w~iCh
will be discussed in this chapter have been discussed in previous chapters in a more abstract

way. This chapter presents a hypothetical sltuaton which may provide a useful illustration of ~ow

these abstract problems might evidence themselves .in a concrete instance. I
I

Although the discussion below is hypothetical, n is important to understand that any ambmbus

software project of the sort presented here could raise similar problems. To solve these probl~ms
now, before they erupt into litigation, would seem desirable. '

t
7.1 The Hypothetical Situation I
For purposes of this illustration, assume that the DoD has made a major funding commitmenttith

a contractor (Contractor A) for the development of an extremely sophisticated software sys~llm
(We'll call it Z System). The primary objectives of the Z System contract are as follows: I

"(1) the development of a standard set of software development tools that the governmentcouid. \
use for the purposeof generating code for mil~ary purposes; I

I
(2) dissemination of this standard tool set to the defensecontractor ccrnmunity for the purpose. I

of use in miiitary projects; . I
r

(3) excellence in the tool set so that the industry would want to use the tool set rather than !
havingto be required to use it; !

(4) creation of manyderivative works, most obviously "rehosts" (rewr~ing the Z System so that
it will operate on different host machines) and "retargets" (a~ering the Z System so that it will
produce code that will run on different machines), all of which would be widely avaiiable to the
government and to industry;



t
Suppose that a computer company (Contractor B) o.ffered to create a version of the Z Systenjfor
Contractor B machines at no charge to the government on condition that Contractor B w6uld- , .(

retain all commercial rights to their version of Z. (Contractor B might think that commercial s~les
of its computers would be enhanced by being able to offer its version of the Z System alongvvith
the machine. Sales of Contractor B's machines to 000 might, of course, also be enhanced.)
Contractor B might ask the 000 for assurances that Contractor B could do this Withoul~ny
liability to A. The question is whether 000 can give. Contractor B this reassurance on the th~ory
that it is a legitimate governmental purpose to get a free retarget, and therefore within!the
government's rights vis-a-vis Contractor A. What happens nContractor A expresses objectioh to
this kindof deal, as seemslikely, arguing that its copyright in the Z System gives Contractor Althe
right to control all commercial distributions of the derivative works of its copyrighted work, Ute Z

1
System?· ..!

t
Preparing derivative works is one of the exclusive rights of the copyright owner ( [59] sec. 106~2)).
The copyright statutedefines "derivative work" as follows (. [59]sec. 101): I,

.~

7.3.1 Retargeting or Rehostlng I
~

Suppose that 000 announced the availability of the Z System for rehost and retarget purposes if
a firm could meet certain minimal conditions (e.g., having a certain kind of computer). TheljloD
might hope to get rehosts andretargets of the Z System to be made at minimal or no additional

f
cost to the government. If the Z System had considerable commercial potential, the 000 might
hope that this wouldserve as an incentive for firms to do rehosts or retargets for the govern~ent
at minimal cost. The 000 would realize that incentives wouldbe enhanced nthe firms were able
to retain exclusive commercial rights to their version of the Z System.

a work based upon one or more preexisting works, such as a translation, musical arrangement, I.
dramatization, fictionalization, motion picture version, sound recording, art reproduction, abridg-I
ment, condensation, orany other form in which a work may be recast, transformed, oradapted. A I
work consisting of ed~orial revisions, annotations, elaborations or other modifications which, as a Ii
whole, represent an original work of authorship, isa "derivative work."

,:-.:...}
Botha rehosting and retargeting of the Z System wouldseemto fit this definition.

TI

Common sense might suggest that nContractor B created a retarget for the government andfhe
creation of the retarget was within the scopeof the government's license, Contractor B could t~e

a copyright in the retarget (assuming that the government would once again use the standaro
data rights clause in its contractual arrangement with Contractor B). However, underlhe

t
copyright statute, it is not clear that Contractor B is entitled to a copyright, or that its copyright
would entitle Contractor B to make commercial distribution of the derivative work. This is ~e

cause Contractor A's permission to the government to authorize the making of derivative woj'ks
seems, in this hypothetical, to be limited to governmental purposes. Contractor A might cl~im
that the terms of the government's deal and Contractor B's commercial intent exceed the scope
of this license. It is a general rule of copyright law that if one exceeds the scope of license

c '.' _.. -,Ii

permission, an infringement of the copyright has occurred (e.g., Gilliam v. American Broad
\
~

~

I
'fJ7
t•
~

i
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customers, which rights the government cannot abrogate simply because n wants to. contrebtor
A might well argue that n is not a legnimate governmental purpose to authorize cornrnejcla'
distributions of lts work, In part because such distributions are not directly in fullillment of lilnY
governmental mission and in part because it undercuts Contractor A's market for the Z System (a
market which, according to our hypothetical, the government agreed to leave to Contracto~i A).
Contractor A might admn that widespread dissemination of the Z System derivatives was lex-,
pected, but might argue that n would be glad to license commercial marketing of those derivad,ves
but that n never intended to leave itself with no commercial market. Contractor A might polntjout .
that the government knows that there is a very limned commercial market for the original Z
System which runs on a particular mainframe and prepares code for another computer.conttac
tor A might also argue that the government is under a duty of good faith not to destroy or un~er-

T
mine the commercial market for its Z System. I,

~

How a court of law would decide these matters is somewhat hard to predict. It is not, howevdr, a
clear winner for the government, or for those whom the government might wish to authoriz~ to
make rehosts, retargets and enhancements. I

7.3.4 What Rights the Government Hasto Contractor A's Derivative Products

Now suppose that Contractor A made a deal wnh Contractor C to prepare a version of th~ Z
System which would operate on a specllic microprocessor. An important question which boo

• . .. f

should then ask is: What if any rights the government would have in derivative works prepared
by Contractor A for others? If the government had a copyright in the Z System, or II the gov~rn
ment had unlimited rights in nand unlimned rights meant having ownership or an owne~hip

interest, then n would seem the government would have some rights as regards these other
versions of the Z System. If the government had unlimited rights (rather than a license [for
governmental purposes) in the Z System, the government might have an argument that it~as
inchoate rights in the enhancements. even though it has no right to possession. (See Chapter 1
for a discussion of the problem of unlimned rights in non-deliverables.) Since it would appsarthet
under this hypothetical the government may only have a license for governmental purposes,
unless the government made contractual arrangements wnh Contractor A to obtain rights inl all
derivative products prepared by Contractor A, the answer would seem to be that n wouldhavejno
rights to these derivative products. '. I

1
~

7.3.5 Rights to Exclude and Rights to Use I
l'

To say that II the government had the copyright for the Z System, it would have some "rights"las
against Contractor A when Contractor A prepared enhanced versions of the Z System for entit,ies
other than 000 is not to say that the government would own a copyright in the enhance9 Z
System or would even have a right to use copy, or disclose the enhanced Z System (unlessl ot
course, by contract the government had obtained such rights). i

!
As Chapter 1 has shown, intellectual property law tends to define ownership rights in termslof

;
having power to exclude others from using the thing which is claimed as property. A copyriqht

t,
t
1,
i
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System code (or any improved version of n) to defense industry because the government tho~ght
it best for the industry to have a good set of standard tools would seem to be stretc~ing
"governmental purpose" furtherthan the government's rightwould clearly extend.

7.5 Taking a Copyright in a Derivative of the Z System as a Way to AVOidj
Problems

;
Returning to the hypothetical 2-2 contract, assume that 000 seeks to avoid the problems n,lhad
with Contractor A by puttinga "special works" clause in the RFPfor the 2 System-2, by whicH the

~ ..
000 hoped to take a direct copyright interest in 2-2. For reasons explained in Chapter 5,1 the
efficacy of the present special works clause to obtain ownership rights for the governmeQt is
questionable because of the copyright law's preclusion of direct government ownershi~ of
copyrights. A special works clause more like NASA's might, however, be effective ingettir!g a
lawful copyright assignment to 000. Unfortunately, 'a deviation may be required for 000 to u$e a
clause other than the specialworksclauseto achieve this purpose. . !

"i
The idea of taking the copyright is a good one because, IT executed properly, a copyright will give
the government rights to control the making and distribution of derivative works. Had the govbrn
mentowned the copyright in the 2 System, Contractor A's version of the 2 Systemfor Contr~bor
C would be a derivative work in which the government would have rights; then n would be con-

1
tractor A's copyright in the derivatiye work that would be in jeopardy IT contractor A hadl not
obtained authorization fromthe government to prepare derivatives.

Owning a copyright is a good idea, but it has ns costs, not the least of which isenfOrCing!the
copyright. Unless the govemment grants to rehost or retarget companies exclusive Iicenses to.

)

the govemment's copyrighted works, the government will have to be made a party to any lavJ,suit
between the rehosVretarget firm and one of "its customers over actions by the customer in qon
travention of the rehosVretarget firm's rights under the copyright license. (See 3 Nimme~ on
Copyright sec. 12.02 [9].) Also, being the owner may make the government a warrantor of[the
software unless adequate disclaimers have been made. . !

1

~
Some 000 people might think that they would be able to free themselves frcm obllqatlons to
Contractor A once they had gotten the 2 System rehosted and took a copyright in Z-2 or 2-3.
Such an assumption would be questionable. Contractor A would still be the owner of a cOPy~9ht
in the 2 Systemof which the rehostwould be a derivative work. The government's powerto tlave

j

derivatives made probably only extends to havingthem done for government purposes. Bec~se
the government's power will be limned by the terms of its license wnh Contractor A it doesjnot
become free of that constraint simply by getting more rights to a later version. An analogy~ay
help. If you get the permission of someone who has translated a book from French to Germah to

j

use his German translation to do a translation into English, that doesn't meanthat you don't n~ed
the French author's permission as well. Copyright permissions must have a clean trail bac~ to
the source. If you don't get n, n's like a Intle tooth decay under a filling. The tooth goes on rotling,
instead of being cured. !

i
~
j
'j
1
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7.10 Conclusion

7.9 Controlling Export of the Z System by a Contractor
~

Another potential problem regarding ambitious software projects has to do with controlling exports
t

of it. The DoD might be very upset to find out that a Contractor A had licensed to export a system,
such as 'the Z System, developed for DoD to a foreign firm.' . I

t

The problem seems to be that there are presently two independent approaches for gettind an
export license, one handled by the Commerce Department under the Export AdministrationlAct
( [62] sec 2401 et §ggJ and one handled by the State Department under the Arms Export Co~trol
Act ( [56] sec 2751 et seq.). We have been told that the former agency tends to be somewhat
more generous in granting licenses, being more concerned about balance of trade than secdrlty
matters (although acquiring such a license is still a rather complicated, onerous process). the
latter agency tends to be even more cautious about granting licenses, and maintains a lis! of
arms-related items which cannot be exported. Even with caution, however, mistakes canl be

~made. I
I

Apart from the export regulations, it would not seem that the government would have the pow~r -
absent a contractual commitment not to export without permission -- to prevent a contractor's

I
export of a system, such as Z System, developed for DoD because the standard data rights
clause is silent about rights to control exports. Had the government taken a copyright in ~he
system, it might have a power to prevent exports because exports are a kind of distribution ~nd
copyright law would give the government the right to exclude Contractor A from distributing ~he
code unless of course the government had granted a broad license to distribute the code to ~he

~~~ I
I
f
I

!
As this chapter has illustrated, software contracts raise a host of difficult problems which current
regulations do not adequately address. To avoid these problems through better planning wo~ld

be preferable to experiencing them again and again. 1
~
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8. Subcontractor Flowdown Problems
::

~

;t

A reason "subcontractor flowdown" seems to have been so otten raised by 000 personnel~sa
software licensing problem is that much sottware intended for governmental use is develope~ at
the subcontractor level. Oneof the 000 persons whom we'interviewed estimated that two-thirds
of the mission critical computer resources (MCCR) sottware prepared for 000 was develope~ by
subcontractors. Since data rights and other important aspects of the government's rights) as
regards software will depend at least in part on the arrangements made between the prime, $nd
itssubcontractors, it is notsurprising thatproblems have arisen when the arrangement negoti~ted
between the govemment and the prime differed from the arrangement between the prime an~ its
subcontractor (or even between a first tier subcontractor and a second tier subcontractor). !AI
though otherkinds of problems are possible, government lawyers tend to be concerned by sit~a
lions in which the prime makes an agreement with the subcontractor to obtain lesser rights than
the government believes it needs and had bargained for from the prime. The examples we wbre
given of "subcontractor flowdown" sottware licensing problems wereof this sort. I

!I:
What all subcontractor flowdown problems have in common is the question of whetherthe
government will be ableto enforce its contractual rights in the software as against the subcontrac-

I

tor, or will be able only to sue (or gain concessions from) the prime for its failure to deliverwhat
I

the government bargained for. Because such situations can include second and third tier s~b-

contractors, and so on, the questions raised can become quite complex and difficult toscrt
through. One project might include several subcontractors; it might also include various itejns
and components, each withvarying restrictions on thegovernment's right to use. I

j

Although someof DoD's lawyers strongly believe that the government will always be able to bet
the rights it bargained for and insist that there are no subcontractor flowdown problems, others
have expressed a belief that the subcontractor may not be held to an arrangement made by lhe

I
government to which the subcontractor has not consented. In the real world, the governm~nt

may tell prime contractors that their failure to get the rights they are bound to deliver to the
government is their (theprime's) problem which they have to solve (hopefully by getting the rig~ts

thegovemment wants), but primes may realize that their failJre to get the level of rights the
).. .:.. .. , i

govemment wants is, in reality, the government's problem. I
For reasons discussed below, this author thinks that the government may sometimes be, ablelto
get the expected level of rights from the subcontractor despite inclusion of a contrary clause, <J;hd
sometimes not. The matter seems largely to tum on whether inclusion of a clause is mandat9ry
or discretionary. I

i
f
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I
would seem entitled to the benefit of the minimum rights guaranteed under the standard' ~ata
rights clause. Contract officers, acting outside of their authority, cannot bind the government [f71.

I
8.1.3 Partial Contradiction 1

~

Suppose instead that a software producer was required to deliver three pieces of software.10 a
prime for the government and was willing to let two of the pieces of software be modified, bU~ not
the third. Suppose further that the subcontractor realized that the standard data rights cl~'use

was incorporated by reference in the subcontract and expected and intended for that clause to
apply as to the two pieces of software, but negotiated with the prime for a special clause preclud
ing modification of the third. A court applying general contract law would probably try to interpret
the seemingly conflicting clauses in a way that would reconcile the conflict (e.g., City of Columbia,

1
Mo. v. Paul N. Howard Co. [27)). One way to reconcile the conflict would be to say thatjthe
standard clause applies to the first two and the "no modification" clause to the third. Gen~rai

contract law might also tend to favor subsequent and more specltlc expressions of the padies'
intent when construing conflicting clauses (e.g., Matter of Antuna [36]). This too might see~ td
favor giving effect to the "no modilication" clause. :

•

On the other hand, when one is talking about a mandatory clause, that is, a clause that iJ re
~

quired by regulation and that is itseil a regulation, a strong argument can be rnadethatlt should
. 1

apply notwithstanding the arguments that favor the subcontractor. Government contract law,,
after all, is somewhat different from general contract law. I

8.1.4 Subcontract Clause Resolving an Ambiguity in the Mandatory Clause I
l

Suppose that a subcontractor agrees to develop a piece of software at public expense. Assume
that he realizes that there is an ambigUityin the standard data rights clause as to the extent oflthe
government's rights in such software -- unlimited rights or a license for governmental purposes
(See Chapter 1) -- and decides that in the subcontract, he is going to resolve the ambiguil}\ by
putting a clause in the contract giving himself the copyrigl1t, giVing to the prime a license to Lse

the software for governmental purposes and permission to sublicense the government for !the
same, and defining "governmental purposes" to exclude "giveaways" to industry. !

!
The subcontractor's argument for enforcement of his rights as against the government is much

1

stronger here than in the previous hypotheticals. Mhough an agency is ordinarily entitle4 to
interpret its own regulations, courts will not always accept later developed lnterpretationa of
regulations that would defeat the reasonable expectations of those who have produced ~nd
delivered a product in reliance on a particular, reasonable interpretation of the regulations.l A
potential subcontractor might need to be able to assess the extent of his commercial rnarket!for
the software to decide whether and on what terms to bid. If resolving the ambiguity will aid inlhis
planning and will encourage him to bid, why not allow the subcontractor his supplement? Aper
all, the government had ample opportunity to define its rights and its terms in advance of the
subcontract, and failed to do so. .. . '. I

i
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9. Limitations on Governmental Action: Injunctions and Related
Problems

~

~
I
~

1
I
t

Most software intended for oommercial distribution is held as a trade secret by the producer..
f

Although the government has statutory authority to infringe patents and oopyrights ( [53] sec.
r

1498) it does not have similar authorization to appropriate trade secrets against the owner's
wishes. Indeed, there is a criminal stanne ( [69] sec. 1905) that penalizes any federal employee
who discloses confidential information claimed as a company's trade secretwithout authorization.
Some DoD lawyers are worried about the risk in litigation with a software producer over tr~de
secretsoftware of an injunction issuingagainstgovernmental use of the software. \

~

This is a risk that the government has not previously had to confront as to systemsacquired f~om
contractors because hardware, if protected by a form of intellectual property law, would generklly
be protected only by patents, which the government could infringe. Trade secrets generhlly

.' .' r
cannot reside in hardware since reverse engineering of the hardware would readily reveal ~ny

such "secrets." Because software is.now often protected by oopyright and trade secret la~, a
new situation has arisen. As the discussion below indicates, there is good reason tobe con
cerned about this potential, although there are SOme situations (described below) in which ,Ihe

',' ": " . :' ",
government mightbe able to avoidthe issuance of an injunction. I

l
An additional basis for concern about injunctive relief has been expressed because of a serie~ of

I:

recent federal court decisions which have suggested that injunctive relief may be available! to
prevent the government from releasing material in which it claims unlimited rights but whic~ is
claimed as a trade secret by its producer. This dangerwas thoughtby several DoD lawyers tojbe
particularly acute in disputes with subcontractors because until recently there has been no fo+al
procedure under the Contracts Dispute Act for handling controversies about data rights as ~e

tween a suboontractor and the. government. Somethought that the Contract Disputes Act sho~ld
be amended to eliminate this risk. One provision of the 1985 DoD Authorization Act mayparti~Uy
address thisproblem.l

I
I

9.1 Limitations of 28 U.S.C. sec. 1498

If the government uses or manufactures a patented invention or oopies or distributesl a
copyrighted work wilhout the Owner's permission, section 1498 of Tille 28 of the U.S. Code says
that the exclusive remedy of the patentee or oopyright owner is an action for damages in 'he

f
Claims Court. This statute effectively prevents injunctive relief from being entered against the

, ,
government for patent or oopyright infringllments (e.g., Pitcairn v. UniledStates [41]). One of lpe
reasons that this shield from injunctions is available as to copyrights and patents, but not trade
secrets, is that if one infringes a patent or oopyright, the patent or copyright will survivelpe
infringement, whereas an appropriation of the trade secretcan utterlydestroythe trade secret, [as
for example, when the government distributes trade secret information about a spare part lor
cornpetltlve reprocurement purposes. An injunction ls the onlything that can prevent thllloss,!of .
the trade secret. Because of this, it seems unlikely Congress would amend this statute to gr4nt

!
the government broaddiscretion to appropriate trade secrets. i

~
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9.1.3 The "Essence of the Claim" Test

On the other hand, 000 FAR SUPP sec. 27.404-1(d) [61) does say that "[pjatentedi or
copyrighted computer software will not be suolect to any agreement prohibiting the governnjent
from infringing a patent or copyright." The likely response to this by a software producer Who
claims simultaneous copyright and trade secret protection in software is: "If you can infringelmy
copyright without violating any of my trade secret rights, that's OK; I'll take my claim for damabes
to Claims Court; but If you threaten my trade secret in any way, I will sue you for injunctive reli~f."

1
\

This hypothetical response of the hypotheticalsoftware producer suggests a refinement otithe
theory discussed in the previous subsection which might produce a shield against injunction~ in
some instances: If the "essence" of the claim against the government is not on a trade seqret,
but relates to an infringement of the copyright, section 1498 may shield the government f~om
injunctive relief despite the claim of simultaneous copyright/trade secret protection. For example,
if some Air Force officer had made a second copy of some software to give to one of his Ico
workers, the "essence" of the owner's claim would seem to be damages for copying, based o~ an
infringement of the copyright, which would allow the government to invoke section 1498. 'I~i in
stead the government decided to give out a company's trade secret source code to the detehse
contractor community, the essence of the owner's claim would be on the trade secret, and thus

i
injunctive relief might be awarded. 1

f
I,

9.1.4 NASA's Approach to Simultaneous Protection

If a firm sells NASA rights to software and the program is delivered with a copyright notice ~nd

without any legend saying it is unpublished, NASA considers the software to be pUblis~ed
copyrighted material [64]. If the software is a published copyrighted work, then the ideas it con
tains are in the public domain and can no longer be claimed as trade secrets. NASA Jlso. . .,
considers mass-marketed software as published software. This treatment of software by NASt is
an important way to claim the benefits of section 1498 by eliminating possible trade secret cla\l11s
and forcing copyright infringement claims where injunctions are not permitted. However, \his
procedure does not eliminate the threat of injunctions If the company delivers the software with a
notice that it is unpublished. 000 might want to consider adopting regulations similar to NAS~'s
in this respect. I

~
!

9.1.5 National Security Grounds for Avoiding Injunctive Relief !,
f

Several of the government lawyers to whom we spoke about this issue believed that the govern-
ment would never be enjoined from any use, duplication, or disclosure of software because e~en
if section 1498 did not preclude an injunction, national security considerations could be cited! to
persuade a court to decline issuing an injunction, even though it might have power to do so. II is
indeed hard to imagine a court ordering the F-16 fleet grounded because some software produ~er
has a dispute over his rights in software aboard these planes, but national security constdsratidns
may not always win the day, especially where the software is being used by the governmenq in
much the same way as a commercial customer might use it (e.g., word processing).

I
I
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[47] where the Supreme Court ruled that the United States is not bound by any agreem~nts
entered into by its officers which are not permitted by law.) It is possible that an injunction rrljght
issue against the particular lab director's continued use of the software in a way that vlolatedlthe
agreement. That, of course, would not preclude moving the employee to a different location and
having the software used by a new lab director who would not be bound by the agreement.

I
t,

9.2 Limitations of the Contract Disputes and Tucker Acts in Disputes] Ov~r
Proprietary Rights I

At one time, the government could argue that any dispute over the extent of its data rights at to
~

any piece of technical data or software deliverable under a contract was a dispute under !the
contract that could be shunted into the Contract Disputes Act or Tucker Act frameworks, Thls
would preclude the issuance of injunctive relief (e.g., International Engineering Co. v. Richard~n
[32]). Since the Supreme Court decision in (Chrysler v. Brown [26]), discussed briefly belo~, a

new avenue has opened up for litigating data rights claims against the govemment, one wbich
seems to permit injunctions to issue. Contractors concerned about the government's impen~ing
reiease of proprietary data may look to this promising new avenue. Government lawyers lare
rightly concemed about this development. I

I

9.2.1 The RelevantCases
'1

It was the Supreme Court's decision in Chrysler v. Brown [26] that opened up this new door to

injunctive relief against the government in cases involving proprietary data. Chrysler had s~ed
under the Administrative Procedure Act for an injunction to prevent the Defense Logistics Age~cy
from releasing data about Chrysler's affirmative action plan to persons making a request fqr it
under the Freedom of Information Act. The Supreme Court held that DLA's decision to release
the data was "agency action" reviewable under the APA by a person who had suffered a legal

(;

wrong or had been adversely affected thereby ( [54] sec. 702). The APA does not preclade
injunctive relief against the government.

Ii

Three years later, in Megapulse v. Lewis, [37] a contractor who opposed the governme~t's
release of its technical data for competitive reprocurement purposes sued for injunctive. r~lief
under Section 702 of the APA in reliance on Chrvsler. The contractor claimed that the. gov~rn

ment had only limited rights in the data; the government claimed unlimited rights in it. The lo~er
court refused to issue an injunction because of the earlier International Engineering decisihn.

Megapulse argued to the Court of Appeals that Chrysler v. Brown had effectively overruled {~at
~.

earlier case, and that an APA action was now available when an agency decided to release
proprietary data. The Court of Appeals agreed with Megapulse and ruled that injunctive rdlief
was possible. The court stated that not all decisions by a contract officer would be reviewa~le
under the APA. Actions against the government that were in essence "contract" claims would ~till

have to be pursued under the Tucker Act, but the court did not accept the government's argumlmt
that a suit over proprietary data rights was essentially a contract claim. It was the governm4nt,

not the contractor, who was relying on the contract. Ailhough the Court of Appeals did not or~er
f.
!
]
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~
If a claim pertaining to the validity of the asserted [proprietary] restriction is submitted in writing I

to a contracting officer by a contractor or subcontractor at any tier, such claim shall be considered ,
a ciaim w~hin the meaning of the Contract Disputes Act of 1978... 1

t
There are several limltatlons of this provision which merit attention. For one thing, ~ appears that
this provision will apply only as to soiic~ations issued by DoD after October 19, 1985, and thus
will not affect manycurrent contracts. Secondly, when one looks at the whole of section 2321!{Of
which this provision is a part) ~ is clear that by its terms ~ applies only to technical data, and hot
to software. Thirdly, a reading of the whole of section 2321 raises a question of the reac~ of
subsection (e). That is, ~ would appear that the section envisions a formal challenge proced~re
as to restrictive legends on technicaldata when contractofficers and contractors (quite notabl~, it,
adds subcontractors) are in disagreement when the material is delivered. The subsection says jf
a contractoror subcontractor subrnits a claim as to the valldity of the restriction within this formal
challenge mechanism, that claim will be under the Contracts Dispute Act. That subsection dqes
not say that all claims concerning the validity of restrictions on data delivered under contract are
by their nature,contract claimsthat must be handled exclusively under the Contracts Dispute IIct.
If insteadof following the formal challenge procedure under section 2321 , the government simply
decided to lift the restriction for competitive reprocurement (or other) purposes, subsection [(e)
might not provide protection. Thus, while this provision may help the government constructIan
additional defense against injunctions in some instancas, ~ does not appear to provide a corn-
plete and certain shield against injunctions in all software rightsdisputes. I

1

Similarly, the proposed subpart 27.4 of the FAR [66] provides at sec. 52.227-24(1) that a contract
~

officer may deal directly with a subcontractor at any tier over issues related to restrictive mark
l

ings. This provision states explicitly, however, that ft nelthercreates nor Implies privity of contract
I

between the government and the subcontractor. This provision would not appear to help, and
may even work againstany efforts by the government to bring such a dispute within the ambitlof
the Contract Disputes Act. It thus appears that unless the Megapulse and Williams Internatlofual
decisions are overruled, DoDwill still haveto worry about injunctions iSSUing in software dlsputes,

I
I,
I

~
f
~
i
{

1?5
ji
t
~

'I
Ii

t;



10. Problems Associated with CAD/CAM Programs

!'
CAD/CAM (computer aideddesign/computer aidedmanufacturing) programs are likelyto produce

r
someof the mostcomplex and hotly contested software licensing questions for 000 over the[next
few years. The current acquisition regulations are not set up to facilitate acquisition of these

f
important tools. This Chapter discusses the set of concerns 000 personnel raised a,bout
CAD/CAM programs in the courseof ourinterviews.!

I
10.1 What CAD/CAM Programs Are l:ind Why They Are Important 1,
The CAD aspect of a CAD/CAM program is, as the name implies, a tool which aids in the de'sign
of a product. The CAD provides an electronic display, a blue print it you will, on which to nlake
design additions and alterations. This display is complete with measurements and specifications

r
relevant to the design process. The CAM aspect Of a CAD/CAM allows one to carry this process
a step further. With the CAM, one can transmit the design, through telephone lines forexa~ple,

to be received at another location. More importantly, the CAM is capable of causingequipmel1! at
the remote location to "001 up" and begin producing the item which has been designedland

!
transmitted. Hence, this is the manufacturing aspect of a CAD/CAM program. A CAD/CAM

~

program can be used in the design and manufacture of components,.or the whole of a proquct.
Further, CAD programs are being used increasingly often in the development of softwareI A... f:

CAD/CAM program can thus be a powerful tool in the development and growth of new t+ch.
oo~~. I

!
There are various CAD/CAM programs currently available, and these programs are not neces-
sarfly derivative of one another. In order to access and modify a product or component desig~ed
with the aid of a CAD/CAM program, be it for maintenance or enhancement purposes, we un~er
stand that one must use the very sameCAD/CAM program that was originally used in the de$ign
and manufacture of that component or product. It seems that contractors on many 000 proj~cts

are making use of CAD/CAM programs. Our understanding is that different CAD/CAM progr~ms,
are being used in those projects. Whether or how much they may be derivative otone anpth~r is

. ..;. t
Md~ . . I

I
J:

CAD/CAM programs have significant commercial value to the contractors who have developed
these programs. This technology, which is still in an early state of development, promises to
have a major impact on the high technology field as it is further developed and cornmerclally
exploited. In all likelihood, CAD/CAM programs will be among the most commercially lucrative of
technological innovations of the near future. Increased use of such programs in the design and
manufacture of new technology seems certain, In otherwords, CAD/CAM programs arevalu~ble
commercial items thaI can be expected to be widely used in large scale manufacturing of ~ew
technologies. .'I

Due to the commercial value of CAD/CAM programs, most contractors would prefer not to
f

provide such programs - that is, certainly not the source code and the technical documentation
I
~
I
107
I
I.

1__



I
I

10.4 Treatment of Electronic Access under the Regulations I
Electronic access to CAD/CAM is in some ways inferior to, or at least different than, PhY~iCal
possession of the program and/or technical data. Most obviously, access to technical datavia a
CRT provides only a temporary image of the data--electronic pulses on a screen. This r~ises
various difficutt questions. How wouid such access be handled under the procurement reQula
tions: as software or as technical data? The CAD/CAM program would clearly be softwarel but
without delivery it cannot be classffied as software by the government for the government ;ypuld
not, in this situation, have physically received the actual software. An electronic image doesjnot,
on the other hand, seem to fit the definition of technical data, but a printout of the image a~d/or
information would seem to fit the definition of technical data ([61) sec. 227.401, regardingl the
definition of technical data: "The data may be graphic or pictorial delineations in media suc~ as
... computer printouts"). I

t
~

If the government only gets access to CAD/CAM, what is it getting? Should electronic acces! be. r
treated as software or as technical data? How should printouts of the electronic image\ be

r
treated? How would the applicable procurement regulations be applied? Are the FAR and 'fAR
SUPP flexible enough to deal with a new situation such as software which is part ot.the manufac
turing process? .The answers to these questions do not spring readily from the existingredula-

, . , ~

tions and 000 policy in this area. . !
1.

What some contractors are reportedly offering in the way of access to a CAD/CAM appears tQ be
a limited license for maintenance purposes; it is clearly less than restricted rights. Do the regpla
tions permit the government to enter into this kind of arrangement? It is not clear what rightsithe
government would be required to obtain in CAD/CAM under the procurement regulations, nodis it
clear what data rights attach to the electronic image or to the printout of CRT images. . I

. i

An arrangement of this sort might have an adverse impact on any plans 000 has with regar~ to
competitive reprocurement. Government personnel are concemed about whether the govern1,ent
would have the right to show another contractor the printout for purposes of spare partsprocure
ment or maintenance/enhanCement of the product designed with the aid of the CAD/df'M
program. Some have also wondered about the effect of the Maintenance Clause (Section 1-~02)

of the 000 Authorization Act which seems to require that 000 acquire sufficient rights to maintain
f

software: would electronic access to the CAD/CAM program meet the mandate of this legis
t

.~? !
~

I
Each of these questions would require further study before policy recommendations regar~ing
CAD/CAM programs would be possible. Until some policy regarding CAD/CAM programs is

(

developed, it seems likely that govemment personnel will be in a quandary as to how to raact,
when confronted with a data rights question involving a CAD/CAM. I,

~
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11.1 The Hybrid Character of Software

".-~

~,
~;

11. Problems Arising from Software's Hybrid Nature: of Warranties i
.' >' • ,,~

and Other Matters I

I
Software in lts machine-readable form has some characteristi:s of hardware and some cha!ac

~

teristicsof technical data. This hybridcharacter of software has led to some confusion wijhinIthe
Department of Defense about the manner in which software should be acquired and maintai~ed,
after acquisition: should ij be treated like hardware, or like technical data, or differently f10m
both? The hybrid characterof software also has a bearing on other questions, such aswhether
implied warranties may attachto ij. ~

I
I
I
t

11.1.1 Hardware andsoftware!.

Software is like hardware in that it causes rnacbines to do things. Software is in fact merel~ a,
replacement for hardware components that could otherwlse performthe same function. Softw~re

is embedded in hardware and part of an overall hardware system. like hardware, sonware ¢an,
often serve as a tool for creating other items. like hardware, software needs maintenance wprk
fromtime to time to operate properly. 1

Software is unlike hardware, however, in a great manyways. Software is, for example, eaSyjnd
cheap to replicate as compared wijh hardware. Once the first copy has been produced, softw~re
can be almost endlessly replicated at almolOt no costregardless of how complex the code is. qne
of the consequences of this is that the government tends to think that additional copieslof
software ought to be deliverable at a very low COlOt, whereas industry, which is concerned about
recouping its research and development costs and about "piracy" of lts product which.ths firm
may be helplelOs to prevent, and which regards the sale of software as the sale of a production
facilijy (as ij one bought a General Motors factory when one bought a truck produced by G~),

t
regards additional sales at higher price leveIs to be necessary to make the software business

('

viable. A second consequence of thil> low-cost replicabilijy is that the software industry, for the
most part, tends to make ijs products available only on a highly restrictive licensing basis, ratber
than sellingcopiesoutright. I

I
Another important difference between software and hardware is that software may be wh¢lIy
subject to a lengthy lawful monopoly (i.e., a copyright) as well as being held as a trade secret,,
whereas hardware may be subject to a much shorter monopoly (l.e., a patent) and mo.st often

, ' 1

cannot be held as a trade secret since it generally can be reverse engineered. Moreover, quite
t

often hardware is elther not patented at all or only subject to partial patent protection. A hi,gh
standard of inventiveness is required for patent, while copyright requires only the mostminil1)fl
originality. Hardware, unlike software, cannot be copyrighted at all. The bottom line of all of t~is
is that ij will be much harder to get compe@on as to software reprocurements and maintena~ce
than as to hardware because of the stronger intellectual property protection afforded to the wh~le

,~
t

~
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11.1.3 The Implications of Software's Hybrid Nature

We wish that we could provide clear guidance as to the acquisltlon anq maintenance implicat\ons
of the differences between software and hardware and between software and technical data,
Many persons in 000 whomwe interviewed were deeply puzzled aboutthis subjectand regarBed

. . . j:

solving this puzzle as crucial. to making better decisions about DoD's software acquishlon
policies. The discussion of the two previous subsections reflects the factors that fueled !the
puzzlement of those to whom we spoke. It does seem that software is sufficiently different flom
hardware and technical data that software cannot be acquired or managed as if it was hardware,
or as if it was simply technical data. . 1

,I,
t
!l

11.2 Implied Warranties for Software 1
~

Although there are a great many questions which the hybrid nature of software raises, we :Will
only dwell on one that was frequently raised in the interviews we had wtth 000 personnel:
whether, in the absence of any contractual provision as to warranties, there might be any implied
warranties -- of merchantabilijy or of tnness for a particular purpose -- that might attac~ to
software delivered to the government. The reason this is a "hybrid nature" question is'that the
answer to the question seems to turn largely on whether software is more properly characterized,
as a "good" or as a "service". Implied warranties do not attach to services; they may apply to
goods. I

!(

Hardware -- computers, airplanes and hammers -- is clearly "goods". Technical data is clearly
not "goods," but may be reflective of a service. Preparing software is a service. Maintai~ng
software is a service. But howis software to be characterized when produced? 'I

~
l

Although there is no definitive answer to this question, the modern trend seems to be to tr~.at

software as a "good" (e.g., Carl Beasly Ford, Inc. v. Burroughs Corp. [23], and [2]). This rnases
sense given that software performs machine-like functions just as hardware does. The fact t~at
software manufacturers so often disclaim all implied warranties might indicate their acceptance of
a strong likelihood that software products will be treatedas "goods" for warranty purposes. I

I
A second hurdle that must be overcome to impose implied warranty liabilijy on a sottwsre
manufacturer is establishing that the transaction is ot a sort that qualifies. Outright sales of g04dS
are clearly transactions that will give rise to implied warranty responsibiltties; leases andIlcsnses
are less clearly covered. Since much software is currently licensed rather than sold, this mibht
seemto cut against the argument for implying warranty protection. However, tt is becoming more

l
common to apply U.C.C. [71] principles to lease and licensing transactions (e.g., Chatlos Sys-
tems, Inc. v. National Cash Register Corp. [24] andWestmontTractorCo. v. Viking Explorati~n,

Inc., [49]). So this too maybe a surmountable obstacle. J
1.

~

Thirdly, there is a question of whether implied warranties may attach to software sold to the
• , ' ". ' !,

government. Sales to the government are governed by federal contract law, not statecontract
law, such as the Uniform Commercial Code [71]. It appears that when there are no specIfic

,j
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12. Problems Arising from New ChipProtection Law

Congress recently passed the Semiconductor Chip Protection Act of 1984 [67) which creat~d a
new form of intellectual property law to protect semiconductor Chip designs. This law reserr\bles
patent law in certain ways and copyright law in certain ways. It also contains some new! and
unique features which are found in neither copyright nor patent law. The federal procurement
regulations have not yet been amended to take this new law into account. Because n1Iuch
software that the government buys is delivered on semiconductors and because chips ar~ so
intimately related to computer systems .acquisitions of which software is a part, several pOD
persons were concerned about how this new law should be treated under the FAR or DoD FAR
SUPP. i

Because ignorance of what the law provides and having no policy about the law means thai the
DoD may be more likely to get into trouble over the issue, it would seem worthwhile to unders!and,
the law and make a policy about it. I

'1
1.

1
~

12.1 An Overview of the Semiconductor Chip Protection Act l
I

Under the chip protection law [67], persons who create "original" mask works for semiconductor
chips have been given the exclusive right to control the creation of chips embodying that de~ign,
as well as the importation and distribution of chips embodying that design. (The standard of
originality is said in the legislative history to be of me same minimal sort as is true in COPYri~ht.)

To obtain ten years of protection for this design, the mask work's owner must apply tojthe
. . I

Copyright Office for a certmcateof registration within two years of the first commercial exploit~ion
of the chip design. Chips embodying a protected design may (but need not) display a symb61 of
this protection (an "M" and the name of the owner). The same set of remedies howe bben,
provided to mask work owners as to copyright owners. A right to reverse engineer chip designs
is specifically provided in the Chip Protection Act. 1

.~
'I

The legislative history of the chip protection law makes clear that any programs that. are, bm-
bedded on a ROM do not fall within the scope of this law. Such programs may, of coursel be
protected under the copyright law, and/or possibly be maintained as a trade secret. The 4hip
protection law govems only as to the design of the circuitry, not the information stored 01) it. ljhat
is, it is the non-program aspects which are protected.under the chip law. i

;

12.2 Circumstances In Which It Might Matter to DoD What the Chip I.aw i
. "

Provides l
~
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infringing chips. The only time the government could get into trouble by purchasing eqUiP+ent
with infringing chips for use by government employees would be ij the government had ind~ced

_. .. • t

or knowingly caused its contractorto violate one of the exclusive rights of the mask workowner.
.~

(b) Purchase for Redistribution I
1,
~

If the government buys "pirate" chips or equipment containing "pirate" chips and the governnjlent
intends to distribute these items to another entity (such as to GFE it or to make a foreign mll~ary
sale) and the govemment did not know that infringing chips were used, it will incur no liability until
it learns that infringing chips were used. After receiving notice, the government would havb to
pay the mask work owner a reasonable royaity on any chips it distributed (I.e., sold, lea~ed,
licensed, exchanged, etc.) thereafter. What a reasonable royalty is may be decided byl!he
parties or In litigation. A failure to negotiate about the reasonable royalty will subject the fOrm~rly
innocent user to the full range of remedies available against outright infringers. I

!
Because there may well be occasions in which the government will want to distribute chips or

. . I

equipment with chips in it, perhaps the government should revise 000 FAR SUPP to raqulrejthe
contractor to warrant that no infringing chips were used and to indemnify the govemment for ~ny,
liability, ' i

!
It is probably worth emphasizing as a separate matter that a copyright in a piece of softwarb is
not affected in any way by the chip law. I

•j
I

12.2.5 ManufactlJre of Chips I
j

Before the government started to manufacture chips which contained a protected chip design,
1

authorization from the owner of the chip mask wouid be needed. Manufacture without such
'I

authorization would be an infringement of the proprietary rights of the owner of the mask.

12.2.6 Possibility of an Injunction
i

if the government violated the rights of the chip mask owner through manufacture of a d.hip
I

without authorization or in some other way, and the owner of the mask sued, 28 U,S.C. Sec. 1198
[53] would not protect the government against the Issuance of an injunction to stop the use of~he
mask. Sec. 1498 only eliminates the possibility of an injunction against the government for pa(ent
or copyright infringement (see Chapter 9) and has not been extended to apply to infringement~ of

a chip mask. I
I
"I,

~
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13. A Proposed Approach to Solving DoD's Software Licensing
Problems I:

1

I
Having raised so many software licensing problems in the course of this report, we feel some

!

responslbflty to suggest at least an approach that DoD might employ to solving the mypad
problems it has with the acquisition and maintenance of software. Unfortunately, there is! no
quick and easy way to solve.all of DoD's software licensing problems. There are too m~ny
diHerent types of problems, stemming from too many diHerent causes. There is also too m~ch

money at stake for any "quick fix" solution to work. The situation is made more difficult bylthe
strained relationship which currently exists between industry and govemment with regard, to
software/data rights issues. I

}

~
That does not mean, however, that none of DoD's software licensing problems can be resolved
quickly or easily; nor does it mean that. most of of its probiems are unsolvable. Removing~he
inconsistencies from the existing procurement regulations described in Chapter 1 would, torjex
ample, require no more than some minor alterations to those regulations. Improved personnel
policies and training programs could alleviate other difficulties DoD is experiencing,And,1 al
though some otherof DoD's software licensing problems may be more resistant to solution t~an

others, there may well be ways of approaching even the major problems that would be more
constructive thanotherapproaches whichmight be taken. I

t
The crucial point is that not all of DoD's software licensing problems can, or should be treate~ in
the same way. There are certain problems which DoD has more control over than it does others.
In allocating resources, we would suggest that 000 place a greater emphasis on those problJms
which are more readily within itscontrol, and, therefore, could be more easily resolved. There are .
also some software licensing problems that are by their nature more amenable to change t~an
others. Again, in allocating the time and resources of DoD personnel to addressing softw~re

licensing problems, we would advise that DoD attempt to focus its limited resources on those
problems which are most likely to be impacted by such an effort. '

13.1 What DoD Has Most Control Over

I
13.1.1 How DoD Treats Its Personnel I

}

How DoD trains, works, and rewards its contracting personnel is an important factor bearinglon
its software licensing problems and also a factor over which DoD has considerable control. lAS
Chapter 3 has indicated, the DoD contracting personnel to whom we spoke feel they could be~efit
from additional training about software, its life cycle management, and data rights. Probablyjhs. .~.. .. .. .., ' l
biggest "return" per dollarspent on solutions could be obtained by improving initial training about
these matters, and by having periodic update training. I

I
Once on the job and trained, procurement personnel should also have manageable workloa;ds,

I
t,
~
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13.2 What DoD Has Some Control Over

I
exist many problems in this area. Those same individuals tend to point an accusing finger atjthe

other side as the culprit responsible for these problems. Industry people say, "the governme1t is
asking for too much, and they are not willing to pay for it." The government people say, "we nped
those software tools, or data, or rights to meet our needs", or "he regulations, or this policy!, or

f

that clause requires us to get all of that whether we. need it or not, so you have to give it to ps."
Unfortunately, industry has become somewhat distrustful about what government peoplesay, ano
the government people sometimes feel the same way about industry people. I

t
The reaiity of today is that many firms on the "cutting edge" of software technology can sur4ive

. . I

without doing business with the -government. The .000 needs the latest technology in order to
[-

maintain a strong defense and military capability. Thus, it seems clear that in many cases, qoD
needs industry more than industry needs 000. Given this situation, it seems incumbent upon
000 to make some effort to open up and improve the strained lines of communication betwe.~n it

•
and private industry. I

.~
Many of the industry people we spoke with indicated that they would welcome the opportunItY to
sit down and discuss software/data rights procurement issues with 000 people in an eff01 to
resolve their differences. Indeed, some of these individuals told us that in their view the rrlost,
useful role the SEI could play would be to provide a forum wherein industry and government

•people could meet to discuss software/data rights issues in an objective, rational manner. Th~se

people, however, also expressed a lack of optimism over the prospect that such productive corn
munication would in fact occur, citing incidents such as DoD's sudden withdrawal from the Ridhts
in Data Technical Working Group (RTDWG) (13) (a study which 000 had itself initiatedj,and ~he
imposition of the Air Force's "OrrClause".j

. ~

Our conclusion is that industry people are willing to meet with 000 in an effort to resolve 6if
ferences which exist. It is clearly within the power and control of 000 to pursue SUch c~m
munications, and would likely be one of the most beneficial steps 000 could take toward resolv-
ing many of its software licensing problems. . I

~.

~
(

13.2.1 DoD's Own Acquisition RegUlations I
The 000 also has considerable control over its own procurement regulations in the area~ of
software and data rights (the 000 FAR Supplement). This control is tempered somewhat by the
limitations imposed by the FAR and relevant legislation, as well as by the process require~ of
000 to adopt new regulations, and the opportunity of industry to contest newly proposed reg~la

tions before they become effective. Nonetheless, there is much 000 could do toward adopting
regulations which are more simplified, uniform, and clear. I .

I
Through revision of its own acquisition regulations, the 000 could, for example, resolve iss~es

such as government ownership of copyright by adopting an assignment approach, and concerns

I
1.
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13.3 What 000 Has Less Direct Control Over

As has been discussed throughout this report, there are some areas over which 000 has!little
direct control, and little likelihood of making a direct impact regardless of the amount of resources
expended. The areas in which it seems less likely that 000 would be successful in brinbing
about direct changes include: I

e
f

(1) Getting competition in maintenance of proprietary software (see Chapter 2).

(2) Obtaining software tools in which a private firm holds a proprietary right (see Chapter 2

(3) Obtaining CAD/CAM programs from private firms (see Chapter 10.)

The rights the government has been asking for in this regard are too valuable to industry t~ be
given up easily. A more productive approach might be to develop a mechanism whereby poD
could more easily enter escrowing and long term maintenance agreements providing for ?on.
trolled access to such items. Indeed, such an approach might actually be beneficial to the 0010 in
that under such an arrangement 000 would not only have access to needed documentation,
code, tools and the like, but would also avoid having to trouble itself with storage, cataloguingland

"internal access concems. !

Further, through such a method, 000 could have greater access to improvements in the t~Ch.
nology and/or means of maintaining and enhancing that technology, and, significantly, would] not
be endangering any implied warranties which might otherwise be jeopardized If 000 maintained
or modified software organically or through competitive reprocurement. If DoD persists in as~ert.
ing that it must have ever greater rights in software, software tools, CAD/CAMs, and sofui'are
documentation, it may find it has "shot itself in the foot". Industry response is likely to b~ to
withdraw from doing business with 000 or to only sell 000 "old" technology.

Finally, it should be noted that the challenge of trying to find an appropriate way to acquire ~nd

maintain software is not one unique to the 000. The unique nature of software _. part"writl~g,"
part" machine" .- has caused substantial confusion about its proper treatment in many areas of
the law. Properly conceptualizing software and fashioning a set of legal rules to deal with h is
extremely difficult; it requires a deep understanding of the economics of the software industry ~nd
of the realities of the development of software technology. I

"
One of the things that makes this already difficult task yet more difficuk is that the economic ~nd

"technological aspects of the software industry are not static, but rather are rapidly evolving.
Software development has long been a very labor-intensive activity; it is now becoming a rrlore
capital intensive industry, especially with the development of powerful software development t40ls
and environments. There would be some advantage to 000 in encouraging this shift to a ~re
capitai intensive production process, especially in terms of improvement of development pro~uc.
tivity. To encourage this shift, 000 must, however, abandon the quasi-technical data oriental,ion
of its current software acquisition policy. . .
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APPENDIX A

Selected Sections of the Copyright Law

Section 101 • Definitions

As used in this tnIe, the following terms andtheir variant forms mean the follo)Ning:

i
I
!
!
t
1
[
~
.j

i
I
r

An "anonymous )Nork" is a )Nork done on the copies or phonorecords of )Nhich no natural
person is identified as author. I

i

1
"Audiovisual 1NOrkS" are works that consist of a series of related images which lars

intrinsically intended to be shown by the use of machines or devices such as projectors,vie)N~rs,
or electronic equipment, together wlth accompanying sound, if any, regardless of the nature of
the material objects, such as films or tapes, in which the works are embodied. • I. ~

\
The "bestedition" of a work is the edition, published in the United States at anytime before

the dateof deposit, that the Library of Congress determinesto be most suitable for its purposes,
- . f

I·
t

A person's "children" are that person's immediate offspring, whether legitimate or not, ~nd
anychildren legally adopted by that person. i

r:

~
A "collective work" is a work, such as a periodical issue, anthology, or encyclopediai in

which a number of contributions, constituting separate and independent works in themselves, iare
. assembled intoa collective whole. I

~
. . f

A "compilation" is a work formed by the collection and assembling of reexisting material$ or
of data that are selected, coordinated, or arranged in such a way that the resulling wprk as a
whole constitutes an original work of authorship. The term "compilation" includes. collective

1!

~. I
j:

A "computer program" is a set of statements or instructions to be used directly or indirettly
in a computer in orderto bringabout a certain result . I

"

"Copies" are material objects, other than phonorecords, in which a work is fixed by any
method now known or later developed, and from which the work can be perceived, reproducsd,
or otherwise communicated, either directly or with the aid of a machine or device. The term
"copies" includes the material object, otherthan a phcnorecord, in which the work is first fixed. I

ta
I,

"Copyright owner", with respect to anyone of the exclusive rights comprised in a copyri~ht,
refers to the ownerof that particular right. • I

~
!;, i

~
•!r
•
-~
~



"Pictorial, graphic, and sculptural works" include two-dimensional and three-dimensi!mal
works of fine, graphic, and applied art, photographs, prints and art reproductions, maps, glopes,
charts, technical drawings, diagrams, and models. Such works shall include works Of artlstlc
craftsmanship insofar as their form but not their mechanical or utilitarian aspects are concerned:
the design of a useful article, as defined in this section, shall be considered a pictorial, graphi¢, or
sculptural work only ij, and only to the extent that, such design incorporates pictorial, graphi¢, or
sculptural features that can be identijjed separately from, and are capable of exi*ing
independently of, the utilitarian aspects of the article. '

r
A "pseudonymous work" is a work on the copies or phonorecords of which the.auth~r is

identified under a fictitious name. . I
i
t

"Publication" is the distribution of copies or phonorecords of a work to the public by sal~ or
other transfer of ownership, or by rental, leasing, or lending. The offering to distribute coples or
phonorecords to a group of persons for purposes of further distribution, public pertormanca, or
public disply, constitutes publication. A public performance or display of a work does not of i(self
constitute publications. .. 1

~

To perform or display a work "publicly" means:

(1) to perform or display it at a place open to the public or at any place whe.~e a
substantial number of persons outside of anormal circle of a family and its social acquaintarfces
is gathered: or - • J

f
\
!

(2) to transmit or otherwise communicate a performance or display of the work to a place
specfled by clause (1) or to the public, by means of any device or process, whether tthe
members of the public capable of receiving the performance or display receive it in the same
place or in separate places and at the same time or at different times. I

"Sound recordings" are works that result from the fixation of a series of musical, spokeri, or
other sounds, but not including the sounds accompanying a motion picture or other audiovisual
work, regardless of the nature of the material Objects, such as disks, tapes,or other
phonorecords, in which they are embodied. I,

"State" includes the District of Columbia and the Commonwealth of Puerto Rico, and !lnY
territories to which this title is made applicable by anAct of Congress. I.

~
U

A "transfer of copyright ownership" is an assignment, mortgage, exclusive license, or llnY
other conveyance, alienation, or hypothecation of a copyright or of any of the exclusive riljhts
comprised in a copyright, whether or not it is limited in time or place of effect, but not includinp a
nonexclusive license. ' • '!

-~

-~
A "transmission program" is a body of material that, as an aggregate, has been produ¢ed

for the sole purpose of transmission to the public in sequence and as a unit.

To "transmit" a performance or display is to communicate it by any device or process
whereby images or sounds are received beyond the place from which they are sent. I

f
f

. - ."- . ' ." .<:\
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1
idea, procedure, process, system, method of operation, concept, principle, or discovery,
regardless of the form in which it is described, explained, illustrated, or embodied in such work,

Section 103· Subject Matter of Copyright: Compilations and Derivative Works

(a) The subject matter of copyright as specified by section 102 inclUdes comonationslard
derivative works, but protection for a work employing preexisting material in which copyright
subsists does not extend to any part of the work in which such material has been used unlawtplly.

,
(b) The copyright in a compilation or derivative work extends only to the matbrial

contributed by the author of such work, as distinguished from the preexisting material emplQyed
in the work, and does not imply any exclusive right in the preexisting material. The copyrig~t in
such work is independent of, and does not affect or enlarge the scope, duration, ownershig, or
subsistence of, any copyright protection in the preexisting material. I

i
-.!

Section 104· SUbject Matter of Copyright: National Origin ~

~

t
i

(a) Unpublished Works. The works specified by sections 102 and 103, While
unpublished, are subject to protection under this title without regard to the nationality Or domicile
of the author. I

1
'j

(b) Published Works. The works specified.by section 102 and 103, when published,
are subject to protection under this title if - I

I
~

•
(1) on the date of first publication, one or more of the authors is a national or domiciliary

of the United States, or is a national. domiciliary, or sovereign authority of a foreign nation that is
a party to a copyright treaty to which the United States is also a party, or is a stateless person,
wherever the person may be domiciled, or 1

(2) the work is first published in the UnitedStates or in a foreign nation that, on the ~ate
of first publication, is a party to the Universal Copyright Convention; or I

~

i
(3) the work is first published by the United Nations or any of its specialized agencies, or

by the Organization of American States; or I
.~
•~

(4) the work comes within the scope of a Presidentiai proclamation. Whenevedthe
President finds that a particular foreign nation extends, to works by authors who are national~ or
domiciliaries of the United States or to works that are first published in the United Stales,
copyright protection on substantially the same basis as that on which the foreign nation extends
protection to works of its own nationals and domiciliaries and works first published in that nation,
the President may by proclamation extend protection under this title to works of which one or
more of the authors is, on the date of first publication, a national, domiciliary, or sover1ign
authority of that nation, or which was first published in that nation. The President may reV/se,
suspend, or revoke any such proclamation or impose any conditions or limitations on protection
under a proclamation. . . I

:1

j
x
~
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~
'~

(4) the effect of the use upon the potential market for or value of the copyrighted wor'i.

1
Section 108 - Limitations on Exclusive Rights: Reproduction by Libraries and Archivesl

a
I
t

(a) Notwithstanding the provisions of section 106, it is not an infringement of copyright
for a library or archives, or any of its employees acting within the scope of their employment, to
reproduce no more than one copy or phonorecord of a work, or to distribute such cop~ or
phonorecord, under the conditions specified by this section, if - I

I
.1
,~

(1) the reproduction or distribution is made without any purpose of director indil'ect
commercial advantage; .,,

~

I.,
(2) the collections of the library or archives are (i) open to the public, or (il) avaHable!not

only to researches affiliated with the library or archives or with the institution of which it is a R<irt,
but also to other persons doing research in a specialized field; and

(3) the reproduction or distribution of the work includes a notice of copyright.

(b) The rights or reproduction and distribution under this section apply to
phonorecord of an unpublished work duplicated in .....

i1
!
,~

I
a copy or

'I

I

Section 117 - Limitations on Exclusive Rights: Computer Programs
;
~
',I

:4,
Notwithstanding the provisions of section 106, it is not an infringement for the owner 4f a

copy of a computer program to make or authorize the making of another copy or adaptatlon of
that computer program provided that: .. I

i

(1) that such a new copy or adaptation is created as an essential step in the utillzation of
the computer program in conjunction with a machine and that it is used in no other manner, or !

~

(2) that such new copy or adaptation is for archival purposes.only and that all,archtval
copies are destroyed in the event that continued possession of the computer program sho~ld
cease to be rightful. I

I
Any exact copies prepared in accordance with the provisions of this section may be leas~d,

sold, or otherwise transferred, along with the copy from which such copies were prepared, onlYlas
part of the lease, sale, or other transfer of all rights in the program. Adaptations so prepared may
be transferred only with the authorization of the copyright owner.

Section ·118 • Scope of Exclusive Rights: Use of Certain Works in Connection with
Noncommercial Broadcasting I

~

;1
}.
1

I
~
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under a copyright, has not previously been transferred voluntarily by that individual autho~ no
action by any governmental bcdy or other official or organization purporting to seize, expropriate,
transfer, or exercise rights of ownership w~h respect to the copyright, or any of theexcluslv
rights under a copyright, shall be given effect under this tttle except as provided under -
[relating to bankruptcy].

Selected Sections of the Copyright



APPENDIX 8

DoD Procurement Regulations

27.403 Acquisttion of Rights in Technical Data.

27.403-1 Background.

(a) Govemment's Interest in Technical Data. The Government has extensive n~eds for
many kinds of technical data. Its needs may well exceed those cf private corrl,mercial
customers. For defense purposes, millions of separate equipment and supply ttems, ranging
from standard to unique types, must be acquired, operated, and.maintained, often at points
remote from the source of supply. Functions requiring varied kinds of technlcaldataiinclude
training of personnel, overhaul and repair, cataloging, standardization, inspection and quality
control, packaging, and logistics operations. Technical data resulting from research and
development contracts must be obtained, organized and disseminated to many ~ifferent
users. Finally, the Government must make technical data widely available in tne jorrn of
contract specifications in order to obtain competition among tts suppliers, and thus! further
economy in Government procurement. I

I
i

(b) Contractor's Interest in Technical Data. Commercial organizations havela valid
economic interest in technical data pertaining to items, components, or processes whiph they
have developed at their own expense. Such technical data is often closely held because its
disclosure to ccmoetltcrs could jeopardize the competitive advantage tt was developed to
provide. Public disclosure of such technical data can causeseriouseconomic hardshir tothe
originating company. , I

i

(c) The Balancing of Interests.

i
(1) It is apparent that there is no necessary correlation between the Gover~.ment's

need for technical data and its contractors' economic interest therein. However, in balancing
the Government's requirements for technical data against the contractor's interest in
protecting his technical data, it should be recognized that there may be a conslderacle
identityof interest. This is particularly true in the case of innovative contractors who can best
be encouraged to developat private expense ttems of militaryusefulness wherethelr rl,ghts in
such itemsare scrupulously protected. I

I,
(2) It is equally important that the Government foster successful cont'ractual

relationships and encourage a readyflow of data essential to Government needsby cqnfining
lts acquisttions of technical data to cases of actual need. Certainly the Government rrI!lst not
be barred from bargaining and contracting to obtain such technical data as it needs, even
though that technical data may normally not be disclosed in commercial practice. MOfeover,
when the Government pays for research and development wor!< which produces new
knowledge, products, or processes, tt has an obligation to foster technological p~bgress

through wide dissemination of the new and,useful information derived from such wdr!< and
where practicable to provide competttive opportunltlas for supplying the new produ~s and
utiliZing the new processes. I

I
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i
!

, ~
(6) Technical data which is in the public domain or has been or is normally released cr

disclosed by the contractoror subcontractor without restriction on further dlsclosure.] "In the
publicdomain" meansavailable to the publicwithout copyright or other restriction of a~y kind.

.~
'i

(c) Limited Rights Technical Data. I
,~

I
(1) Except as provided in paragraph () above. unpublished technical dalapertdining to

items. components or processes developed at private expense will be acquired witH limited
rights, provided that the data is identified as limited rights data in accordance with
subparagraph (b)(2) of the clause at 52.227-7013. Rights in Technical Data and Computer
Software. Unpublished. as applied to technical data and computer software documentation,
means that which has not been released to the public nor been furnished to others!without
restriction on further use or disclosure. I

j
i.

(2) It should be clearly understood that the above statement of policy is a recital of
rights to be acquired in technical data. Neither the foregoing statement of techniqaldata
rights policy, nor its implementing subparagraphs (b)(l) and(2) of the clause at 52.22y-7013,
Rights in Technical Data and ComputerSoftware, establishes technical data requlremsnts for
a particular contract. It should also be 'noted that technical data pertaining tol items.
components or processes developed at private expense may be called for.' required, or
otherwise furnished under subparagraphs (b)(I), (3), (4), (5), and (6) above and, as such, it
will be acquired with unlimited rights. Contract clauses and the schedule establish toe form
and type of technical data to be furnished; t~e categories into which such technical data :fall.
determine the rights to be obtainedby the Government to use or publishsuch technicail data.

I

I
(d) Predetermination of Rights in Technical Data.

(I)(i) When the Government needs technical data with unlimited rights, any data; which
the offeror intends to deliver with limited rights pursuant to paragraph (c) above sh¢uld be
identified prior to contract award, if feasible, and an agreement with respect thereto ~hall be
incorporated in the contract. This procedure is caned predetermination of.rights in tecnnical
data. I

.',

(ii) The procedure may be initiated by the contracting officer or an .offeror duJng the
negotiation of a negotiated contract. In order to be productive, the procedare shoul~ apply
only to that technical data for which rights may practicably be identified. AlthOl.(ghthe
agreement may also cover technical data to be delivered with unlimited rights. in rip case
shall the procedure be used to require the contractor to furnish, with unlimited.1 rights,
technical data which he is entitled to furnish with limited rights under the policy in par(agraph
(c) above. The contracting officer shall consult his counsel as fully as possible in determining
whether to use the procedure and in connection with the various steps of the procedure.,

!
(2) Any agreements reached shall be incorporated in the SChedule of the qontract

directly or by reference and shall describe specifically the technical data which rflay be
furnished with limited rights pursuant to paragraph (c) above. The ccntractlnqofflcer may,
however. review the technical data asserted to be limited rights data to determine wh~therto

invoke the procedures of paragraph(f) belowto negotiate to purchase unlimited right~ in any
of the technical data, or adopt some alternative such as to-- I

I
1
~
1

1
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A

(2) The analysis and findings referred to in subparagraph (b}(l) above shall speicifically
idenlify each ftem, component or process andthe particular technical data therefor which is to
be purchased. ·1

(3) When all technical data is to be acquired under anycontract wlth unlimited ~i9hts in
accordance with the findings of paragraph (f)

(1) above, the clause at 52.227-7015, Rights in Technical Data » Specific ACq~isition,
s~~~ . i

j

I
(4}(i) In addition to the acquisition of unlimited rights in technical data as authorized in

paragraph (f) (1) above, there will be situations when ft is in the best interest!of the
Govemment to acquire from subcontractors repair parts or components by direct sale to the
Govemment. . . J

(iI) The clause' at 52.227-7017, Rights in Technical Data -- Major Syst~:m and
Subsystem Contractor, may be used in contracts for major systems or major subsystems
involving estimated program expendftures in excess of $50 million of RDT&E funqs or in
excess of $200 million of production funds. When this clause is used, anycompensajion the
contractor requires for the right the subcontractor will have to use his limited rights, t~chnical

datashall be included in the price of the prime contract. Also, the Government shall have. the
right to purchase such ftems direct from manufacturing subcontractors without the payment,
eitherdirectly of any fee or royaity to the prime contractor, or as part of the purchase price,
for useof the prime contractor's technical data. :,

(iii) For the purpose of applying the foregoing policy, the following definitions ~hall be
utilized: A major system is a composite of equipment. skills. and techniques capable of
performing and/or supporting an operational role which required or will require research,
development, test and evaluation investment or design, development, test and evaluatlon
investment estimated in excess of $50 million or total production investment estimated in
excess of $200 million. A major subsystem is a majorfunctional part of a major sys(~m (as
defined above) which is essential to operational completeness. Examples are: airrame,
propulsion, armament. guidance, and communication. A major system or major subsystem
contractor includes an associate contractor defined as a prime contractor to the Government
for developing and/or producing subsystems. equipment. or components rjleeling
specifications prepared by a contractor performing one or more of the functions of systems
engineering for a majorsystem (asdefined above).

(g) Notice of Certain Limited Rights.

(1) Whether or not the procedure of paragraph (d) above for predetermination 0.1 rights
in technical data is used. if continuing infonmalion is desired under' a contract about a
contractor's intention to use in the performance of the contract any ltern, component, or
process for which technical data would be subject to limited rights in accordance lIi.ith the
policy of paragraph (c) above, the contractor may be required to advise the contractlnqcftlcer
of this fact promptly (see SUbparagraph 27.412(a}(2) and Mernate I to the clause at
52.227-7013, Rights in Technical Data and Computer Software). If possible, the seJ1edule
should indicate the specific areas pertaining to which llrnited rights data is of concern andthe
notice requirement should be restricted to those areas of concern.

:{e

'!
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The Govemment shall include such identifying markings on all reproductions !hereof,
unless the Government cancels such markings pursuant to SUbparagraphs (c)(2). (~)(3), or
(d)(4) below.

(2) The contractor has the responsibilny to assure that no restrictive marki~gS are
placed on technical data except in accordance with the "Rights in Technical Dataand
Computer Software" clause at 52.227-7013. Copyright noticesas specified in Title 171 United
States Code, Sections 401 and 402, are not considered "restrictive markings".

When the clause at 52.227-7013, "Rights in Technical Oata and ComputerSojtware",
is required by 27.412(a), the clause at 52.227-7018, "Restrictive Markings on Technical
Oata", shall also be included in the contract, The contractor's procedures required'!by this
clause shall be reviewed periodically by the Contract Administration Office. In additiol1 to the
rights afforded to the Government by the clause at 52.227-7018, "Restrictive Mark!ngs on
Technical Data", the following actions are available to insure proper marking of t~chnical
data:

(i) The procedures in paragraph (d), "Removal of Unauthorized Markings",'! of the
clause at 52.227-7013, may be invoked nthe contractorfails to follow procedures required by
the clause at 52.227-7013, Rights In Technical Data and Computer Software, or :ifaiis to
correctdeficiencies wnhin a specfled time. .

J
(ii) Failure to follow proper marking procedures may also be deemed tol render

technical data nonconforming and subject to FAR Section 46.102 and to withhoi~ing Of
payments underthe "Technical Oata--Withholding of Payments" clause. :

(iii) When a pre-award survey is requested by the purchasing office, theIquality
assurance review shall include as an nem of special inquiry an examination [ofthe
prospective contractor's procedures for compiying with the "Restrictive Markings on Technical
Data" clause. .

j .

(iv) The contractor's procedures for complying wnh the "Restrictive Markil)gs on
Technical Data"clause shall be reviewed when holding post-award conferences pursuant to
FAR Subpart42. '

(d) Unmarked or Improperly Marked Technical Oata.
OJ

(1) The Government shall have the right to require the contractor to furnish c1Jar and
convincing evidence of the propriety of any restrictive markings used by the contractor on
data furnished to the Government undercontract. .

;1

(2) Technical data received wnhout a restrictive legend shall be deemed to hav~ been
furnished with unlirnlted rights. However, within six months after delivery cf such data the
contractor may request permission to place restrictive markings on such data at his own
expense and the Government may So permitn the contractor--

'I
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,
.~

!I
~,
»)

i
}
I

. . I
(1) Computer software resuning directly from or generated as part of the performance

of experimental. developmental. or research work specified as an element of performrnce in
a Government contract or subcontract; . !I

,\

(2) Computer software required to be originated or developed under a Govelrnment
contract. or generated as a necessary partof performing a contract; I

I
(3) Computer databases. prepared undera Government contract, consisting of-f

(i) infonnation supplied by the Government-·

(ii) information inwhich the Government hasunlimned rights. or··
~
!I

(iii) information which is in the public domain; I
~

f

(4) Computer software prepared or required to be delivered under this or an~ other
Government contract or subcontract and constituting corrections or changes to Gove~nment

furnished software;or!!
t
i'e
I

(5) Computer software which is in the public domain or has been or is normally
furnished by the contractor or subcontractor without restriction. i

1
:i
,I
~

(b) When the Government has unlimited rights in computer software in the possesslon
of a contractor. no payment will be made for rights of use of suchsoftware in performance of
Government contracts or for the laterdelivery to the Government of such computer sdnware,
provided however. ·that the contractor shall be entitled to compensation for convert]ng the
software into the prescribed formfor reproduction anddelivery to the Government.

(c) It is Department of Defense policyto acquire only such rights to use, duplicale, and
disclose computer software developed at private expense as are necessary to meet
Government needs. Such rights should be designed to allowthe Government flexibility while,
at the same time. adequately preserving the rights of the contractor. Computer settware
developed at private expense may be purchased or leased. Restrictions may be negotiated
with respect to the right of the Government to use. duplicate. or disclose computer programs
or computer data bases developed at private expense. As a minimum. howev~r, the
Government shall have the rights provided in the definnion of restricted rights in $ection
27.401. .,

(d) Patented or copyrighted computer software will not be subject to any agr~ement
prohibning the Government from infringing a patent or copyright. Title 28. United IStates
Code, Section 1498 provides that the Government is liable only for reasonable corroeasatlon
for use of a patented invention or for infringement of copyright. However, see secnon
27.711. I

~
~

(e) When computer software is developed at private expense and acquir~ with
f
~
:l

'l
I
j
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I

t
!
t
! -

a necessary part of performing a contract, only that portion of the resutting product ib which
the original product is recognizable will be deemed to be computer software developed at
private expense to which restricted rights may attach. I

~

!
(5) The scope of the restrictions on or, conversely, the scope of the use Which the

Govemment is permitted to makeof such software shall be taken into account in determining
the reasonableness of the contractprice for the computersoftware. i

I
(c) ComputerSoftwareSubjectto Restricted Rights. I,
(1) Because of the widely-varying restrictions which are likely to be encountered in the

purchase or lease of computer software developed at private expense, a standard, recital
setting forth specific restrictions and rights suitable for all cases is not feasible. I If the
standard set of restrictions and rights set forth in paragraph 27.404-I(f) for cOll\mercial
computer software is not appropriate, personnel are urged to consult counsel in any case in
which the proposed contractor requests the Government to accept other restrictions! on the
use of suchsoftware.!

~

(2) To apprise user personnel of the restrictions on use, duplication or didclosure
agreed to by the Government wtth respect. to such software sold or leased Ii to the
Government, the contractor is required to place the following legendon such software:i

RESTRICTED RIGHTS LEGEND . i
\'

Ii

I.
I:

Use,duplication or disclosure is subject to

restrictions stated in ContractNo ..

with (Name of Contractor). !
f

~
For commercial computer software and documentation, the contract number "\ay be

omitted and replaced by "paragraph (b)(3)(B) of the Rights in Technical Data and cqmputer
Software clause at 52.227-7013", and the contractor's address added. The Government shall
includethe same restrictive markings on all tts reproductions of the computersoftwar~ unless
the Government cancels such markings pursuant to the procedures in Pa~agraph

27.403-3(d). I
~

~
(3) A statement setting forth the restrictions imposed on the Govemment to use,

duplicate, and disclose computer software subject to restricted rights is required to be
prominently displayed in human- readable form in the computer software docurnehtation.
The reference to the Rights in Technical Data and Computer Software clause! in the
Restricted Rights Legendon commercial computersoftware and documentation satisfies this
requirement. ·1

j
s

(4) Except as provided in paragraph (b) above, computer programs, computer data
bases, and computer software documentation delivered to the Government pursuart to a
contract requirement must be identified wlth the number of the prime contract and the name
of the contractor. !

I,
(5) All markings, (notice, legends, identnications, etc.) concerning resmctlons Ion the

'i
~

I
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52.227-7013 Rights in Technical Data and Computer Software.
27.412(a)(1), insert the following clause:

As presdbed at
~

RIGHTS IN TECHNICAL DATA AND COMPUTER SOFTWARE (MAY 1981)
1
l
~

(a) Defin~ions. "Commercial Computer Software", as used in this clause,1 means
computer software which is used regularly/or other that government purposes andjls sold,
licensed or leased in significant quantities to the general public at established market or
catalog prices. I

t

"Computer", as used in this clause, means a data processing device cadable of
accepting data, performing prescribed operations on a device that operates on discrete data
by performing arfthrnetlcand logic processes on the data, or a device that operates or! analog
data by performing physical processes on the.data. . I

~
.~

~

"Computer Data Base", as used in this clause, means a collection of data i~ a form
capable of being processed and operated 01) by a computer. I

1,
~

"Computer Program", as used in this clause, means a series of instru~ions or
statements in a form acceptable to a computer, designed to cause the computer to execute
an operation or operations. Computer programs include operating systems, ass~mblers,
compilers, interpreters, data management systems, utility programs, sort-merge pr~grams,
and ADPE maintenance/diagnostic programs, as well as applications programs such as
payroll, inventory control, and engineering analysis programs. Computer programs may be
either machine-dependent or machine-independent, and may be general-purpose in nature or
designed to satisty the requirements of a particular user. I

'!
"Computer Software", as used in this clause, means computer programs and computer

data bases. I

"Computer Software Documentation", as used in this clause, means technical data.
including computer listings and printouts, in human- readable form which (1) docum~nts the
design or details of computer software, (2) explains the capabllltles of the software, or (3)
provides operating instructions for using the software to obtain desired resultshrcm a
computer.

"Limited Rights'" as used in this clause, means rights to use, duplicate, or ~isclose
technical data, in whole or in part, by or for the Government, with the express Iimitaqonthat
such technical data shall not, without the wrnten permission of the party furnishil)g such
technical data be (1) released or disclosed in whole or in part outside the Governrr\ent, (2)
used in whole or in part by the Government for manufacture, or in the case of computer
software documentation, for preparing the same or similar computer software, or (3)osed by
a party other than the Government, except for: i

l

!
(1) Emergency repair or overhaul work only, by or for the Government, where the item

or process concerned is not otherwise reasonably available to enable timely performance of
~-
j
'I
:1

~
i
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ii

(iv) technical data necessary to enable manufacture of end-items, components, .and
modifications, or to enable the performance of processes, when the end-items, components,
modifications or processes have been, or are being, developed under this or aryy other
Govemment contract or subcontract in which experimental, developmental or research work
is, or was spscltled as an element of contract performance, except technical data p~rtaining
to items, components, processes, or computer sonware developed at private expe~se(but
see subdivision (b)(2)(ii).below); . I

~

(v) technical data or computer software prepared or required to be delivered urlderthis
or any other Govemment contract or subcontract and constituting corrections or changes to
Govemment- furnished dataor computer software; . ~.

u
(vi) technical data pertaining to end-items; components or processes, prepared or

required to be delivered under this or any other Government contract or subcontract] for the
purpose of identifying sources, size, configuration, mating and attachment characfsrlstlcs,
functional characteristics and performance requirements ("form, fit and function" data, e.g.,
specification control drawings, catalog sheets, envelope drawings, etc.); .

(vii) manuals or instructional materials prepared or required to be delivered un\:ler this
contract or any subcontract hereunder for .installation, operation, maintenance or ~raining

purposes; I
~

(viii) technical data or computer software which is in the publicdomain, or has~een or
is normally released or disclosed by the Contractor or subcontractor without restr~tion on
furtherdisclosure; and

(ix) technical data or computer software listed or described in an ag~ement
incorporated into the schedule of this contract which the parties have predeterminedl on. the
basis of subparagraphs (i) through (viii) above, and agreed will be furnished with unllmited
rights. '.

(2) Limited Rights. TheGovernment shall have limited rights in:.

~
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~

I
~

~
(2) release to a foreign government, as the interest of the United States may lequire,

onlyfor information or evaluation within suchgovernment or for emergency repair or overhaul
workby or for suchgovernment underthe conditions of (1) above. This legend, toget~er with
the indications of the portions of this data which are subject to such limitations shall be
included on any reproduction hereof which includes any part of the pontons subject 10 such
limitations. !

11

t

(3) Restricted Rights.

RESTRICTED RIGHTS LEGEND

Use, duplication or disclosure is subject to

restrictions stated In Contract No.

with (Name of Contractor)

l-

and the related computer software documentation includes a prominent statement of
the restrictions applicable to the computer software. The Contractor may not place any
legend on computer software indicating restrictions on the Government's rights i~ such
software unless the restrictions are set forth in a license or agreement made a part) of this
contract prior to the delivery date of the software. Failure of the Contractor to ~ppiy a
restricted rights legend to such computer software shall relieve the Government ot!liabilily
with respect to such unmarked software. I

1

~
~

(i) The Government shall have restricted rights in computer software, Ii$ted or
described in a license or agreement made a part of this contract, which the parti~s have
agreed will be furnished with restricted rights, Provided, however, notwithstanding any
contrary provision in any such license or agreement, the Government shall have the rights
included in the definition of "restricted rights" in paragraph (a) above. Such restricted rights
are of no effect unless the computer software is marked by the Contractor with the fQllowing
legend:. I

t
.~

!
~•

(i1) Notwithstanding subdivision (i) above, commercial computer software. andIrelated
documentation developed at private expense and not in publk;domain may, nthe co~tractor
so elects, be marked with the following Legend: . I

}

RESTRICTED RIGHTS LEGEND I

Use, duplication, or disclosure of the

Government is subject to restrictions

as set forth in.subdlvlson (b·

(3)(i1) of)

I
I
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?i

others do so for Government purposes. With respect to technical data and cdmputer
software in which the Government has unlimtted rights, the license shall be of th~ same
scope as the rights set forth in the deflnltlcn of "unlimlted rights",in paragraph (a) above. With
respect to technical data in which the Government has limited rights, the scope of the ilicense
is limited to the rights set forth in the definttion of "limited rights" in paragraph (a) above. With
respect to computer software which the parties have agreed in accordance wtth
subparagraph (b)(3) above will be furnished with restricted rights, the scope of the lleense is

"limtted to such rights. !
]
~

(2) Unless written approval of the Contracting Officer is obtained, the contractor shall
not include in technical data or computer software prepared for or acquired lby the
Government under this contract any wor1<s of authorship in which copyright is not oYlned by
the Contractor wtthout acquiring for the Government any rights necessary to pEjrlect a
copyright license of the scope specified in subparagraph (c)(I). !

i
~,

(3) As between the Confractor and the Government, the Contractor shall be consldered
the "person for whom the wor1< was prepared for the purpose of determining authorship under
Section 201(b) of Title 17, United States Code. l

~
;1

(4) Technical data delivered under this contract which carries a copyright noti~e shall
also include the following statement which shall be placed thereon by the ccntraptor, or
should the Contractor fail, by the Government:. i

This material may be reproduced by or for the U.S. Government pursuant to the copyribht
license under the clause at 52.227-7013 (date). '

I
(d) Removal of Unauthorized Mar1<ings. Notwithstanding any provision of this qontract

concerning inspection and acceptance, the Government may correct, cancel, or ignQre any
mar1<ing not authorized by the terms of this contract on any technical data or co;mputer
software furnished hereunder if: I

~

i
(1) the Contractor fails to respond within Sixty (60) days to a written inquirylbythe

Government concerning the propriety of the mar1<ings, or I
1

I
(2) the Contractor's response fails to substantiate, within sixty (60) days afterlwritten

notice, the propriety of Iimtted rights mar1<ings by clear and convincing evidence!, or of
restricted rights mar1<ings by identification of the restrictions set forth in the contract. j

j

In either case, the Government shall give written notice to the Contractor of thJ action
taken. j

(e) Relation to Patents. Nothing contained in this clause shall imply a IicensJ to the
Government under any patent or be construed as affecting the scope of any license qr other
right otherwise granted to the Government under any patent. i

,I

\
(I) limitation on Charges for Oata and Computer Software. The Contractor rec4gnizes

that the Government or a foreign government with funds derived through the Military
Assistance Program or otherwise through the Untted States Government may contract for

!
\\
1
,~

i
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(1) designated in the contract as being subject to this paragraph and

~
~
t

i

I
~
f
f
I

(i) standard commercial1tems which are manufactured by more than one soprce of
~~~or I

I
(ii) items, components or processes for which such notice was given pursuant to

predetermination of rights in technical data in connection with this contract. I
I

(3) Contracting Officerapproval is not necessary under this clause for the contractor to
use the item, component or process in the performance of the contract. • I

\
~
~

ALTERNATE 11 (MAY 1981) As prescribed at 27.412(a)(3), add the following paragrap~ to the
basic clause: I

i
( ) Publication for sale. If, prior to publication for sale by the Government and wi!hin the

period designated in the contract or task order, but in no event later than 24 mont~s after
delivery of such data, the Contractor publishes for sale any data I

!

I
I
~

(2) delivered under this contract, and promptly notifies the Contracting Officer qf these
publications, the Govemment shall not publish such data for sale or authorize others tq do. so.
This limitation on the Govemment's right to publish for sale any such data so pUblispedby
the Contractor shall continue as long as the data is protected as a published work unlder the
copyright law of the United States and is reasonably available to the public for purchase. Any
such publication shall include a notice identifying this contract and recognizing the [license
rights of the Govemment under subparagraph (c)(l) of this clause. As to all such data not so
published by the Contractor, this paragraph shall be of no force or effect. I

;
t
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property or services with respect to which the vendor may be liable to the contracior for
charges for the use of technical data or computer software on account of such a contract.
The Contractor further recognizes that it is the policy of the Government not to pay in
connection wtth lts contracts, or to allow to be paid in connection with contracts madejwith
funds derived through the Milttary Assistance Program or otherwise through the United States
Govemment, charges for data or computer software which the Govemment has a right to; use
and disclose to others, which is in the public domain, or which the Government has- peen
given without restrictions upon its use and disclosure to others. This policy does not apply to
reasonable reproduction, handling, mailing, and similar administrative costs incident tq the
furnishing of such data or computer software. In recognition of this policy, the contractor
agrees to participate in and make appropriate arrangements for the exclusion of such
charges from such contracts, or for the refund of amounts received by the Contractorlwith
respect to any such charges not so excluded. - I

j,
(g) Acquisition of Data and Computer Software from Subcontractors.

'i
-i

(1) Whenever any t.echnical data or computer software is to be obtained frqm _a
subcontractor under this contract, the Contractor shall use this same clause in!. the
subcontract, wtthout alleration, and no other clause shall be used to enlarge or diminisQ the
Govemment's or the Contractor's rights in that subcontractor data or computer so~are
which is required for the Government. :,

I,
(2) Technical data required to be delivered by a subcontractor shall normally be

delivered to the next-higher tier contractor. However, when there is a requirement i9 the
prime contract for data which may be submitted with limited rights pursuant to subparagraph
(b)(2) above, a subcontractor may fulfill such requirement by submitting such data directly to
the Government rather than through the prime Contractor. I

l'
j

(3) The Contractor and higher-tier subcontractors will not use their power to award
subcontracts as economic leverage to acquire rights in technical data or computer soft~are
from their subcontractors for themselves. '

(End of clause)

i
ALTERNATE I (MAY 1981) As prescribed at 27.412(a)(2), add the following paragraph te;> the
basic clause: !

Notice of Certain Limtted Rights.
i

(h)(l) Unless the Schedule provides otherwise, and subject to (2) below, the contrlctor
will promptly notify the Contracting Officerinwriting of the intendeduse by the contractor.or a
subcontractor in performance of this contract of any ltem, component or process for which
technical data would fall within SUbparagraph (b)(2) above.' i

!:
t
j'

(2) Such notification is not required with respect to:
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(A) Hie to and ownership of the software and documentation shall remain Wit~ the
Commdo~ I

1
(8) Userof the software and documentation shall be limitedto the facility for which itis

~~ I
j

(C) The Governmem shall not provide or otherwise make available the software or
documentation, or any portion thereof, in any form, to anythird party without the prior written
approval of the Contractor.

1
Third parties do not include prime contractors, subcontractors and agems of the

Govemment who have the Government's permission to use the licensed software!and
documentation at the facility, and who have agreed to use the licensed software! and
documentation only in accordance w~h theserestrictions. This provision does not lim!t the
right of the Governmem to use software, documentation, or information therein, whic~ the
Govemment may already haveor obtainsw~hout restrlctlons. .

j~

(D) The Government shall have the right to use the computer software! and
documentation with the computer for which ~ is acquired at any other facility to whictj that
computer may be transferred; to use the computer software and documentation wJth a
backup computerwhen the primary computer is inoperative; to copy computerprograrijs for
safekeeping (archives) or backup purposes; and to moditythe software anddocumentation or
combine it w~h other software, Provided, that the unmodified portions shall remain sublect to
these restrlctlons.

1
(E) If the contractor, within sixty (60) days after a written request, fails to substantiate

by clear and convincing evidence thai computer software anddocumentation marked w~~ the
above Restrided Rights Legend are commercial items and were developed at private
expense, or nthe contractor fails to refute evidence which is asserted by the Govemmeht as
a basis that the software is in the public domain, the Government may cancel or ignor~ any
restrictive markings on such computer software and documentation and may use them; with
unlimited rights. Such written requests shall be addressed to the comractcr as identifi~d in
the Restricted Rights Legend. :,

J

(4) No legend shall be marked on, nor shall any llmitation or restriction on rights ~! use
be asserted as to, any data or computer software which the contractor has previpusly
delivered to the Government without restrlcton, The limited or restricted rights provided for
by this paragraph shall not impair the right of the Government to use similar or ldsnticalldata
or computer software acquired from other sources. I

(c) Copyright.

(1) In addition to the rights granted under the provisions of paragraph (b) abov~, the
contractor hereby grams to the Government a nonexclusive, paid-Up license through04t the
world, of the scopeset forth below, under any copyright ownedby the contractor, in anyiwork
of authorship prepared for or acquired by the Government under this contract, to reproduce
the work in copies or phcnorecords. to dtstribute.coples or phonorecords to the public, to
perform or display the. work publicly, and to prepare derivative works thereof, and to Ihave
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(i) technical data', listed or described in an ~greement incorporated into the sChedJle of
this contract,whichthe parties have agreed will be furnished with limited rights;and I,

1"

I
(ii) unpublished technical data pertaining to ltems,components or processes developed

at private expense, and unpublished computer software documentation related to computer
software that is acquired wijh restricted rights, other than such data as may be included iljl the
data referred to in subdivisions (b)(l)(i), (v), (vi), (vii), and (viii) above. The word unpublished,
as appliedto technical data and computersoftware documentation, meansthat which has not
been released to the public nor been furnished to others wijhout restriction on further use or
disclosure. For the purposeof this definition, delivery of limited rights technical data to or for
the Government under a contractdoes not, in ijself, constitute release to the public. ;

f
Limited rightsshall be effective provided that only the portion or portions of each Jiece

of data to which Iimijed rights are to be asserted pursuantto subdivisions (2)(i) and (ii) above
are identified (for example, by circling, underscoring, or a note), and that the piece of data ls
markedwijh the legendbelow in which is inserted: i

1;

A. the numberof the prime contractunder which the technicaldata is to be delivered.

B. the name of the Contractorand any subcontractor by whom the technical datajwas ,
generated, and

C. an explanation of the method used to identify Iimijed rightsdata.

LIMITED RIGHTS LEGEND

ContractNo. ----------------

Contractor:

Explanation of LimitedRights Data Identification MethodUsed

Those portions of this technical data indicated as Iimijed rights data shall not, wit1hout
the written permission of the above Contractor, be either i

(A) used, released or disclosed in whole or in part outsidethe Government,
;;
-j

(B) used in whole or in part by the Government for manufacture or, in the ca~e of
computersoftwaredocumentation, for preparing the same or similar computersoftware, 1r

(C) used by aparty other than the <3overnment, exceptfor:

(1) emergency repair or overhaul work only, by or for the Government, where the [tern
or process concerned is not otherwise reasoljlably available to enable timely pertormanqe of
the work, Provided, that the release or disclosure hereof outside the Government shall be
made subjectto a prohlbltlcn againstfurther use, releaseor disclosure;or I
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l-

I
the work; Provided, that the release or disclosure thereof outside the Government shall be
madesubject to a prohibition againstfurther use, release or disclosure; or

(2) Release to a foreign government, as the interestof the United States may require,
only for information or evaluation within such government or for emergency repair or ovejhaut
work by or for such government under the conditions of (1) above. '

"Restricted Rights", as used in this clause, means rights that apply only to computer
software, and include,as a minimum, the right to- I

l's
(1) Use computer software with the computer for which or with which it was acculred,

includinguse at any Government installationto ,which the computer maybe transferred by the
Govemment;

(2) Use computer software with a backup computer ij the computer for which ori,with
which it was acquired is inoperative; .

(3) Copycomputerprogramsfor safekeeping (archives) or backuppurposes; and !

t
:f

(4) Modijy computer software, or combine it with other software, subject tOr the
provision that those portions of the derivative software incorporating restricted rights software
are subjectto the same restricted rights. .

In addition, restricted rights include any other specific rights not inconsistent Wit~ the
minimum rights in (1)-(4) above that are listed or described in this contract or described. in a
license or agreement made a part of this contract. '

"Technical Data", as used in this clause, means recorded information, rsqardless of
form or characteristic, of a scientific or technical nature. It may, for example, dccument
research, experimental, developmental or engineering work, or be usable or used to define a
design or process or to procure, produce, support, maintain, or operate materiel. Theldata
may be graphic or pictorial delineations in media such as drawings or photographs, ta,xt in
specifications or related performance or design type documents, or computer printouts.
Examples of technicaldata include research and engineering data, engineering drawing~ and
associated lists, specifications, standards, process sheets, manuals, technical reports,
catalog item ldentltlcatlons and related information, and computer software documentatlon.
Technical data does not inclUde computer software or financial, administrative, cost' and
pricing, and management data or other information incidental to contract administration. I

:1

.. I

Unlimited Rights', as used in this clause, means rights to use, duplicate, or dis¢lose
technical data, in whole or in part, in any manner and for any purpose whatsoever, and to
haveor permit othersto do so. !

(b) Government Rights,
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use, duplication, or disclosure of computer software required or authorized by the ternk of
the contract underwhichdelivery is made are required to be in human-readable formthai can
be readily and visually perceived and, in addition may be in machine-readable forr!J as
appropriate and feasible under the circumstances. Such markings shall be affixed b~ the
contractor to the computer software prior to deliveryof the software to the Government. I

,

(6) The human-readable markings may be applied to card decks, magnetic tape r~els,
or disc packs. This may be, in the case of a card deck, on a notice card even thoug~ the
cards of the deck do not contain printed matertal; ,in the case of a card deck packagediin a
container intended as a permanent receptacle for the cards, on the container; in the case) of a
tape, on the tape reelor on the surface of the leaderand trailerof the tape: and in the caseof
a disc pack, on the hubof the disc. I

1
(d) Unmarked or Improperly Marked Computer Software.

(1) No restrictive markings shall be placed upon computersoftware unless restrictions
are set forth in the contract prior to delivery of the software. Copyright notices as spechied in
Title 17, UnitedStates Code, Sections 401 and 402 are not considered "restrictive markiI;Jgs".
The Government may require the contractor to identify the contractual provision setting iforth
such restrictions before accepting computer software with restrictive markings. If computer
software is received with restrictive markings, andthere is a question whether it is authorized
by the contract to be furnished with restricted rights, it shall be used subject to the asserted
restrictions pending written inquiry to the contractor. If no response to an inquiry has peen
received within 60 days, or if the response fails to identITy the restrictions set forth in the
contract, the cognizant Government personnel shall cancel or ignorethe markings, notif~ the
contractor accordingly in writing, andthereafter usethe software with unlimited rights. '

(2) Computer software received without a restrictive legend shall be deemed to have
been furnished with unlimited rights. f-iowever, the contractor may request perrnlsslqn to
place restrictive markings on suchsoftware at his own expense, and the Government may so
permit, IT the contractor establishes that the markings are authorized by the contract! and
demonstrates that the omission was inadvertent. Failure of the contractor to mark such
computer software prior to deliveryto the Government shall relieve the Government of liability
for any use,duplication'or disclosure of suchcomputer software. !

(3) If computer software authorized by the contract to be furnished with restrictions is
received with restrictive markings not in the form prescribed by the contract, the software
should be used in accordance with the restrictions provided for in the contract and, the
contractor shall be required by written notice to correct the markings to conform with those
specITied in the contract. If the contractor fails to correct the markings within 60 days lafter
notice, Government personnel maycorrectthe markings, and so notifythe contractor.
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restricted rights, the associated computer software documentation will be acquired Iwith
limited rights to the extent provided in the definition of limited rights in Section 27.401, land
wiil not be used for preparing the sameor similarcomputer software. !

(f) Commercial computer software and related documentation developed at pri~ate
expense may be leased, or a licenseto use may be purchased, by the Government subjef;t to
the restrictions in subdivision (b}(3)(i) of the clause at 52.227-7013, Rights in Technical pata
and ComputerScftware. I

27.404-2 Procedures.

(a) Deviations. Ail requests for deviations from this Section 27.404 shail be subrnltted
to the DARCouncil in accordance with the procedures in FAR Section1.404. 1

(b) General.

(1) except as providedat 52.227-7031, DataRequirements, any computerprogram or
computer data base to be purchased under a contract shail be listed on the Contract Data
Requirements List (DO Form 1423). Also, if a contract requires the conversion of data to
machine-readable form, the editing or revision of existing programs, or the preparation of
computersoftware documentation, the products of this work, nrequired to be delivered, ~hail

be included on the OD Form 1423. \

(2) The clause at 52.227-7013, Rights in Technical Data and Computer Software, ~hail
be included in every contract under which computer software may be originated, developed.
or delivered, That clause. establishes the circumstances under which the Governinent
secures unlimited rights in both technical data and computer software, limited rights in
technical data, and restricted rights in computer software. In negotiated contracts where the
clause at 52.227-7013, Rights in Technical Data and Computer Software, is required! the
provision at 52.227-7019, Identification of Restricted Rights Computer Software. shall be
included in the solicitation. I

I. .
(3) Contracts under which computer software developed at privateexpense is procured

cr leased shall explicitly set forth the rights necessary to meet Government needsiand
restrictions applicable to the Government as to use, duplication and disclosure of, the
software. Thus, for example. such software may be needed, or the owner of such software
will only seil or lease it, for specltlc or limited purposes such as for internalagencyuse, or for
use in a specitlc activity, instailation or service location. In any event, the contract inust
clearlydefine any restrictions on the rightof the Government to use such computersoftware,
but such.restrictions wiil be acceptable. only if they will permit the Government to fulll(l the
need for which such software is being procured. The recital of restrictions may be complete
within itSElij or it may reference the contractor's license or other agreement setting [forth
restrictions. If referencing is employed, a copy of the license or agreement must be attached
to the contract. The minimum rights are provided in the Rights in Technical Dataland
Computer Software clauseat 52.227-7013, and need not be included in the recital. 1

(4)When computersoftware developed at private expense is modified or enhanced as
:!
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(i) demonstrates that the omission of the restrictive marking was inadvertent.

~

i'

(ii) establishes pursuant to subparagraph (d)(l) above that the use of the markir1gs is
authorized. and '

27.404-1 Policy.

(a) The Government shall have unllrnitsd rights in:
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j
1.

(2) No such advice shall be required as to items, components, or processes for ,yhich
notice was previously given pursuant to the predetermination procedure in the same contract,
or with respect to standard commercial ttems which· are manufactured by more than one
source of supply. No contracting officer approval under this clause is necessary f~r the
contractor to use any ltsrn, component,or process, identified pursuant to this requirement, in
the performance of the contract. i

(3) If the contracting officer agrees that under the policy stated in paragraph (c) ~bove
such technical data would be subject to limited rights, he may then determine whet~er to
invoke the procedure of paragraph (f) above, to negotiate for the purchase of unlimited rights
in such data or to adopt other suitable alternatives. The contract shall be amended to reflect
any changes required by these procedures.

27.403-3 Procedures.

(a) Deviations. Extension of the six-month period of subparagraph 27.403-3(d)(2)
below shall be processed under the authonty of FAR Section 1.403. Other devtatlons to
Section 27.403 and from the clauses prescribed for use herein shall be processed in
accordance with the procedures in FARiSection 1-404. i

(b) Establishing the Govemment's Rights to Use Technical Data.

All technical data specified in a contract or subcontract for delivery thereunder shallbs
acquired subject to the rights established in the appropriate Rights in Technical Data clauses,
Except as provided in FAR Section 48.1 05, and in FAR Subpart 36.6 no other clauses,
directives, standards, specifications or other implementation shall be included, directly lor by
reference, to enlarge or diminish such rights. The Government's acceptance of tec~nical

data subject to limited rights does not impair any rights in such data to which the Govenjment
is otherwise entitled or impair the Government's right to use similar or identical data acquired
~mm~~_ I

(c) Marking of Technical Data.

. . . . I
(1) Technical data delivered to the Go.,.ernment pursuant to any contract requirement

shall be marked wtth the number of the prime contract, except as provided, in Subparagraph
27.434-2(c)(2), and the name of the contractor and any subcontractor who generate,d the
technical data. Each piece of technicaldata subrnltted wtth Iimtted rights shall also be
marked with- . I

(i) the authorized restrictive legend,

(i1) an indication (for example, by circling, underscoring, or a note) of that portion ~f the
piece of technical data to which the legend is applicable, and i

(iii) an explanation of the indication used to identify limited rights data.
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s

(i) delete or modny the requirement for the technical data in which the Government
would need unlimited rights if it were ordered, or I

f

(ii) modify the specifications so as not to require or permit the use of the litem,
component or process coveredby the limited rights data; or

t
(iii) include a contractual option to acquire unlimited rights. (3) Wherj the

predetermination of rights in technical data procedure is to be used, include the provision at
52.227-7014, Predetermination of Rights in Technical Data, in the Request for Proposal~.

(4) If completion of predetermination proves impracticable before award lor if
contractual requirements relating to design or technical data items are changed during the
course of a contract, an appropriate provision shall be included in the contract, requirir!g the
contractor to complete the identification of limited rights with respect to that technical, data
listed in the solicitation for which predetermination was proposed, or to identify limited rights
technicaldata relating to the changedrequirements. '

(e) Subcontracts. It is the policy of the Department of Defense that prime contractors
and higher-tier subcontractors shall not use their power to award subcontracts as eccnornic
leverage to acquire rights in the technical data of their subcontractors for thems~ives.

Accordingly, a subcontractor who would have the right pursuant to paragraph (c) above to
furnishtechnical data with limited rights, may furnish such limited rights data directly to the
Govemment ratherthan through the prime contractor. .

(fl SpecificAcquisition of Unlimited Rights in Technical Data.
1
;

(1) Notwithstanding paragraph (c) above or any other provision of this subsection the
Government may acquireunlimlted rights in any limited rights technical data by means of
negotiation with an individual contractoror subcontractor, or as a part of a competition ainong
several contractors or subcontractors. Such individual negotiation or competition m~y be
conducted either by the Government, or upon Government request by the prime contractoror
higher-tier subcontractor. Such unlimited rights in technical data shall be stated iQ the
contract schedule as a separate item and shall be separately priced. Unlimited rig~ts in
technical data shall not be acquired under this paragraph unless it is determined attar a
finding upon a documented record that component, or process to which the technical!data
pertains; I:

:)

(ii) there is no suitable item,component or processof alternate design or availabiiily;
1,

(iii) the item or component can be manufactured or the process performed thrOug~ the
use of such technical data by other competent manufacturers, without the needfor additional
technical data which cannot be purchased reasonably or is not readily obtained by other
economic means;and .

(iv) anticipated net savings in reprocurements will exceed the acquisition cost ~f the
technicaldata and rightstherein. . _. 'j
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(3) At the same time, acquiring, maintaining, storing, retrieving, and distributing
technical data in the vast quantltles generated by modern technology is costlyIand
burdensome for the Government. For this reason alone, it would be necessary to contrcl
closely the extent and nature of technical data procurement. Such control is also necessary
to insure Government respect for its contractors' economic interest in technical data rellating
to their privatelydeveloped ijems. The policiesand procedures of this subsection are fr~med
in the light of these considerations. '.. I.. . I

27.403-2 Policy.

(a) General.
f

(1) It is the policy of the Department of Defense to acquire only such technical (data
rights as are essential to meet Government needs. !,

t

(2) In deciding whether to acquire technical data for future acculsltlons so that all kUCh
acquisitions can be made on a competitive basis tc the maximum practicable extentl the
provisions of this section shall govern. I

·t
(b) Unllrnltsd Rights Technical Data. Technical data in the following categories Sh~1I be

acquiredwith unlimijed rights. j
x

(1) Technical data resulting directly from perlormance of experimental, developmental,
or research work which was specified as an element of performance In a Government
contractor subcontract;

(2) Technical data necessary to enable others to rnanutactureend-ltems, componknts
and modifications, or to enablethem tc perlorm processes, when the end-items, components,
modifications or processes have been, or are being, developed under Government contracts
or subcontracts in which experimental, developmental or research work was specified as an
element of contract pertormanca, except technical data pertaining to ijems, components or
processes developed at private expense; !

(3) Technicaldata preparedor required to be deliveredunder any Government contract
or subcontract and constijutingcorrections or changesto Government·furnished data.

(4) Technical data pertaining to end-items, components or processes, prepared or
required to be delivered under any Governmellt contract or subcontract, for the purpose of
identifying sources, size, configuration, mating and attachment characteristics, functipnal
characteristics and perlormance requirements ("form, fit and function" data, e.g., specflcatlon
control drawings, catalogsheets,envelope drawings,etc.):

(5) Manuals or instructional materials prepared or required to be delivered und~r a
Govemment contract or subcontract for installation, operation, maintenance or trairing
purposes; and I
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(a) The exclusive rights provided by section 106 shail, with' respect to the works specjted
by subsection (b) and the activities specified by subsection (d), be subject to the conditions land
limitations prescribed by this section. ';

1.'

I
(b) Not later than thirty days after the Copyright Royalty Tribunai has been constituted in

accordance with section 802, the Chairman of the Tribunal shail cause notice to be published in
the Federal Register of the initiation of proceedings for the purpose of determining reascnable
terms and rates of royaity payments for the actlvltles specitled in subsection (d) with respect to
puollshed nondramatic musical works and published pictorial, graphic, and sculptural works ...1:

-~

l'

CHAPTER 2•• COPYRIGHT OWNERSHIP AND TRANSFER

Section 201 - Ownership of Copyright

r

l'

~

(a) Initial Ownership. Copyright in a work protected under this title vests initiaily in the
author or authors of the work. The authors of a joint work are co-owners of copyright in the work.

-~

~.

(b) Works Made for Hire. In the case of a work made for hire, the employer or other
person for whom the work was prepared is considered the author for purposes of this title and,
unless the parties have expressly agreed otherwtse in a written instrument signed by them, oli{ns
ail of the rights comprised in the copyright. !

(c) Contributions to Collective Works. Copyright in each separate contribution tJ a
collective work is distinct from copyright in the coilective work as a whole, and vests initiaily in (he
author of the contribution. In the absence of an express transfer of the copyright or of any rigljlts
under it, the owner of copyright in the coilective work is presumed to have acquired only the
privilee of reproducing and distributing the contribution as part of that particular coilective work,
any revision of that collective work, and any later coilective work in the same series. I

_!

(1) The ownership of a copyright may be transferred in whole or in part by any meansiof
conveyance or by operation of law, and may be bequeathed by will or pass as personal property
by the applicable laws of intestate succession. !

?
I

(2) Any of the exclusive rights comprised in a copyright, including any subdivision of any pf
the rights specified by section 106, may be transferred as provided by clause (1) and owned
separately. The owner of any particular exclusive right is entitled, to the extent of that right, to 4i1
of the protection and remedies accorded to the copyright owner by this title.]

:,i
;(

(d) Trsnsfer of ownership.
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Section 106· Exclusive Rights in (::opyrighted Works

Subject to section 107 through 118, the owner of copyright under this title has the exclusive
rights to do and to authorize any of the folloWing: j

(1) to reproduce the copyrighted work in copies or pnonorecords:

(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the public by sale at
other transfer of ownership, or by rental, lease, or i

r
L

(4) in the case of literary, musical, dramatic, and choreographic works, pantomimes, anJ
motion pictures and other audiovisual works, to perform the copyrighted work publicly; and

'(

(5) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and
pictorial, graphic, or sculptural works, including the individual images of a motion picture or other
audiovisual work, to display the copyrighted work publicly, .

Section 107· Limitations on Exclusive Rights: Fair Use

Notwithstanding the provisions of section 106, the fair use of a copyrighted work, includin~
such use by reproduction in copies or phonorecords or by any other means specfled by that
section, for purposes such as criticism, comment, news reporting, teaching (including multipl$
copies for classroom use), scholarship, or research, is not an infringement of copyright. I~

determining whether the use made of a work in any particular case is a fair use the factors to b$
considered shall include -

(1) the purpose and character of the use, including whether such use is of a commercia!
nature or is for nonprofit educational purposes: .

(2) the nature of the copyrighted work;

f
(3) the amount nd substantiality of the portion used in relation to the copyrighted work as a'

whole: and .
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t
The "United States", when used in a geographical sense, comprises the several States, t~e

District of Columbia and the Commonwealth of Puerto Rico, and the organized territories under
the jurisdiction of the United States Governmerlt. . \

A "useful article" is an article having an. instrinsic utilitarian function that is not merelyto
portray the appearance of the article or to convey information. An article that is normaily a part ~f
a useful article is consldered.a "usefularticle".1

1
The author's "widow" or "widower" is th~ author's surviving spouse under the law of t?e

author's domicile at the time of his or her death, whether or not the spouse.has later remarried. I

A "work of the United States Govemment" is a work prepared by an officer or employee pf
the United States Government as part of that person's official duties. .

A "work made for hire" is:

(1) a work prepared by an employee within the scope of his or her employment; or

)

(2) a work specially ordered or commissioned for use as a contribution to a collecti~e
work, as a part of a motion picture or other audiovisual work, as a translation, as a supplemental)'
work, as a compilation, as an instructional text, as a test, as answer material for a test, or as 'ln
atlas, if the parties'expressly agree In a written instrument signed by them that the work shall ~e
considered a work made for hire. For the purposes of the foregoing senter, a "supplementary
work" is a work prepared for publication as a secondary adjunct to a work by another author for
the purpose of introducing, concluding, illustrating, explaining, revising, commenting upon, or
assisting in the use of the other work, such as forewords, afterwords, pictorial illustrating, maps,
charts, tables, editorial notes, musical arrangements, answer material for tests, bibliographie;;,
appendixes, and indexes, and an "instructional text" is a literal)', pictorial, or graphic wotk
prepared for publication and with the purpose of use in systematic instructional activities. I.

Section 102· Subject Matter of Copyright: In General

1

(a) Copyright protection subsists, in accordance with this title, in original works of
authorship fixed in any tangible medium of expression, now known or later developed, from which
they can be perceived, reproduced, or otherwise communication, either directly or with the aid pf
a machine or device. Works of authorship include the following categories: I
(1) literaryworks:
(2) musical works, including any accompanying words;
(3) dramatic works, including any accompanying music;
(4) pantomimes and choreographic works;
(5) pictorial, graphic, and sculptural works;
(6) motion pictures and other audiovisual works; and
(7) sound recordings.

(b) In no case does copyright protection for an original work of authorship extend to a~y
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A work is "created" when it is fixed in a copyor phonorecord for the first time;where awo~
is prepared over a period of time, the portion of it that has been fixed at any particular tim~

constitutes the work as of that time, and where the work has been prepared in different versions,
each version constitutes a separate work.

A "derivative work" is a work based upon one or more prsexistlnq works, such as a
translation, musical arrangement, dramatization, fictionalization, motion picture version, sourd
recording, art reproduction, abridgment, condensation, or any other form in which a work may ~e

recast, transformed, or adapted. A work consisting of editorial revisions, annotations,
elaborations, or other modifications which, as a whole, represent an original workof authorship, IS
a "derivativework".' l

I,
A "device", "machine", or "process" is one nowknown or laterdeveloped.

To "display" a work means to show a copyof it, eitherdirectly or by means of a film, Slid~,
television image, or any other device or process or, in the case of a motion picture or oth~r

audiovisual work,to show individual images nonsequentially. .
f

f
A work is "fixed" in a tangible medium of expression when its embodiment in a copy qr

phonorscord, by or under the authority of the author, is sufficiently permanent or stable to permit
it to be perceived, reproduced, or otherwise communicated for a period of more than transitory
duration. A work consisting of sounds, images, or both, that are being transmitted, is "fixed" fqr
purposes of this title if a fixation of the work is beingmade simuitaneously with its transmission.

Theterms"inclUding" and "such as" are illustrative andnot limitative.

,
A "joint work" is a work prepared by two or more authors with the intention that their

contributions be merged into inseparable or interdependent parts of a unitary whole.

:t
"Literary works" are works, other than audiovisual works, expressed in words, numbers, or

other verbals or numerical symbols or indicia, regardless of.the nature of the material objects,
such as books, periodicals, manuscripts, phonorecords, film, tapes, disks, or cards, in which they
are embodied. .\

~
"Motion pictures" are audiovisual works consisting of a series of related images which,

when shown in succession, impart an impression of motion, together with accompanying sounds,
if any.

To "perform" a work means to recite, render, play, dance, or act it, either directly or b~
means of any device or process or, in the case of a motion picture or other audiovisual work, t6
showits images in any sequence or to make the sounds accompanying it audible. .

"Phonorecords" are material objects in which sounds, other than those accompanying ~
motion picture or other audiovisual work, are fixed by any method nowknown or laterdeveloped\
and from which the sounds can be perceived, reproduced, or otherwise communicated, either
directly or with the aid of a machine or device. The term "phonerecords" includes the material
object in which the sounds are first fixed.
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Because of the DoD's position as. a world leader in supporting the. development and use
software technology, 000 has had the misfortune of confronting a great many software problems
before they have rippled through other parts of the national economy. Unquestionably,
creates some difficuities for 000, and places the DoD in the position of dealing
that are often without precedent. a difficuit task indeed. On the other hand, this situation
the 000 a unique opportunity to influence the direction of the software industry in the future.
addressing the many challenges placed on its doorstep by the software industry, the 000
claim a strategic position on the leading edge of the development of software technology.
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13.2.2 000 Policies With Respect to RFPs and Procurement Practices ,

DoD could also do much to improve ijs own internal policies as to the preparation of RFPs, a~6
other aspects of DoD procurement practices. The Department could take steps toward great~r

standardization, and increased errq:Jhasis on maintenance/enhancementissues at an early stag~
of the procurement process (aswas discussed in Chapters 2 and 3). Moreover, this is an area if!
which DoD has substantial control since ij would not be limited by the notice and comment r~.

quirements which would accompany the adoption of newregulations. "

13.2.3 Legislative Reforms and Court Action

The DoD could use ijs powerful lobbying abilijies to seek Illgislative changes ff it thought this
necessary to improve lts posltlon in the software/data rights procurement area. Areas of tocus
might include the changes to the Contract Disputes Act to shunt all data rights disputes into thif
framework so that injunctive relief would be unavailable to contractors in software disputes (sell
Chapter 9) or the Copyright Act to getsoftware exempted from the Section 105preclusion again~t
direct government ownership of copyrights (see Chapter 5). Similarly, the government coulp
target certain areas for emphasis by its legal staff. Test cases could be sought in an effort to pyt
forward legal theories which DoD feels are important. Resources could be focused in thess
areas in an effort to maximize the chances that DoD \liould prevail as to these legal theories.
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accessible and knowledgeable supervisors. and they should be paid reasonably. In other WOrd~.
they should be accorded working conditions that are not seriously disproportionate to those pf
their counterparts in private industry. Good procurement regulations don't help unless you haye
experienced, well-trained, and dedicated people performing the acquisition work. Good people
can work around problems with the procurement regulations. If. on the other hand, 000 cor
tinues to lose its best people to industry due to low employee morale. inadequate job preperatlon,
undesirable working conditions, low pay and so on,then it will probably also continue to fafe

•
badly in its dealings with industry in the area of software/data rights procurement.

13.1.2Encouraging Employ~s to Speci~lize in the Software/Data Rights Area (
'{

As has been illustrated throughout this report,the acquisition of software, data rights and other
computer related technology is one of the more complex and specialized areas with which D~D
personnel become involved (see Chapter 3). Consequently. it would be beneficial to 000 to haye
some personnel who are sufficiently speciauzed in this area that they would be adept with tJie
intricacies and subtle nuances of software technology. It is also difficult, IT not impossible. torla
iegal generalist to acquire sufficient knowledge of intellectual property and software/data righis
issues to be able to perform well in negotiations or legal conflicts with industry people. many pf
whom are specialized hi those particular areas. In particular, 000 would probably benefit sig
nificantly if it encouraged more of its attorneys to specialize in the intellectual property area. w~h
some of these focusing their efforts on software/data rights issues. i

13.1.3 Internal Communications

the 000 might also do well to devote more of its resources to finding strategies which w~uld

improve internal communications within 000. and within and among the services and defen~e

related industries. Better feedback mechanisms. whereby individuals are informed not only bf
... I

problems which arise in the course of software/data rights acquisition, but also of approaches
which seem to work well, are needed. In addition, communication as to what software/data rights
resources are already available within the Department wouid be useful. Our research uncovered

'1
situations in which the same software or data rights had been purchased on more than one
occasion because of the lack of any mechanism whereby the availability of the software or dala
rights could have been communicated to others within the Department. Some form of library or
cataloguing system might even be .advisable as a means of encouraging that 000 take adva~
tage of the reusability of certain software, and of communicating that 000 already possesses

!.
certain data rights and there is no reason. therefore, to purchase them again. These are matters
which it is certainly well within the control of 000 to address. .

13.1.4000 -Industry Communications

In the course of preparing this report, we spoke with many individuals, from both government a$d
industry. who play some role in the software/data rights procurement process. We noted thin
representatives .of both industry and government are quick to acknowledge that there currenjly

j:

120



......
01



12.2.1 Government Funded Development of Mask Works/Chip Designs

We have not spoken with anyone in the Defense Department who is directly involved in gove~n·

ment funding of chip designs. We are aware of the VHSICs program and we have reason ilo
believe that some govemment funding of chip designs is ongoing. Because of this, some formal
DoD policyon ownership andthe extent of rights in chipdesigns would seemto be appropriate.I

12.2.2 How DoD Might Obtain Ownership of the Mask Work

Like the copyright law, there is a provision in the chip law that mask works created by the United
States government can notbe protected underthe chip law. Again like the copyright law, the c~ip

law provides that the United States government is not precluded from receiving or holding e~

elusive rights to maskworks by assignment, bequest or the like. Because of the similarity in t~e

wording of the copyright and chip law provisions, it would seem to make sense for the gove~n

ment to require, if it wanted to own the chip design, the developing firm to get a mask wO,rk
certificate and10 assign it to the government rather than to try to use an approach similarto Ih:al
reflected in the DoD special works clause. (See Chapter 5.)

12.2.3 How DoD Might Obtain Other Rights to the Mask Work {
!

If the government wants to allow the chip designer whose work it might be funding to retain
ownership of the mask work and wants to obtain unlimited rights or other license rights to use,
disclose or duplicate the chip design, the DoD FAR SUPP wouid have to be amended. T~e

standard data rights clause presently in place refers only to technical data and software. T~e

government may also want to give itselfthe right 10 distribute the protected chips, if the definiti~n
of unlimited rights is notcertain to include it.

Chip designs are not typically held as trade secrets once the chip has been sold into tli.e
marketplace because "publication" of the chip prevents the design from being held as a trade
secret. This makes the proprietary rights provisions of the standard data rights clause i~

appropriate for use in a contract involving acquiring rights in chip designs. Technical data abo~t

the process of manufacturing the chips however, might still present the same acquisition c09
cerns as are associated withothertechnical data.

12.2.4 Government Purchase of Infringing Chips

(a) Purchase for Government Use Only

Persons (including Ihe government) who buy"pirate" chips or who buy equipment which ccntalris
"pirate" chips for their own use will not be liable underthe chip law to the person who owns the
mask right in the chips. This means that in the ordinary case where the government might bJy
equipment for its use (and its use alone) the government will not be liable to the chip manufa9
turer if one of its contractors has used "pirate" chips in performance of a contract to deveiop th~

equipment. It is irrelevant whether or not the government knows that the contractor was usin~
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federal laws which contradict the provisions of the U.C.C., courts have increasingly applied
U.C.C. principles as a statement of the modern law of contracts to be used in federal contract
cases as well (Unned States v. Conrad Publishing Co. [28]). Implied warranty liability und~r

U.C.C. principles has been imposed in prior government contract cases (see e.g., Appeals 9f
Reeves Soundcraft Corp. [18] in which the Armed Services Board of Contract Appeals upheld th~

..government's right to refuse to accept a delivery ofmagnetic tape claiming the tape did not meet
the standards set by the parties to the contract. An implied warranty was found, applying pri~

ciples of the U.C.C. and the Uniform Sales Act as guides to federal law in the area of impliep
warranties). It would surely not seem reasonable that the government be accorded less warranty
protection than any other commercial customers of a seller. Under the U.C.C., implied warranties
of rnerchantablllty automatically arise in every transaction involving a merchant-seller ( [71] se4.
2-314) (unless appropriately disclaimed) and an implied warranty of fitness for a particular PU\

pose will be enforceable if the seller has reason to know of the buyer'S particular purpose for th~

software and that the buyer is relying on the seller's expertise in choosing or designing the correct
software (see [71] sec. 2-315). Therefore, if the software doesn't perform correctly and there i$
not an explicn disclaimer of implied warranty protection, there would seem to be some basis for a
government claim of implied warranties as to software delivered'to n, atthough in many cases
there may be a disclaimer.

j

And finally, software can be reused. The reuse of software further complicates the warranty,
situation in that the reused modules will often be subject to separate and distinct warranty provi-,
sions in themselves. The effect of the reuse on the warranty which applies to the module, and
the effect of the reuse on the ultimata product' are difficutt questions which add to the lack ~f
clarity as to this issue. I
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of a piece of software (e.g., comrolover making derivative work) as compared with the whole of ~.

piece of hardware. This means that itis even easier to get into a "sole source" arrangement as t~

software than as to hardware. Because the government is becoming ever more dependent o~.

software, this has to be a serious concern. .

Moreover, because software engineering is still in early stages of development, it is generall~
more difficult to specity how software (as compared with hardware) should be developed fO~
particular functions and to estimate the costs and development schedule for it. Software is alsO:
virtually "invisible" as compared with hardware, which means that it is more difficuit to detect i(
someone delivers very similar or nearly identical software on a second development contract!

!
And "invisibility" means that It may be more difficuit, as a general matter, to detect defects iri!:
software or to know how to fix them once the defect is known.• Again, because software en-I
gineering Is a developing art, software is likely to contain a lot of undetected defects that will need,
to be corrected while in the user's possession. Unlike hardware, software is readily changeablei!
new capabilities can be added withoutsubstantial additional plant or material costs. All it takes i~

labor. All of this tends to make software maintenance and enhancement a much bigger part ofi
software life cycle planning than is the'case with hardware. !.
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10.5 Ability of 000 Personnel to Make Use of Electronic Access Material ;
-~ .

Another difficult question is whetherthe govern~ent can effectively make use of on-screen tech-
nical data for maintenance/enhancement purposes. Some to whom we have spoken hav~

doubted that government personnel have the "know-how" to make appropriate use of CAD/CA~
programs and technical data thEly may contain. CAD/CAM programs tend not to be very "user
friendly." Not being able to find material they need, or even realizing it is accessible via the
electronic access to the CAD/CAM creates a real-world problem for government personnel. ~
contract with the CAD/CAM purveyor to supply training or "know how" on an as needed basis
might answer some of these problems. i

We understand that the Air Force has begun to encourage the delivery of technical data vla,
electronic media. At least some Air Force policy makers seem to feel that electronically acces-
sible technical data is preferable to data delivered in more traditional paper form. Electronic dat~
allows for easier storage, and over time, as electronic media are increasingly used for such data,
it will hopefully become easier for personnel to use. 1

10.6 Conclusion
.r-

CAD/CAM programs are a valuable technology that DoD should encourage, even if industry may
only be willing to provide access to the CAD/CAM, not a physlcal copy. As long as the gover~

ment has assurances that its access to the original CAD/CAM program will not be cut off;,
electronic access to CAD/CAM may actually provide some benefits over physical delivery of tech;
nical data. At any rate, the government should think through its policy in this area and determin~
what type of arrangement, consistent with regulatqry requirements, will protect its interests i9
access to CAD/CAM. "

110



and often not eventhe executable code -- to the government. Contractors seem to be concerned
that providing the CAD/CAM to-the govemment might endanger the .ccmmerclal value of t~e
program. Our information is that some of these contractors may, however, be willing to SUp~ly
the govemment with an access code through which the government will be able to gain remote
access to the firm's CAD/CAM system for a particular component or product on an "as needed"
basis. Further, our information is that these contractors may even be willing to allow the gover,n
ment to make a printout of a particular component design that may appear on the termi1;al
~~. I

f

Such an access arrangement would, however, raise some important questions and conce~s.
The primary question is whether such llrnited electronic access to CAD/CAM programs usedlin
the development of products the government is using would be sufficient to meet the mai(t
tenanceand enhancement needsof the government for that product.

10.2 Access to the Original CAD/CAM Program Needed
Because of the substantial commercial valueof such programs, contractors are constantly cha~g
ing --. improving and refining --- the CAD/CAM programs which they have developed, so as ito
make those programs even more valuable. The life cycle of components used by Do0 is v~ry

often as long as 20 years. Clearly, software industry people cannot be expected to keep th~ir
CAD/CAM programs the same for the me cycle,ofcomponents. Indeed, our understanding is t~at
some CAD/CAM programs are changed almost daily.

j:

An arrangement allowing access to a CAD/CAM program for maintenance/enhancement woulo
present some clear dangers for the government. Under such an arrangement, it would be t~e
contractor which controlled the program, and it would be the contractor which would be in!a
position to determine whether the program would be changed. For the CAD/CAM program to ~e

adequate for the government's maintenance and enhancement needs', the government woy;ld
need an explicitagreement that the originalCAD/CAM program would remain available to it.

10.3 The Need for Irrevocable Access
Anothercrltlcalconsideration regarding access arrangements for 000 would be: what assurance
will the government have that its access to the CAD/CAM would not be cut off? For example,
what happens if the government has a dispute with the vendor and, in retaliation, the ven~¢r
changes the access code to the CAD/CAM, thereby cutting off the government's access to the
program. The control of access to the CAD/CAM program remains with the vendor in this typelbf
accessing arrangement. The government would, at the least, want to get a contractual agre~
ment from the vendor that access to the CAD/CAM, whether through change of the access co~e
or otherwise, could not be terminated. Escrowing the CAD/CAM program with a neutral thir~.
party mightbe anotherway to protect the government's interests. i
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an injunction to issue, it directed the lower court to "grant such non-monetary relief as i~ finds
appropriate." The Megapulse decisionhas manygovernment lawyers worried.

The Megapulse decisionhas been cited approvingly in other cases including B.K. Instrume~i, Inc.
v. United States, [21]; Wiiliams International Corp. v. Lehman ([51]; and SpectrumLeasing(corp.. - - - - ::- - - - {:

v. United States[45]. Between these cases the Supreme Court decided another case Which
some DoD lawyers have thought to be somewhat helpful to the government's argumen! that
Megapulse should be overruled. That case is Monsanto Corp. v. Ruckelshaus [44]. Monsanto
compiained of the EPA's decision (under an authorizing statute) to. release valuable infor~ation
about Monsanto's pesticides to Monsanto's competitors. Monsanto argued that this was a diking

i
of propertywithout just compensation in violation of the Fifth Amendment to the Constftutlon, As
to one of the three time periods involved, the Supreme Court found that there may have been a
"taking"of the trade secret through a decision to release the data, which would reqUir~ just
compensation to be awarded to Monsanto. However, the Supreme Court held that equilable,
relief was not available to enjoin the taking of the trade secret for a public use which waslduly
authorized by law; a Tucker Act claim of monetary damageswould be the only remedyavallable.

J
The Williams International case discusses the implications of Monsanto on the viability of
Megapulse. Wiiliams International involved a subcontractor who was complaining of the N~vy's

decision to remove restrictive legends on its drawings submit1ed to the prime contractorw~o in
turn submit1ed them to the Navy. In Wiiliams International, the government relied on Mons~nto
for the proposition that injunctive relief was unavailable in any case where the government "took"
a trade secret. The government argued that Megapulse had implicitly been overruled by!the
Supreme Court in Monsanto.. The court in Wiiliams International disagreed. Although decidi~g in
favor of the government on the merits of the controversy, the court found that Megapulse hadlnot

r;

been overruled by Monsanto. A difference the court found signiticant between the Megapl!Jlse
and Monsanto situations was that in Monsanto there had been specflc legislative authorization
for the agency's release of data such as Monsanto's. Congress therefore had intended toIex-

r
ercise its eminent domain powers it necessary to achieve the release, whereas there waslno
similar authorization as to the subcontractor's data in Wiiliams International. j

:f

9.2.2 Application to Subcontractors and Primes ;
r

Another reason the court in Williams International decided that an injunction could issue agairst
the government in a data rights dispute of that sort was that the subcontractors were unabl~ to
directly bring suit against the govemment under the Tucker Act or make use of the comract
Disputes Act because there was no privity of contract between them and the Navy. The 4p,
plicable regulations do not provide a mechanism by which subcontractors can use the internat

T
appeais processfor contractdisputeswith primes. [66] 44.203(c) and 52.233-1, Disputes.) j

+
The DoD Authorization Act of 1985[52] may provide some additional buffer against injunctiye
relief in at least some future disputes between the government and subcontractors ov"er
proprietary rights in materialdeliveredunder contract. Section 1216of that Act, now embodiedlin
[57J sec. 2321 (e) states: 1
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9.1.6 Taking Trade Secret Software by Eminent Domain

Trade secrets have been held to be property which is protected by the Fifth Amendment of t~e

Constitution. This Amendment prohibits the government from taking private propertywithout dye
process of law or without just compensation (Ruckelshaus v. Monsanto [44]). It appears unlik~ly

that the Defense Department can exercise the power of eminent domain to take trade secrejs
without some explicit authorization from Congress (see e.g., UnitedStatesv. North American C?
[39), indicating the need for Congressional authorization to effect a valid taking under the
government's eminent domain powers).

Section 1498 impliedlyauthorlzesthe DoDto take patentsand copyrightsfor public use (Leesoria
Corp. v. U.S. [35]). The court in that case declaredthat whenthe govemment infringes a patent.at
has "taken" a patent license under an eminent domain theory based on the implied power 9f,
Section 1498.

It is not clear that this same analysis could be applied to a taking of software which Is protected
as a trade secret. There does not appear to be any law that, either expressly or impliedly. would

I

grant the government broad power to take trade secrets whenever the DoD feels it is necessary.
Although regulations which are promulgated by the heads of departments have the force arld
effect of law (Caha v. United States [22]) it seems doubtful that DoD could grant itsen the power
to "take" trade secrets. From the present interpretation of the law. this power probably requires

i:

sometype of legislative authorityfrom Congress. !

9.1.7 Liability of Government Employees for Unauthorized Disclosures of Trade
Secrets

If a government employee discloses trade secret or confidential information of a private firq,
without authorization, that employee may be prosecuted by the government under the criminkl

. I

provision of the Trade Secrets Act [69]. The Trade Secrets Act does not create a private right 9f
action which would allow the private firm to sue the government to enjoin any disclosure in vlota
lion of the statute (Chrysler v. Brown [26]) but the statute has been construed to provide a staa-

I

dard by which to judge the legalityof proposed agencydisclosures. One court has construed it \0
create a federal law right of non-disclosure (Chevron Chemical Co. v. Coslle [25]).

9.1.8 Injunctions Against Particular Government Employees

Another importantquestion is whether a government employee might be enjoined against use ~f
certain software in the course of his employment. even n the government itsen could not b,e
enjoined. An example was given of a lab director who was asked to sign a restrictive Iicens;e
agreement with a software company. This license agreement was not made part of the contract
which was signed by the contracting officer and did not contain the minimum rights required (n
software contracts. If the lab director had violated the agreement, the companycould not sue th

le

l

government because the lab director,who was not acontractlnq officer. had no authority to binfj
the government to such an agreement (see e.g., Utah Power & Light Co. v. United states

·1
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9.1.1 Forcing an Election of Copyright
t

Software is copyrightable subject matter (Apple Computer, Inc. v. Franklin Computer Corp. [19]).
Because software is copyrightable and because copyright protection attaches to original works Qf
authorship from the time of their creation ([59] sec. 302(a)), some government lawyers hav~
thought that the government would be able to use section 1498 asa shield against an iniunctio~n

in any software dispute. t
f

lt is an' intriguing theory, but there are some problems with lt. There does not seem to be ia
precedent that would support the theory that an infringercan force the owner of an unpublished
work to opt into the copyright system and forego trade secret protection just so that the infring~r
can avoid an injunction. Indeed, the Supreme Courtdecision in Kewanee Oil Co. v. Bicronco~.
[34] indicates that a company has the right to choose whether to rely on trade secret protectlon
insteadof seeking a patent. Presumably, the Courtwould, hold similarlyas to copyrights.

The theory would also seem to prove too much. If right, lt would mean the government could
release any or all technical data lt possessed, regardless of ~s restrictive legends, because vir
tually all"of the things that qualify as "echnical data" would also qualify as "original works of
authorship" under the copyright law. It would not be just as to software that this theory would
apply. There would be, then, no company trade secret which the government could not giJ,~

away. It is unlikely that courts would be willing to permit this construction of the reach of sectton
1400. •

9.1.2 Simultaneous Copyright and Trade Secret Protection in Software

The present standard data rights clause permits developers of software for the government {6
retain copyrights in the software ([61J sec. 52.227-7013(c)(1)). For reasons discussed in Chap
ter 1, there may be an incentive for a software producer to claim a copyright in the softwaie

. • "... I

because this action may have the effect of cutting back on the extent of the government's rights,
giving them a license to the software for governmental purposes ratherthan giving them unlim~e~
rights. Some privately developed software may also be delivered to the government w~h
copyright notices. .

t
[

Somegovernment lawyers have arguedthat wheneversoftware is deliveredw~h any indication <ilf
an intent to claim copyright protection, that means that section 1498 can be invoked to avoid dn

1
injunction. This theory is more plausible than the previously discussed theory, but ~ too seems to
rely on an election of protection theory that may not hold water. That is, the theory boils down ~o

the idea that nsomeoneclaims a copyright in something, he cannot claim ~ as a trade secret at
the same time. However, simuRaneous copyright and trade secret protection has been findin!g
acceptance in the courts (see e.g.,Warrington Assoc. v. Real Time Engineering Systems, In9.
[48]) in which the court held that even ncomputersoftware is mass marketed, as long as there is
an agreement not to disclose by the purchaser, trade secrecy as well as copyright protection can
be maintained.) And many software producers rely on both. The 000 standard data rights

._ '. .' .-... I

clause does not, either explicitlyor implicitly, seemto require any election. I
s
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8.2 Discretionary or Special Clauses
There are many clauses in government contracts that are not mandatory. Some are standard
discretionary clauses, such as the special works clause [61] sec. 52.227-7020). Some are spe
cially drafted for particularcontracts, for example, clauses definingthe scope of warranty righ!s in
software. If a prime contractor has promised the government to obtain certain rights und~r a
discretionary clause (e.g., to obtain a copyright for the government or to obtain strongwarranties),

!
and the prime is either unable or neglects to get a commitment for such right from a subcontrac-

I
tor, it seemsunlikelythat the government could enforce against the subcontractor the rights it,had
expected the prime to get for it. We were told of a numberof examples of this kind of problem,
We were given to understand that thesesituations tended to be resolved through negotiation~the
prime typically conceding its neglect and offering some penance, but without the subcontractor
giving in further. This was perceived by DoD lawyers to be a serious problem, particularly a~ to
software licensing. The difficulty for a contract officer In finding time to closely supervise data
rights provisions in subcontracts was often cited as a contributing cause of this problem. CI~ser
supervision of the terms of subcontracts would, however, seem to be the best way to resolve i\his

)

set ofproblems.l

f
\
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8.1 Mandatory Clause

8.1.1 Subcontract Silence

The strongest argument for awarding the govemment an entitlement to the same rights; in
subcontractor-produced software (or technical data) as it had arranged for wlth the prime is when
the subcontract is silent as to the issue and the issue pertains to something addressed i~ a
clause that is mandatory in government software acquisition contracts, for example, the standard
data rights clause. The same policy considerations that prompted the court in G.L. ChristiaQ &

Associates v. United States [29] to read a mandatory 'termination at the convenience of the
government" clause into a govemment contract would seem to apply as to subcontract arrange
ments. Subcontractors will surely know that the software they are developing is being develo~ed

for the government. They would probably be held to have constructive notice that DoD regyla
tions require inclusion of the standard data rights clause in software development contracts un
less a deviation is granted ([61] sec. 27.404-2(b)(2)) and that the standard clause recuires
primes to flow govemment requirements down ([61] sec. 52.227-7013(g)(1». Regulations such
as these have the force and effect of law (Caha v. Un~ed States [22]). From a policy standpolnt,
the effectiveness of the regulations in creating a system in which the government will know what

. J
rights ~ has in everything it buys would be seriously undermined ff subcontractors were atlowed to
avoid mandatory clause flowdowns w~hout making a special showing of need for a devlatlon.
The regulations define, in many respects, what minimum rights the government must have. ~n

less a deviation is obtained, the govemment would seem to have the right to expect that this set
of minimum requirements would be met. I

'1

8.1.2 Contradictory Clauses

Suppose the prime is unable to persuade a subcontractor to allow the government to modify the
j

software and agrees to inclusion of a clause that precludes modification. Regardless of whether
the standard data rights clause is included or excluded, would the government have the rightiito
modffy the software? The issue is important because commercial licensing arrangements ty~i
cally do not allow the licensee to make modffications or enhancements. Subcontractors (or
software may be quite insistent that the software not be modffied, especially ff the software islto

fbe warranted.

As Chapter 2 above indicated, some contract officers seem to believe the government would 10t
have the right to modify software ffthe prime had negotiated the right away. Other governm~rt
lawyers to whom we spoke believed that the government would still have the right to modffy t~e

software notwithstanding the contrary agreement. One lawyer cited Technical Developmeat
Corp. v. United States [46] in support of this theory. Certainly, the policy considerations whi~h
support the Christian doctrine and its application in subcontractor contexts would seem to ge
useful to the government when confronted w~h a clause in contradiction to the governmenrs
standard set of rights. A deviation is always available ff <l. special case can be made for IimitiQg
the government's rights in particular instances. In the absence of a deviation, the governmept

r
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In other words, the 000 may never be free from obligations to Contractor A so long as) its .
copyrighted Z System is the basis for the derivative programs.

7.6 What about Patents?

On the assumption that software is not patentable and that software algorithms are not patent
able, let's suppose that the Z System contract says nothing about allocation of patent rig~ts.

Although there are certainly cases which say that software and algorithms are not patentable 4nd
other cases which say that transformation of matter from one physical state to another is requited
for patenting a process that may be implemented in software, it is fair to say that patent lawl as
regards software is in a state of flux. One important recent case upheld a brokerage firm's pat~nt
of a data processing process implemented in software (Paine, Webber, Jackson and curtts v.
Merrill, Lynch, Pierce, Fenner and Smith, [40]). This case could presage a wave of npn
manufacturing process patents for software. The government should simply be aware of t.his
because aithough patent ownership by a private firm on software in which the government ha~ a

f
copyright would not necessarily hurt the government in terms of its own use of the software, it
may hinder the government's right to license commercial distributions of the copyrighted software
by other firms whom the government might license to use the software. Commercial dlstributions
might require getting permission from the patentee as well as from the government.

7.7 What about Trademarks?
+

As indicated in Chapter 6, the government is more frequently taking ownership (or at least stakIng
out rights to) to trademarks in software development contracts. Assume a 000 RFP for some
system such as Z system or Z System-2 claims government ownership of a trademark for the
system. There.is nothing wrong with the government trying to get and enforce trademark rig~fs
so long as it is careful about what it is doing. As Chapter 6 points out, trademarks can be very
tricky; certification marks in particular are subject to cancellation if one begins owning wha~ is
being certified. Because of this, guidance through a standard regulation about taking trademark
rights would seem to be advisable.

7.8 What about Warranties?
i'

Now suppose a 000 RFP is issued for a software system such as a Z System-2 which disclaims
any warranties for the Z System code that will be "GFI"ed to the winning bidder. (Some govern
ment people seem to think it unnecessary to disclaim warranties, arguing that everyone kno~s
that the government never warrants anything.) The Z-2 Contract, we'll assume, is is otherwise
silent about warranties. As Chapter 11 explains, there is some chance that implied warrantlea of
merchantability or fitness for a particular purpose may attach to software; and taking the copyri$ht
may entail taking some responsibility for warranties. Because of this, the government should ce
careful about making sure that in any distribution of the Z System code (or a derivative) to any
commercial customer of the winning bidder, the government's liability for warranties in that coda

(,

(as well as in the original Z System) be adequately disclaimed. .
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would give the government the right to prevent Contractor A from preparing, copying, or distri~ut.
ing unauthorized derivative works (such as an enhanced Z System). The copyright might also
give the government the right to challenge any copyright Contractor A might claim in an enhanced
Z System (recall that copyright protection is not afforded to unauthorized derivative works). But
negative power is not the same as positive power. That is, the power to prevent comracto] A
from making or selling an unauthorized enhancement would not entail a corresponding power[on

the part of the government to emploYthe enhancement for itself (i.e., to use, disclose, copy, oriido
anything else with it).

7.3.6 DoD's Rights to Control Contractor A's Arrangements with Other
Government Agencies 'i

In this hypothetical, it has been assumed that DoD obtained a license to copy and use th~ Z
System for governmental purposes. This license would not seem to be restricted to the DoD,put
would seem to cover all federal agencies. It is an interesting question whether Contractor A ~as
the right to sell the Z System to another govemmental agency, given that the DoD's license wo~ld
seem to mean that all governmental agencies are already entitled to use it without charge. I·

r
Suppose, for example, Contractor A sells rights to the Z System to a NASA facility, at sO,me

specified charge, and even agrees to do some enhancements for NASA. The 000 might wonder
1

whether Contractor A has a right to do this and whether DoD will be able to get unlimited (ot at
least license) rights to any enhancements that NASA might fund.

i

As to the former question, it would be somewhat dependent on the terms of the original contract,
but assuming that there is no clause explicitly precluding sales to other governmental agencies, it
is hard to see on what basis DoD could argue that Contractor A has no rights to sell to NASAlas
part of its commercial market IfNASA wants to buy. As to the latter question, DoD would seen) to
have no greater rights to obtain from Contractor A the derivative works it prepared for another
government agency than as to derivative works prepared for private companies. Perhaps,
however, the DoD could obtain the enhancements directly from NASA in such a circumstance. i

I

7.4 Giving Outthe Z System to Industry for Other Than RehostlRetarget
Purposes

If DoD has only been releasing the Z System to software defense industry firms for the purposes
of havlnq rehosts or retargets made for the government to enable the government to fulfill! its
governmental missions, this would seem to be within the scope of a "governmental purpose"
license. But suppose the DoD decided instead to give out the Z System to the software deterisa
industry for use by the firms to produce code for the government. Would that be a v~lid,
governmental purpose within the govemment's license or would this be an encroachment on the
commercial market rights of Contractor A under its copyright? It is a close question. If the sPle
use that could be made of the Z System by industry was in performance of government contracts,
that would seem to be within the ljCOpe of the government's license. Simply to distribute th~ Z

• •
~.
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casting Co. [30]). Also, copyright protection in a derivative work will not attach to the extent that it
r

unlawfully incorporates another author's copyrighted material ([59] sec. 103(a)). If the gove~n-

ment (instead of Contractor A) owned the Z System copyright, .!! could authorize Contractor B ito
copyright Contractor B's derivative work. Not owning the copyright, the government can't grantlto
Contractor B a larger license than the government's arrangement with Contractor A permits.
Because of this, it would not be clear that Contractor B could copyright the retarget and distribU:te
it commercially. As a matter of copyright law, Contractor A would seem to have a legal right ito
control commercial distributions of the Contractor B version of the Z System, although as subsec
tion 7.3.5 within indicates, Contractor A may not itself have any rights to use or sell Contractor ~'s

version of the Z System.

7.3.2 Giving Away Z System Code for Commercial Distribution

Now suppose that 000 is also in the process of letting a second contract for some enhancements
to the Z System (Z svstem-z). (Suppose also that Contractor A will not be a contender for t~is

contract.) As a result of the problems 000 may have had with Contractor A over the original!Z
System, assume that DoD's contract personnel for Z-2 try very hard to structure their contractual
arrangements with the new contractor so as to avoid those problems. One way to attempt t~iS

might be to try to get government ownership of the Z-2. (The problems with this approach be
discussed below in Section 7.5) Suppose also that part of the RFP authorizes the winner of t~e

Z-2 contract to distribute the machine-readable version of Contractor A's Z System to all of i)S
commercial customers. (The RFP might forbid the winner from selling Contractor A's version pf
the Z System code but might purport to allow it to distribute the Z System code to commercial
customers free from the obligation to get Contractor A's permission and free from any obligatiqn
to pay royalties to Contractor A.) To the extent that the Z-2 would be a derivative work of thelz
System, the RFP might also give permission to the winning offer or to sell or license the derivative
Z System to its commercial customers free from any obligations toward Contractor A.

The interesting question is, of course, whether the government has the legal right to authoriie
commercial distributions of the Z System code or to authorize commercial distributions of \a
derivative work of the Z System program without Contractor A's (i.e., the original copyrigpt
owner's) permission. This, of course, leads back to the question of what the scope of t~e
government's rights are under the standard data rights clause. i

7.3.3 Balancing The Government's and Contractor A's Interests ,

The government might argue that it does have the legal right to do these things because it is an
appropriate governmental purpose to have rehosts, retargets, and/or enhancements of theiZ
System made at the least cost to the government, and for those rehosts, etc. to be widely avail
able, and Contractor A always knew that widespread dissemination of derivative works was ih-

i-

tended.

Contractor A's response might well be that 'under the copyright law, it has rights over distributioqs
of its product to commercial customers and over distributions of derivative products to cornrnerclal
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The question the government needs to know is: What is the. extent of the government's rightslin

the Z System.

7.3 Rehosts,Retargets, and Enhancements of the Z System

It is important to understand how the cutback from unlimited rights to governmental purpose
r

rights might limit the government's power to achieve its objectives for Z system. The clearest
example of a likely source of friction would arise in the creation of derivative software. We ha~e
assumed that the govemment always intended to authorize rehosts and retargets to be made 9f
the Z System and that Contractor A would not be the sale source for all these derivative work.~.

Contractor A, in this hypothetical, would likely not contest the government's right to distribute t~e
Z System for the purpose of having rehosts and retargets prepared for it. i

I
But what Contractor A may wish to contest is the right of the government to make certain kinds pf
deals to get rehosts and retargets made for them. Further, Contractor A may well claim rights in
derivative works of the Z System done by other firms-. If firms developing the derivatives atterrpt
either to distribute the Z System or derivative works of the Z System for commercial purposes,
Contractor A might challenge their rights to do so. The government itself might be concerned
about what, IT any, rights it might have in rehosts or retargets done by Contractor A for entiti~s

other than the 000. These problems are explored in detail below.
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Ada is less likely to be found generic as to computer programs (or compilers). To the extent that
the DoD wants to assert trademark-type rights to "Ada" in conjunction with computer programsl it
may (if careful) be able to maintain some control over the term.

6.3.2 The Scope of the Government's Rights in "Ada" as to Compilers

Assuming that DoD owns a valid certification mark in Ada as to. compilers that meet lts rigoroys
set of prescribed standards, DoD not only can authorize those who meet the standards to adv~r

tise their products as "certffied as Ada compilers," it must police the market to insure that others
are not marketing uncertified products as ff they were certfled, But this duty can be over
zealously enforced. Owning a certltlcatlon mark in Ada does not necessarily mean the goverp
ment has a rightto prevent anyone who has produced a compiler that is capable of compiling Aqa
source code into machine code from making reference to "Ada" in promotional materials for t~e

program. DoD would have a right to control who can promote their products as "certified as an
Ada compiler." However, this does not mean that DoD can stop someone from saying "thls
program compiles Ada." There is such a thing as a fair use defense to trademark infringemept
actions. Under 15 U.S.C. sec. 1115(b)(4) [63] persons are entitled to use words that other people

claim as marks if they do so in good fa~h and in order to accurately describe.their product. THe,
latter comment above would appear to fall w~hin the fair use defense. .

6.3.3 The Scope of the Government's Rights in "Ada" as to Other Programs i

From perusing the AJPO Guidelines for the use of Ada, ~ appears that DoD is claiming rights \0
control use of the term "Ada" in conjunction with programs other than compilers. However, these
guidelines only set forth standards that must be met by compilers. If the government wishes (0
certify other kinds of programs, it would need to have and publish standards for those other
things. And, of course, the government's mark as to other programs would also be subject to la
fair use defense.

6.3.4 The Scope of the Government's Rights as to References to "Ada" in
Publications

!

Many trademark owners whose marks are endangered because of widespread usage of the term
in a generic way (Xerox, Kleenex, and plexiglass come to mind) have undertaken a policy \0
protect the source signfficance of the mark by highlighting lts trademark significance. This may
include, in the mark owner's own promotional materials, use of a "TM" or "(R)" or "brand" placed
next to the endangered mark; ~ may also include the mark owner's request (or even demand) (0

others who might make reference to the mark, that they acknowledge the mark as a trademark (n
some way (e.g., use of "TM" next to the word). A trademark owner does not, however, have ia
legally enforceable right to insist on reference to the mark as a mark in connection with writte~
materials (other than advertisements). The only thing.that invades a trademark owner's rights (s
use of the mark by a competitor or near competitor in a way that would confuse consumers,
Reference to a mark in a book or article does not fall into that category. That isn't to say that DoD

t
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To obtain rights to a certnication mark, one rrust register the mark wnh a federal agency and Jet
forth the crherta an applicant must satisfy to be certified to use the.mark. The certltlcatlon mark
owner is obligated to apply the standards in a non-<liscriminatory fashion to those who seek
certification. A certnication mark is subject to cancellation or to a challenge to its validity tin
infringement litigation n:

(1) the owner of it has not controlled or is unable legitimately to control use of the mark,

(2) has started reproducing or marketing any goods to which the certification mark is applied,

(3) has permitted use of the certification mark for other than certification purposes, or

(4) has discriminatorily refused to certify or continue to certify the product of any person who
meets the standards which the mark certifies ( [63] sec. 1064(e)).

j:

A certification mark will also be subject to cancellation n it is (or has become) a generic or
common descriptive name for a kind of product ([63] sec. 1064(c). Even having an
"incontestable" mark will not preclude cancellations on these grounds ( [63] sec 1065).

The important -- if obvious -- point here is that either one has a trademark or one has a certific~

tion mark. One. cannot have both, at least not as to the same or similar kind of goods ( [7] sef
19:32). While "Good Housekeeping" is a trademark as to a magazine and a certltlcatlon mark ,/-S
to various household goods, there is a large gap between these two things. Where the gap iiis
narrower or non-existent, certitlcatlon marks may be invalid nsimilar to a preexisting trade mark,
already owned by the applicant. (See In Re Florida Citrus Company [32]). And if one has[a
certification mark, one cannot at the same time be the producer or distributor of goods of t~e
same kind. !

6.1.3 What is "Ada"?

The government has established rigorous standards that must be met before a compiler can be
!

certified as an "Ada compiler." It seems reasonable, therefore, to assume that the kind of mark
government must have in "Ada" is a certification mark for use in connection with compiler
programs. If this assumption is COrrect, then, in accordance with the principles set forth in tHe
previous subsection, it is clear that the government, in order to maintain the certification mark,

I
must not take ownership rights in any software using the mark. It must police use of the mark qy
non-certified parties. It must make sure that the mark is not used for other than certificaticjn
purposes. And it must not deny certification to qualified parties. If "Ada" is intended to bela
certification mark for things other than compiler programs, the government should make sure ils
registration for "Ada" is broad enough to cover these other things and the government mu~t

develop standards and guidelines for other such "Ada" products.
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achieve in a democracy that depends upon accurate public knowledge the broadest publicity fpr
matters of government." The concerns expressed in the Rickover case relate to censorship a~d

freedom of information. These concerns provide a justification for prohibtting government acquisl
lion of copyright protection for works developed at public expense, and are also consistent wi!h
the differential treatment accorded patentability of inventions developed at public expense On
which case concerns over free flow of information and the potential for censorship would not ~e
as pronounced).

Software would seem to fit more appropriately within the rationale for allowing exclusive rig~ts

protection in the area of inventions than for preclUding such rights for the government in the ar~a
of copyrightable subject matter. Software would not seem to raise the same kinds of "free flow 'of
information" and "right of the public to know" concerns which underlie the differential treatment

I

accorded "works of the Untted States Government" of a traditional copyrightable sort as opposed
to works which involve patentable subject matter.

Software is a tool for performing a job; it is a commercial item, not a communicative one (at least
I

not in the censorshipifree flow of information sense of that term). The commercial realities of tQe
software industry make tt highly desirable for the government be able to protect lts interests in this
area. The issue is not one of censorship, but one of rational use of public funds. The public
benefit from a "free flow" of the "information" contained in software seems less strong than in t~e

case of books and articles. Given that the public is likely to pay more---in the form of high~r

expendhure of tax dollars---for this dubious privilege, the rationale for treating software the same
as other copyrighted works seems weak. !

i
The policies of the Section 105 prohibttion against copyright protection for "works of the Unit~d

States Govemment" simply do not fit in the case of software deveioped at public expense, and
actually seem to.be undermined by such an application of this provision. i

5.4 Conclusion

There do seem to be some circumstances in which government ownership of rights in software
would be desirable. Strict application of the copyright law does not provide adequate intellectual
property protection for software developed at public expense. A protection scheme more akin \.0
that provided under the patent laws may be needed to adequately protect the governmentls
legttimate interests in software developed at government expense. At the very least, an excep

lion from the Section 105 prohibition against copyright could be argued for on these grounds.
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produced in performance of the contract, (3) the right to obtain an assignment of copyright in SUf::h
data, and (4) the right to limit the release and use of certain data by the contractor (See [66] sJc.,
52.227-17(b)O(1 )).

One of the two key features of the FAR special works clause is the explicit agreement it demands
from the contractor not to assert a claim of copyright in any data first produced under the contract
without the written permission of the contract officer ( [66] sec. 52.227.17(c)). The second k~y

feature is the power given to the contract officer to direct the contractor to claim copyright in such
data and assign the copyright to the government or its designated assignee. (Id.) A further

. , - t

interesting feature of the FAR clause is the limitations it puts on the contractor's own use of data
first produced under the government contract. The contractor under the special works clause
agrees not to use the data for purposes other than performance of the contract and not '(0
release, reproduce, distribute, or publish the data without the written permission of the contract
officer.

If ownership and control of certain software is what the Defense Department thinks it needs, tbe
Department would be well-advised to pursue a strategy similar to that reflected in the new FAR. i

5.2 The Implications of Owning a Copyright

There are two differences in the nature of the copyright protection afforded to those who ta~e

copyrights by assignment and those who own copyrights directly. A copyright obtained through
assignment can be taken baCk by the author after a period of 35 years ( [59] sec. 203(a)(3)). THis
provision was meant to protect improvident artists who might have signed away their rights "fo~a
song" before the value of their product had been recognized. Thus, the government might obtain
less than the full-term of copyright protection (generally, 75 years) which would be available ifi it
could take a copyright directly. Still, a more limited form of intellectual property protectlonjs
certainly preferable to a form of protection which may be unenforceable; and, at any rate, ~5
years is generally a more than SUfficient length of protection due to the typically rapid obsctes-
cence of software. 1

i
Secondly, to make an assignment of a copyright effective against a third party, it must be

I
recorded in the Copyright Office. Wrthout recording, the assignment to the government might
have to yield to a subsequent assignment to a purchaser in good faith ( [59] sec. 205(e)). in
addition, proper recordation of the transfer of copyright is a prerequisite to the ability to bring 4n
infringement action ( [59] sec. 205(d)). It would thus be important for the government to take this
step and see that the assignment is recorded with the Copyright Office. '

5.3 A Need for Legislative Reform? 1
It is interesting to note that the U.S. Government is permitted to take patent rights directly, but n~t
copyrights. Congress appears to have two principal reasons for prohibiting copyright protecnon
for "works of the United States GQvernment." If the Defense Department regards being able (0
take direct copyright interests in IIQftware as sufficiently important to seek special dlspensatlon

r
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of two instances of such claims in the commercial marketplace: one in which the producer

compiler claimed rights to royatties in compiled code, the other in which the producer of
operating system claimed rights to prevent sales of programs developed through use of
operating system to entities other than the operating system's owner. It may be this idea
catch on more widely over time. DoD might want to consider putting a provision in the procure
ment regulations to the effect that the government shall own rights in the software produced
through use of other software, just to be on the safe side.
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Fortunately, the government, through the standard data rights clause, always has modificati¢n
rights in any software acquired under the Do,D FAR SUPP. But as pointed out in ChaPte~ 2
above, the government does not, as a matter of course, have the right to sublicense its modifi~a

tlon rights to others. To sublicense the modification right in copyrighted trade secret software
without the software owner's permission creates the risk of injunctive relief being entered agai~st
the government. (See Chapter 9.)

l:

Who owns what rights in modified or enhanced software can be an extremeiy complicated ques
tion because of a copyright rule that limits or negates copyright protection for any derivative wc¥
made without the copyright owner's full authorization. [59J sec, 103 (a). Because the present
procurement regulations seem to give thegovemment authority to prepare derivative works iOf
copyrighted software developed at public expense only for government purposes, the rights of t~e
firm that made the modifications to make use of the modifications, even on its own copy of tbe
same software, may be limited by the copyright rule. (See Chapters 1 and 7.) i

4.2.2 Duty Not to Create Similar Derivative Software of Privately Funded Software',
.: ' !,

The government clearly has the right to modify the software in which it has obtained rights, 'to
maintain it and to add a new capability needed ito make the software better able to do the thing: it
was acquired to do. It is, however, a different question whether the government has the right to
create another piece of derivative software, such as the translation of a program originally writt~n

in JOVIAL to one written in Ada, without the permission of the owner of a copyright in the origin~1

software. Indeed, the 000 FAR SUPP contains a policy statement indicating that proprletary
software documentation will not be used to create other similar software. [61J sec. 27.404-1 (e).

4.2.3 Authority to Create Derivative SOft\l1lare if PUbliclyFundedi
J

If the govemment has funded the development of software, it usually expects to have unlimited
rights in the software. If the government has unlimited rights in software, an argument can be
made that it has the right to create or authorize creation of derivative software. However, strictly
speaking, the definition of unlimited rights refers to "use," "copy," and "disclose" as the rights t~e

government has, which could give rise to an arqurnentthat creating a derivative work is not within
the scope of unlimited rights. The copyright statute could be cited to support this strict construe
tion because of its separation of "copying" and "creating of derivative works" [59J sec. 106. sonie
clarification of the govemment's right to create derivative works in the definition of "unlimit~,d
rights" might be wise. )

t
Also, as Chapter 1 has indicated, the government's payment of the development costs 9f
software does not necessarily mean that it has truly "unlimited" rights in the software. T~e

developer of such software has the right under the present regulations to take a copyright in i,t,
with a license back to the government to use it,for govemmental purposes. This would seem 10

i
mean that the government's authority to authorize others to prepare derivative works is thereby,

.' '. ',- ,. • . . '. J,

limited. As Chapter 7 indicates, this may mean that the original contractor would probably o;e
able to prevent any contractor who prepared a derivative work for the government from marketi~g

the derivative workcommercially.!
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i'

ment may be reduced to having a governmental purpose license in it (See Chapter 1). the
government's ability to authorize other firms to reuse this software, for purposes other than !the
governmental project (i.e., for any potential commercial spinoffs) may be seriously jeopardlzsq by
the restrictions of the governmental purpose license (See Chapter 7). The government will ~ISO

have the same problems getting adequate documentation from company A to give to company B
for software reuse purposes as it does in getting the documentation Ifor
maintenance/enhancement purposes (See Chapter 2).

;

In addition to the idea of reusingspecffic software from one project to another (as in the radar
example), there is growing interest in broader scale reusability projects, such as creating
programs consisting of thousands of modules of code, different combinations of which can' be
formed to produce different software. Some programs of this sort have already been developed.
Some are proprietary. Some have been prepared by government engineers and proqramrners,

It is clear that ff the baseline program is proprietary, then modules of it will also be proprletary.
Use of such a proprietary base program to create application software consisting of some of }the
base program's modules would seem to create a proprietary derivative work. Certainly iflthe
base program is copyrighted, it would seem that the user would need the copyright owner's
permission to create such derivative works. This permission might be limited or withheld. 'For
example, the owner of the base program might limit use to creation of certain kinds of application
software, or may make the right to this sort of reuse contingent upon payment of additidnal
royaltles (besides whatever fee one paid to obtain access to the base program). If one wishe~ to
use two or more proprietary base programs owned by different companies to create new soflW',.re
with modules from each, one might need each company's explicit permission. Some corrpanles
might object to incorporation of rnoduleefrom another system. It is dffficuil to imagine how to d,eal
with all the many conflicting proprietary claims and the many claims for additional royalties eviery
time each standard module is used. (Think of how many pieces of software have the same b~sic
I/O routine). This set of complexities has led many in the government to doubt the advisabilitY of
making use of proprietary reuse programs of this sort,

-
4.1.3 Incentive Problems with Broad Rights to Reuse in the Government

These concerns about reusability of proprietary software has led many to insist that the govJrn
ment must own the software or have unlimited rights to make software reuse feasible at all.

Some in DoD, though, worry about the quality of large scale reuse programs developed either
. .. i-

internally at DoD or by private companies for the government. Ailhough DoD does, in tact,
develop a lot of software in-house, that is not its main mission or the thing that it does best. l\he
quality of software produced by the government may not be as high as that produced b* a
top-notch software development firm. And private firms may lack incentives to develop outstand
ing reusability programs for the government, that is, programs in which the government would
have unlimited rights and for which the government would have to pay no further royalty, jno

. , matter how much reuse was made of 'its modules. (This, of course, is precisely what many
. (

government people want: to buy one excellent program and not have to pay again each time a
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tricacles of the copyright law as n affects the many different types of derivative works of software
with which DoD must deal. To understand how the derivative works right may limit th~

government's rights as to software, this Chapter will first discuss reuse and then the other terms
of derivative works wlth which DoD must be concerned. i

4.1 Reusability of Software· The Pros and the Cons ,

Reuse of software is an attractive idea. For one thing, if software was reused, there would Iike+
be more standardization of software and software components, which would seem a promising
step toward solving some of the current problems wnh supportability and maintainability df
software raised in Chapter 2. Greater consistency and reliabilny in software would also seem to
be potential benefts of reusability, Reusabilny also holds out some promise of saving con
siderable amounts of money, or at least of allowing DoD to get more or better software for th~
same money. It was widely believed by DoD personnel to whom we spoke that DoD was payin~

time and time again for development of the same software or software components. It was widely
believed that software costs would be reduced if software, or at least certain common functions ib

•
software, were able to be routinely reused. Also, reuse would seem to promise reduced software

I
development time. If one can use this standard input-output routine and that finer and this stan,
dard whatever, and put one's programming effort into providing the "glue" wnh which to put th~
standard components together, or into making certain necessary enhancements to some corn
ponents, surely that should reduce the time n takes to develop software. Pertlaps this would also
free up software engineers to tackle more difficun software development problems. .

Given these (and other) prospective advantages of reusability of software, it is no wonder thaI
DoD personnel are seriously interested in promoting reusablllty and no wonder that DoD ha~

invested considerable sums in reusability projects. Yet, some lnltlal experiences in reusability
have revealed a considerable number of problems with the concept, some of which pertain to th~
feasibility of making appropriate licensing arrangements if software is reused.

4.1.1 The Oebate Over "GFI" Software i
t

Among the many current "reuse" issues being debated wnhin DoD is whether n is appropriate to
provide software developed by one contractor to a second contractor on a "govemment furnishe~
information" (GFI) basis (which would require the second firm to use the first firm's software). It i&
our understanding that the Navy and the Air Force have different views on this issue. The Navy
is more favorably disposed to this practice than is the Air Force. Air Force people to whom w~

spoke regarded the problems likely to arise if this kind of software reuse was attempted to be sq
many and so serious as to outWeigh the potential beneflts. Without attempting to take a stand 01]
the merits of enher position or to promote this model of reuse over others, n seems worthwhile tq
detail the controversy to illustrate the more general problem of how to make appropriate arrangej
ments for reuse. '

\
Here is the Air Force's argument: suppose one decides to require reuse of radar softwarq
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3.5 Recommendations

3.3.2 Thoughts of Procurement Personnel Regarding Ongoing Training Needs

Procurement personnel with whom we spoke generally feij that some form of training in the areas
of software and data rights would be very useful for them, Most expressed the view that sqrne
background in these areas would give them a greater feeling of confidence in their abilit¥ to
effectively negotiate for and purchase such products. Further, the people wlth whom we have
spoken have often expressed the view that such training should include some coverage of Ithe
regulations (FAR and DoD FAR SUPP) which cover software and data rights procurement iss~es.
Many of the individuals who must work with and within these regulations find them to be conius-

a
ing, and therefore feel that some explanation of thelr function and purpose would be helpful. i

f
While those we have spoken with have expressed differing views on the structure a ccurse.on
software and data rights issues should take, most have feij that a two day seminar format w~uld
be most appropriate. A common complaint about training attempts in other areas was thattoo

1
often there has been too much material crammed into a few short hours of time, wijh the result

•
that the participants took little useful information away from the course. Many felt a two or t~ree

day format was the optimal blend ••, allowing enough time for some in depth coverage <if a
subject, but not so long that people lost interest. Most of the people with whom we spoke ""'ere
concerned that n an effort was undertaken to provide training as to software and data rights, itne

1i

course should be relatively substantive in nature, not,.as one contracting person we spoke ";"ith
put it, "a summary of the fact that we have problems." I

Other suggestions included that the course be developed .and implemented by an outside qon
sultant so as to provide a more objective view of some of the controversial issues which arise
when discussing software and data rights issues. It was also suggested that such a course CQ.u Id
then be presented at various bases. 1

3.4 The Need for More Specialization an.d Broader Expertise by 000
Lawyers

DoD has some very fine and experienced patent and technical data rights lawyers. These arelthe
people who tend to advise DoD about software intellectual property matters. Unfortunately,
sometimes lhese lawyers do not have as much expertise in the areas of copyright, trade sed}et,
trademark, and chip protection laws, all of which are now necessary to provide comprehenslve
legal guidance in software acqulsltlon matters. Copyright law dnfers from patent law in a num:6er
of important respects. (The government, for example, can own patents but not copyrights
directly.) DoD should encourage more specialization on software intellectual property matter~! as
well as a broadened approach to understanding software legal protection by its lawyers.

i
'.

1. Develop and implement a training program regarding software and data rights acquisition lfor
procurement personnel, as previously recommended by the OSD Study Group. Such trai~ng
might be done in a two to three day seminar format which could be presented periodically. at

t
t
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3.1.3 Need for a Feedback Mechanism

3.1.4 Industry Can Be Expected to Exploit DoD Weaknesses

11 can also be expected that industry will exploit the weaknesses in 000 procurement practices. II
000 contracting personnel do not understand the product they are purchasing, and make broad

vague requests for rights and documentation in RFP's, then ~ seems likely that industry will seil
the government those rights and that documentation which industry is willing to part with, whethet
the government really needs it or not. In a sense, that is simply good business. If the governt,
ment tells you ~ wants to buy your product and is willing to meet your price, why not sell it t9
them. If the government later finds ~ really didn't need the product, or that ~ was not as valuable
to the government as ~ originally thought, ~ is really the government's own fault for not havin~
done its "homework."

3.2 Preparation of Procurement Personnel for Their Role in System
Acquisition

3.2.1 Background from Which Procurement Personnel Come to the Job

Our research indicates that procurement personnel come from a variety of academic and protesl
sional backgrounds, often unrelated to the type of work they will be doing as a contracting rspre
sentative for the government. Very few have any background in technically oriented fields, such
as engineering, which would aid them in understanding the technology involved in the systems
they are charged with acquiring. An almost universal response of those with whom we spoke, ~
group which included procurement personnel, engineers, and attorneys, was that some under]
standing of the te'chnology involved in the system ••. especially with regard to software, technical;
documentation, Ine cycle concerns, and data rights ... would be very helpfUl to the procurement
personnel in the performance of their mission. It was as widely acknowledged that such'
knowledge is, at this time, lacking.
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component to be embedded within a sophisticated system. In procuring the larger, more complex

system, the procurement personnel must deal with many smaller components, any one of whiC~,
while it may seem but a minor element in the overall picture, may effectively cripple the system if

the technical data and rights that have been acquired prove to be insufficient to implement, main-
I

tain and/or enhance the component or product. i

Moreover, this procurement process often takes place in the context of strong pressure on con
tracting personnel to '~ield" the system as fast as possible, and within tight budget constralnts,

The procurement person knows that his or her performance will be judged on the basis of hO'-\t
quickly, and often how cheaply, the system goes from inception to fielding, not on how well th~

system is supported by needed documentation and data rights. As one contracting individu~1

informed us, "If there's a delay in the fielding of a system I am responsible for procuring and I say

it's because I'm negotiating over data rights or technical documentation which will be needed fo'r
maintenance and enhancement, I'm going to be gone in a hurry."

3.1.2 Procurement Personnel Do Not Generally Understand Software As a
Technology or Data Rights ;

Procurement personnel with whom we spoke often indicated to us that they feit that their undeGL
standing of software as a technology was insufficient to allow them to make procurements in a~
optimal way. Moreover, many of these individuals informed us that their lack of understanding of

the technology that they must acquire inhibits their ability. to apply the software/data right~

procurement regulations. In talking with these individuals, we noted that they sometimes hag
difficuity responding to questions which required some understanding of software technoiogy.

1
}'

Similarly, because the procurement people seem not to fully understand the technology whiC~

they are purchasing, they may not fully understand the application of the procurement regulation~

regarding software and data rights to the acquisition of that technology. They also may not
realize the extend of discretion afforded them under those regulations. They may not realize that

the regulations allow them to structure licensing agreements which could, in effect, serve a~
middle ground alternatives to the traditional extreme categories of unlimited and limited o~
restricted rights. Again, it is difficuit to negotiate effectively when one does not understand the,

range of freedom one is permitted to exercise in those negotiations.

Further, Virtually all of the contracting people we talked with informed us that they do not have

sufficient knowledge of software and data rights to enable them to value one package of rights a~
opposed to another. That is, procurement personnel seem not to understand how the range 01
potential limitations on software or data rights may affect the value of the product being acquired\
A lack of valuation ability may place the government at a disadvantage in any negotiation lnvolv]

ing limited or restricted rights packages. It is difficuit to effectively negotiate a price for a part
ticular package of rights if one cannot gauge the value of that package as opposed to another. i(
seems like trying to buy a plane when one does not know what a plane actually does. Withou(
such knqwledge. it is impossible to determine the value of the product.
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2.6.4 Use of Unusual Computer Languages or Equipment to Get into Sole Source;
MaintenanceArrangementsl

We heard of several examples of contractors using nonstandard. programming languages a~d
equipment to prepare software for delivery to the government. DoD personnel to whom we spoke
seemed to believe that a primary motivation for this was in order to facilitate being in a sole
source maintenance posltion. . .

2.6.5 Indemnification if Third Party Software Maintainer Abuses Rights

Many government lawyers were very concerned about whether the government would be liable 1.if
a firm to whom the government provided proprietary software and lts associated dooumentatloh
for the llmlted purpose of doing maintenance or enhancement work abused the right to have this
material, for example, using ij to prepare a competitive product. Some persons in the Detense
Department believed ij appropriate for the govemment to assume responsibility for this. Others,
were adamant that the government should not be liable. I
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Ownership Rights In Modifications

2.5.2 Questions Under Copyright Law

Reverse Engineering

!'
Apart from the DoD regulations, might DoD be able to rely on the copyright law to obtain rights to
reverse engineer software? The answer, at least currently, would seem to be n doesn't look ~o
good. A recent software copyright infringement case held that making a copy (including making'la
core dump of the code into printed I's and O's of a program for reverse engineering purposes)

was an infringement of the copyright, notwithstanding that the parties charged with infringeme~t
had lawfully obtained a copy of the software (Hubco Data Products Corp. v. Management Assls
tance, Inc. [31]). While there are some copyright scholars who would argue that reverse sn
gineering ought to be permissible in software cases as a matter of copyright law, this precedent
stands for the contrary proposition. Any prudent user of software ought to be aware of the leg~1

risks he or she is taking nany copy of the software is made in the process of reverse engineerin:g
t~~_ I

.~
1

The unclarity of the DoD regulations about ownership rights and restrictions as to sonwars
modifications may mean that if the original software is claimed to be protected under copyrig~t

law (even as an unpublished work), n is copyright law that will fill in the gaps. The gener\lI
principle of copyright law is to assign ownership rights to whoever is the "author" of an "original
work." Creation of a derivative work may involve original authorship. (Even an edited work will
involve the editor's judgment about what to include and what to leave out. Even the translation qf
a book from one language to another involves selecting this adjective instead of ijs synonym fqr
incorporation into the translation.) Modifications of software are derivative works that may qualio/
for some copyright protection. .

!
However, unless one has the permission of a copyright owner from whose work one's own w0l'!<
derives to make such a derivative work, one infringes the copyright. If the original author ha~

given a second author only limited permission to make the derivative work (e.g., only for a par
ticular purpose) the latter's ownership rights may be curtailed to that extent. As Chapter 4 e~

plains, copyright protection will not be afforded to any unauthorized derivative work to the extent it
incorporates the original work's expression. It will also not be given to a derivative work a~

thorized for a limited purpose and then used beyond the original purpose ([59] sec. 103(a)).
(See also Chapter 7 for an elaboration on this point.) ,

It is probably also worth mentioning that the government would not likely be free trom obllqatlons
to the owner of proprietary software simply because at some point the government's enhance
ments would be substantial enough to make the proprietary software unrecognizable.

To the extent that the government has a firm other than the copyright owner do maintenance Of
enhancement work for n, the govemment ought to recognize that the maintenance/enhancemen!
firm may claim rights to the enhancements (It may even deliver the enhanced version with itl?
copyright notice) but the viability of these rights claims would be limned by the scope of authoriza\

tion DoD has from the original contractor.
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(ii) to promise the developer of the software to put the competitive maintainer under a specific
set of restrictions (such as those under which the government operates as to that software).

-~
l'

i!

(e) To be able to maximize the pOssibility of gaining agreement for competitive maintenance ~f

proprietary software, DoD should be prepared to make arrangements:
(i) either to name who wiil be the third party maintainer or define what process wiil be used to

qualify a potential third party maintainer; and

;,
r

The government might also want to consider naming the original software developer as a thir~

party beneficiary of the agreement between the government and the third party maintainer as t$
restrictions on rights so that nlhere is abuse, the developer can sue the maintainer directly.

2.5 Other Legal Issues Relating to Modifications
Although the government clearly has the right to modny software developed at private expense, a
number of legal questions have been raised about modltlcatlons, some of which derive from th~
DoD regulations andsome fromcopyright law.

2.5.1 Questions under the 000 FAR SUPP

Unlimited Rights and Derivative Works Rights

An important question that affects its rights to modny and enhance software developed at pUbli6
expense -- a question to which the DoD regulations give no answer -- is whether the Defens~
Department has the right to prepare derivative software. The definition of unlimited rights makes
no mention of a derivative works right. It should nDoD wantsto be sure it hasone.

Effect of Modification on Pre-existing Restrictions
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Overtime, the originaldevelopermay become more and more confident of its position as the sole
source for maintenance of software, and may increase the price for its services accordingly. ilt
maybe difficult for the government to breakaway from sole source maintenances no matterwhat
the cost. It should be noted that commercial buyers tend to have similar difficulties in thIs

};

respect.

2.3.3 Lack of Experience and Training as Contributors to the Problems

If one adds to this set of already described structural disincentives to adequate planning fdr
software maintenance and supportability, the fact that procurement personnel are often not wJII
trained about software, system Iifecycles, or data rights, one can see that the structural problems
internal to the Defense Department may be significant contributors to software maintenance
problems. It takes considerable sophistication and experience with major systems and what iit

r

takes to support them to plan aheadfor system supportability. Adequate planning may be made,
additionally difficult because at the time a development contract may be let, the software for th;e
system may not yet be in existence, but only in the preliminary planningstages,and supportability
of the software system may not be easilyplannable until afterthe system is more fUlly developed!,

2.3.4 How internal Structural Problems Work to the Advantage of Industry

It is perhaps an obvious point that the structural problems internal to the Defense Department
create opportunities in software maintenance and supportability contexts for industry to charg¢
very large sums of money for work or rights that could have been purchased more cheaply ha~
they been bargained for at the early phases of the contractual arrangement. It is often in the
industry's interestto take advantage of these opportunities whenthey arise.

2.4 Recommendations about How to Plan Better for Maintenance and
Enhancement of Software

f

Although furtherwork could surely be done about the government's software maintenance llcens-
ing problems discussed thus far, it is possible to identifysome ways in which 000 might improv~
its approach to solvinq this class of maintenance/enhancement problems. New regulations won;t
help much, The best solution to this class of problems is improved planning for maintenance and
enhancement of software at the time the contract is made.

2.4.1 Getting Adequate Documentation to Enable Maintenance or Enhancements!
i

(a) 000 would do well to developa better, more standardized set of specifications about what
software documentation must be delivered to 000 and with what rights. J,

i

(b) 000 should decide upfront what arrangements the government wants or needs to make
about who should do the maintenance or enhancement work. For reasons other than merely
cost, the government may need to do the maintenance in-house. How much rights and ho~

muchdata the government needsfrom a contractor will in large measure dependon this decislcn,
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Those software tools which companies are likely to be willing to make available to the gover~.

ment with unlimited rights are the older, less valuable technologies. If DoD's priority is to get th~
best technology, using old tools doesn't seem to be desirable. If DoD's priority is to be able to dp
all maintenance and enhancement organically or competitively, then having rights to old tools i~

better than having rights in none.

2.2.2 CAD/CAM Programs

Increasingly, industries are using computer aided design/computer aided manufacturin~

(CAD/CAM) programs to design and manufacture systems. Most of the examples we heard
concerning systems designed for the government with CAD/CAM programs were from th~

aerospace industry. Because aircraft tend to be rather expensive systems and systems which
. require more than a modest amount of maintenance and enhancement, both as to software and

hardware components, there is growing concern within the Defense Department about gettin~
access to and rights Tn the CAD)CAM programs used to design the systems in the first plac~.

l
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2.1.1 Getting Rights to Modify i
):

Obtaining rights for the government to modify software is not a current software licensing problem
of the Defense Department. While many other buyers or licensees of software are exparlsncinq
difficulty in negotiating with software firms about whether or not they can modify software, thls
does not seem to be DoD's problem. The DoD procurement regulations require that in a!1
software acquisltlon contracts the government must get the right to modify the software ( [61] seq.

•
52.227-7013(b)(3)). Government lawyers, on the whole, tend to think that this means that ever
when a contract between the government and a software contractor is silent about modificatiop
rights, the standard data rights clause will be construed bya court to be incorporated into ths
contract under the Christian doctrine. (See [29]) in which the court read a "termination for th~

convenience of the govemment" clause into a military housing contract) On the other hand,
some DoD contract officers seemed to believe that if prime contractors had negotiated away th~

government's right to modify software in dealing with a subcontractor, the government would be
):

bound by the prime's action. This may not in fact be so for reasons discussed, at Chapter 8. .
,

If, instead of relying on the DoD standard data rights clause. the government was relying on th~

copyright law as a basis for obtaining rights to modify software, the government's rights would b~
on more shaky grounds. Copyright law regards any modification of copyrighted software as thb
creation of a "derivative work" which one needs permission of the copyright owner to do ( [59]

sec. 106(2». Although owners of copies of software have a limited right to modify software und~l
Section 117 01 the copyright law, the right is so limited as to be Virtually nonexistent (1) because
only "owners" of copies (and seemingly not licensees) have such rights, and (2) because
modifications are only permitted to the extent they are created as an "essential step in the utiliz«
tion of a computer program in conjunction with a machine." One court has interpreted this t9
mean that modifications are only permitted.if the program won't execute as is (tylidwayMfg. Co. ",.
Strahan [38]). Because copyright law currently offers such limited rights to modify software, it is ?
good thing for DoD that it has made modification rights part of the package of minimum rights th«t
it always gets in software. 1

2.1.2 Getting Adequate Documentation to Make Modi.fications

Getting adequate software documentation seems to be the major softwar~,
maintenance/enhancement problem experienced by the Defense Department. Many of the
"horror stories" we heard were instances of one of the following sorts:

(a) not being farsighted enough to ask for delivery of all the documentation needed to en-
hance or maintain a system (by far the most common and most significant problem);

(b) not being sufficiently diligent in supervising the delivery of documentation to insure that
everything that should have been delivered was, in fact, delivered;

(c) not supervising the attachment of restrictive notices to software to ensure they were oniy
attached to software wholly developed at private expense;

(d) not being able to comprehend the docurnentatlon delivered because of its complexity or
turgidity; or
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1.9 Conclusion

1.8.3 The Proposed FAR Policy is More Compatible with CICA and the 1985 000
Authorization Act Than Is the 000 Policy ,

i

The CICA and the 000 Authorization Act indicate that Congress intended thereto be a unltorm
system of federal procurement policy. The proposed 000 FAR SUPP runs counter, in ma~y

instances, to the policy which other federal agencieswill follow under the FAR.

Congress intended that federal procurement regulations achieve a balance as to the interests Jf
contractors and the government. The proposed FAR more reasonably balances the interests of
the parties involved than does the 000 FAR SUPP. It, for example, creates the potential for thi~

government to take less than unlimited rights when both public and private funds are used to
develop software. The proposed 000 FAR SUPP would not permit this. In fact, the proposed
000 policy, while in most respects the same as the existing policy, would shift substantially th~

rights balance in favor of the government because the definition of "developed at private
expense" would make it nearly impossible for any software to qualITy. This would significantly
reduce incentives to do business with the government.

t
An even better solution to DoD's software data rights problems than revising the standard data
rights clauses as suggested in Section 1.7 would be for 000 to adopt the same basic "data
rights" policy as soon will govern all other federal agency acquisitions. More specifically, Dorb
should adopt the proposed Subpart 27.4 of the Federal Acquisition Regulations (FAR) rather tha~
the proposed Subpart 27.4 of the 000 FAR Supplement (000 FARSUPP).'

Even if 000 chooses not to adopt the FAR data rights provisions, it should recognize that th~
current software acquisition policy is seriously flawed in a number of respects. It is highly am
biguous about certain rights provisions concerning mailers which need to be clear. It conflicts witr
intellectuai property law in some instances. It creates needless disincentives to do business wit~

000 in the software acquisition area. It is not tailored to take into account the kind of technology
software is. The present policy is too closeiy tied to the technical data rights policy and fails tq
recognize that the economics of software development are significantly different from the
economics of technical data. If 000 wishes to acquire rights in the best software technology, iit
must adopt a software data rights policy that is no more divergent from standard commercial
practices than is essential to fulfill its mission.
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in things funded only in part with government money. The 1985 000 Authorization Act (creatil)g
10 U.S.C., sec. 2320(a) [52]) suggests this may be compatible with Congressional thinking.

A second variation on the draft standard data rights clause above, which we would have DqD
consider would be one that would have the government bend to industry's demands for gettir')g
only a governmental purpose license as to intellectual property developed at public expense
instead of "unlimited rights" and would require industry to bend by giving 000 the right to sup
license for competitive reprocurement or maintenance purposes (subject to appropriate restric
tions on the third party) as part of its "minimum rights." Again, only modest changes in the dr~ft

above would seem to be required to accomplish this. If getting competition for reprocurement and
maintenance purposes is a high priority of DoD, it may be worthwlJile to consider whether t~e
government can live with being able to use and sublicense use of intellectual property f9r
governmental purposes. If it can, maybe this wouldn't be a bad deal to make.

1.8 Recently Proposed Revisions to the 000 Procurement Regulations

Until recently, there has been no substantive "data rights" policy under the FAR. Because DOp
has long needed to have a standard policy for acquiring rights in software and technical data,
000 developed its own elaborate policy, which is currently embodied in the 000 FAR SU~p

( [61], Subpart 27.4).

The Competition in Contracting Act (CICA) [57], passed last year, required development of ja
substantive data rights policy for all federal agency acquisitions. Both CICA and the 1985 Dop
Authorization Act reflect Congress' intent that there be a uniform data rights policy for all federal
agencies. The newly proposed Subpart 27.4 of the FAR is the substantive data rights policy that
was developed to respond to this Congressional mandate.

Shortly after issuance of the newly proposed FAR data rights provisions, 000 issued a set 91
proposed revisions to the 000 FAR SUPP. Although said to "supplement" the FAR, the proposed
000 regulations, nadopted, will entirely supplant the FAR.

Supplantation of the FAR is inconsistent with the Congressional mandate for a uniform policy fqr
federal acquisitions. Because of this and because the proposed FAR contains a superior dat~

rights policy, one which is more straightforward and concise, more consistent with cornmerclal
practice, and more compatible with other Congressional directives in the CICA and the 1985 Dop
Authorization Act, 000 should give serious consideration to adopting the FAR proposal rather
than the DoD FAR SUPP proposal. If a few additional provisions are necessary to enable the
Defense Department to carry out its special mission, DoD should, of course, be able to supple
ment the FAR to accomplish these objectives. Complete supplantation of the FAR is, however,
neither necessary nor desirable.
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. f
(2) Minimum Rights Legend: Intellectual property in which the government has only minim/Jm
rights must be delivered with a restrictive marking of the follOWing type:

Minimum Rights

Property of: (contractor or subccrnractor's name)

.}c

1
i
"

(4) Substantiating Restrictive Legends: The government may challenge restrictive legendsiat
tached to intellectual property delivered or intended to be delivered under this contract on the

!'
ground that public funds were used to develop the intellectual property. Within GO days after a

1.
written request for substantiation of a restrictive legend, the contractor or subcontractor shall
provide clear and convincing evidence that the intellectual property was developed wholl~ at
private expense. If the contract officer finds that the intellectual property was not developed
wholly at private expense, the government may ignore or cancel the restrictive legends. \

i:
r

(5) Right to Appeal Cancellations of Restrictive Legends: If the contract officer finds that in/el-
lectual property delivered under this contract with restrictive rights has not been developed wh911y
at private expense, the contractor or subcontractor shall have the right to appeal any decision of
the government to cancel or ignore the restrictive marking in accordance with the ProvisionJ of
the Contracts Dispute Act. l

{3} Restrict1ve Legend for Other Licenses: Intellectual property delivered to the governnient Ln
der other kinds of licensing arrangements must be delivered with the following restrictive markipg:

. Negotiated Rights 1

Property of: (contractor or subcontractor)
Contract No: _

Definitions

(G) Contractor Challenges to Subcontractor Restrictive Legends: When a subcontractor deliv~rs
to the contractor any intellectual property for eventual delivery to the government under this con
tract, and the intellectual property is marked with a restrictive legend which the contractor
believes to be inappropriate, the contractor shall notify the contract officer of the inappropriate
legend so that the contract officer may challenge it. ~

t
s

[NOTE: Only the definitions to be changed are mentioned here. Additional definitions of sqch
terms as "developed at pubUc expense" and "government purpose" are not offered here, althoJgh

i\
they too should be added.]

The following terms used in this clause have the following rneanings: '.,
:

(1) Unlimited Rights: "Unlimited rights" means the right to use, copy, disclose, distribute, ~er
form, display, and prepare derivative works of intellectual property, in whole or in part, in 4ny
manner and for any purpose whatsoever, and to have and permit others to do so. 'i

(2) Intellectual Property: "Intellectual property" refers to technical data and computer sottware.]
l'
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1.7.4 Proposed Alternative Data Rights Clauses

There are many ways a standard data rights clause for 000 might be structured and written.
Among the problems with the existing standard data rights clause is its great length (nine page~)

and its turgidity. It is a clause which hasbeen much amended, as first this situation, then that, (s
taken into account. The amendments have, unfortunately, not always been simple, straightf0f
ward, unambiguous and comprehensible. Perhaps it is time for a fresh start. Over time a ne.;y
clause mayalsobecome encrusted, but at least for a while, it may be an improvement.

l
Even without altering the substance of the data rights clause, 000 might be able to get som~
"mileage" from a revision of the standard data rights clause that would make the clause more
readable and less ambiguous. One of industry'S standard complaints about the clause is lts,
jesuitical complexity, a complaint which could be eliminated by sucha revision.

I
The draft alternative data rights clause found below does not retain all of the substantive provi-
sions of the existing data rights clause. It drops, for example, the claim to unlimited rights i~
non-deliverables produced at government expense on the ground that this provision serves only
to frustrate the government when it believes it has rights it cannot enforce. On the other hand, .~

gives the government back its unlimited rights in copyrighted material produced at governme~t
expense. And it defines unlimited rights in a broader manner so as to allowcreation of derivative
works, among otherthings. Thisdraft is offered simply as an item for consideration, assomething
to thinkabout n 000 decides that a revision of thestandard data rights clause might be desirable,

Following the draftclause is a short discussion of twootherpossible aiternative draftclauses, one
!'

of which industry people might greet as reflecting a more "enlightened" policy, and one of whic~
we suggest might be a workable compromise of the government's and of industry's concerns.

1.7.5 An Alternative Standard Data Rights Clause

. Rights of the Government

(1) Unlimited Rights Licenses: The government shall have unlimited rights in:
(i) all intellectual property to be delivered under this contract which was developed at public

expense;

(ii) all intellectual property to be deiivered under this contract which is in the public domain or
otherwise distributed without restriction;

(iii) all intellectual property to be delivered under this contract which incorporates intellectual
property in which the government already has unlimited rights; and

(iv) all intellectual property delivered under this contraet which is not properiy marked as to the
restrictions pertaining to it.

(2) Minimum Rights Licenses: The government shall have a minimum rights license in all intelf
lectual property delivered underthis contract which has been developed at private expense. Writl
ten permission of the owner of such intellectual property will be required before the governmen!
maymake otheruses or disclosures of this intellectual property.
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1.7.3 Getting More Rights Than DoDNeeds i
I

Government procurement people frequently say (and there is even a DoD regulation to back]t .
up) that it is the policy of the Defense Department to acquire only so much rights as the goverl')
ment needs ([61] sec. 27.403-2(a». The truth is that DoD routinely acquires more rights thanit
needs. Its practice reveals that its priorities often lie elsewhere. '

Yet government people do understand -- even if they don't much like ~ •• that private firms seerjJ
to lack incentives to develop and deliver their best products to the government when the firm~

t
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1.7 Rethinking and Simplifying DoD's Data Rights

As DoD well knows, industry people have a-lot of complaints about the DoD procurement regul~
lions, especially as they affect software data rights. "Revise Part 27.4 of the DoD FAR suPPj"
they are wont to say. Just how, they do not usually say, or Uthey do, they tend to pull out a hug~
laundry list of grouses and do not differentiate among them at all, i

i
We take as. "givens" much of what industry doesn't like about government procurement practices
(e.g., the auditing of the books, the limits on profits, the record keeping requirements) and much
of what the government has insisted it needs (more rights than industry commonly gives to it~

commercial customers, especially as to reprocurements and maintenance.)

!
On the other hand, perhaps a revision of the procurement regulations as to data rights would be a
good idea. A lot of DoD people, particularly those who are actually doing procurements, favor th~
idea. i

Doing so might be a step toward improvement of relations with industry. And Uthe government
!

can clarUy what its priorities are in the data rights area, perhaps it can strike a balance witp
industry to get a little more of what it truly needs to achieve competllion in reprocurernents,
maintenance, and enhancements, by giving up a little of what it already has, but does not truly
need, perhaps trimming back somewhat on its unlimited rights policy. At the same time perhaps
the government can simplify the regulations and make them more comprehensible which woul~
be a benefit both to the government and industry.

1.7.1 Comprehensibility as a Goal of the Regulations

One of the priorities DoD should have for its data rights regulations is having reguiations whic~

are as simple, straightforward and clear as possible. The current DoD data rights regulations fatl
short of thls goal.

Procurement regulations - especially as to data rights - need to be readily understood and applie~
by people of ordinary intelligence who aren't lawyers and who often have to work under extreme
pressure and have many things to worry about besides data rights. Given this, one can perhaps

I'

see the value of at least attempting a more simple, straightforward approach. When a contracting
officer is being rushed to field a system, and when future promotions will ride on how quickly he i~
able to field that system, he is likely to avoid becoming enmeshed in complicated data rights

l',

issues which he will likely not.understand all that well to begin with and which, if he pursues their
depths, will surely slow the procurement process down. If the system is fielded with lnadequate
data rights for, say, organic maintenance/enhancement purposes, well, that will be someone
else's problem anyway. A more streamlined, understandable regulatory structure might help th~
contracting officers to overcome their reluctance to address data rights issues.

One good example of how the regulations unnacessanlycompllcate data rights matters is th~

provisions for two.kinds of restricted rights for software and yet another set of restrictions ("limite~
rights") for technical data (See section 1.3.4). It is dUficull to understand why there are two kind$
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Here is a second problem with the proposal. The ordinary person might tend to wonder whether
"license rights" were more or less than other things. The ordinary person would say, "w~n,
'license rights' surely has to be less than unllmlted rights, but is it more or less than llrnlted (or ',In
the caseof software, restricted) rights?" Nowon the one hand, it would seem that if the goverp
ment, in getting "license rights; wasgetting the right to showthe valuable dataor software of oQe
company to another company for reprocurement purposes, tt would seem like the governmept
was getting more than llrnlted or restricted rights because limited and restricted rights allow O~ly
use and disclosure within the govemment (except in emergencies).

t
On the other hand, from talking with the OSD study's members and from reviewing the O~D

Study's discussion of "direct licensing," the ordinary person might well think that this proposal was
intended to enable the government to get the benefit of data or software which it might not
possess, but which a third party might have gained licensed access to. In otherwords, this migpt
be a way for the government to get the beneftt of certain data or software without getting amy
rights or less than minimum rights to them. So this would tend to make someone think it was le~s

than limited or restricted rights. If this was intended, then the regulations would have to make t~is

veryclear.

Furthermore, if all one wanted was a middle ground between "unlimited" and "limited" rights,; it
isn't clear that a special "license rights" provision is necessary. The present "limited rights' aQd
"restricted rights' provisions already allowfor a middle ground. With the original contractor's writ
ten permission, it has always been possible to give out to another contractor limited rights tech-

i

nical dataor restricted rights software. There is no prohibttion against getting that written permls-
slon in the original contract.
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1.6 Issues Arising from the OSD Techniqal Data Rights Study

1.6.1 Fixed Expirations for Restrictions

In September 1983, the Secretary of the Air Force, Vernon Orr, issued a directive [55] (since
modified) requiring that a clause.be inserted in all future Air Force 'development contracts to
provide that all restrictions on technical data and software. delivered to the government under
contract would expire no laterthan fiveyears afterdelivery (referred to belowas "theOrrclause'i).
NASA had been using a similar clause for some. years. This idea interested one of the corn
mittees of the House of Representatives which asked OSD to study the idea. The OSD Technical
Data Rights Studywas organized. ItS report, issued in.June of 1984[11], rejected the Orr clause

. approach, at least as to technical data. The 1985 DoD Autl)orization Act gave the Secretary ?f
Defense authortty to issue regulations permitting fixed expiration periods of up to seven years.
(See [52] sec. 2320(c).) The DAR Council studied the OSD Study Proposal andthe Authorizatiqn

- Act and issued proposed changes to the DoD FAR SUPP for public comment. Those proposed
regulations would have permitted but not mandated fixedexpiration periods.

From the standpoint of tradltional intellectual property theory, fixed expirations for restrictive
legends make sense. If the technical dataor software being delivered is not inventive enough (0
be patented, why should the government create what is in essence perpetual protection for th.e
thing when if tt was patented, tt would be in the public domain after 17 years? If copyright la\v
would not protect the information, ideas, processes, procedures, and other valuable things con
tained in technical data, drawings and software, why should the government's data rights poficy
treat them as protectable property? Intellectual property law does not accept the idea that infor
mation and ideas are capable of being "owned" by anyone. Even traditional trade secret law does
not protect any "property" right in the valuable secret per se, but only protects the corudentlal
relationship that may have been formed when one person disclosed something valuable in con
fidence to another, or protects against Industrial espionage or other tortious conduct by one w~o
wants to obtain the secret [14]. Trade secret law also recognizes that over time old technology
may become less valuable, or valueless, which mskes fixed expirations seem reasonable. It is
also in keeping with the modem lawof trade secrets to grant injunctive relief only for the period of

I

time ttwould take to discover the secret oneseif (and if that time is past, no injunction may issue)
andto grantmonetary relief for a similarlylimtted period. i

From the standpoint of how industry regards lts secrets, the fixed expiration approach poses
some difficutties. Fixed expiration periods are sometimes used by industry, but generally in th~

context of negotiations focused on a particular item of software to be acquired. The inflexibl~

approach of the original Orr directive has now been rethought and DoD seems to have kept th,e
option but allowed greater flexibility about tt in the acquisition process. It may be possible t?
provide for a specification during the planning stage or system acquisition as to whether ar
expiration period would be desirable, and if so, howlong the period should be. .
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signed the agreement, the government could not be bound by the terms of the license because

only the contract officer has the power to bind the government. Yet companies widely insisted 9n
getting the actual user either to sign or to break open the package. Those who believed that such

acts by users would not bind the government also believed that nusers opened the package pr
signed, they would expose themselves to personal liability and potentially to injunctive relief (evt(n

if acting in a governmental capacity), which was thought to be undesirable and perhaps lnco]i

sistent with the regulatory mandate. It would be very helpful to the people who have to use these

regulations for procuring software to be able to get clear guidance from the regulations about t~is

troublesome issue.

1.5.2 What Effect on Government's Rights

What effect the failure of the contract officer to open the package or sign the agreement would

have on the extent of the government's rights thereafter was also a subject of some debate,

Would it be unlimited rights because of the failure to follow proper procedures and to make t~e

restrictions a part of the government contract? Or restricted rights normally applicable to cornmsr

cial software? Since these licenses typically restrict the government's ability to modify the

software, they contain less than the four minimum rights the procurement regulations say t6e

government must have. How that affects the government's rights also mystified some, although

others pointed out that ([61), sec. 27.404-1 (c)) states that "[a)s a minimum, however, the Goverh

ment shall have the rights provided in the definition of restricted rights in Section 27.401," a~d

that the Christian Associates case [29) suggests thatclauses that are mandatory in governmept

contracts will be read into a contract even nnot found there. (That case involved a contract silept

on a clause, not one contradicting the clause.) (See Chapter 8 for more discussion oftt1js

problem.)

1.5.3 Other Terms in Violation of Federal Procurement Regulations

Many of the other standard terms of these licenses are in conflict with federal procurement la*,.

For example, they typically set forth such things as. what state law will govern disputes, a~d

where lawsuits are to be brought, as well as providing for instant termination of the license in t~e

event of any violation of the terms of the license, and a return of the software to the vendor. T~e
government could be expected to argue that none of these would bind the government even if tt1e

contract officer broke open the package or signed the license agreement. Since the contract

officer is not authorized to agree to things which are in violation of the procurement regulation~,

the argument would conclude thatthe government would not be bound by these conditions. Th~t
may well be so, but what would be helpful to the people in the field is to have a regulation that

explicitly addresses thisproblem.l
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make provisions to accommodate this technological development ([64], sec. 18-27.473-2(~)).

The 000 should think about doing so as well.

1.4.3 "Time Bombs," "Worms," and "Triggers"

Some software being sold commercially contains "time bombs," software devices that ati a

prescribed time either stop the software from working or stop it from working accurately. Ot~er
software contains "worms," software devices that, upon a certain condition being met, cause
destruction to that software, other software, or stored data. Still other software contains "trigger~,"

software devices which prevent software from running on any but a specifically identified C.P;U.
Because of the possibility that a software firm might install "time bombs" or "worms" or "triggets"

I,:

in software acquired by the government, perhaps the regulations ought at least to require notlce

to the government if software is to be delivered with "tlrne bombs" or other such devices.

1.4.4 The New Chip Law ..

The only forms of intellectual property law to which the 000 FAR SUPP makes reference Jre

patent and copyright law. In fall of 1984, Congress created a new form of intellectual property I~w

to protect designs of semiconductor chips. Because much of. the software that 000 buys! is

delivered on chips, the new chip law seems at least somewhat reiated to DoD's software Iice~s

ing practices, and hence within the broad scope of this report. Chapter 12 discusses the featU(es

of the chip law as they may affect the Defense Department,

1.4.5 Trademarks

Another form of intellectual property law to which the 000 FAR SUPP makes no reterencejls
trademark law. Because it is becoming more common for the government to take trademark

rights as to software under development (especially in connection with the government's promo
tion of Ada as a standard language for military applications), some standard clauses for obtaini9g

trademark rights in software products produced for the govemment by private firms should ge

available. Because of some nonobvious wrinkles in the trademark law which could trip up t~e

government's efforts to maintain trademark rights, explained at some length in Chapter 6, illis

important to have a policy which will get it right the first time.

1.4.6 Government Rights in Derivative Works .
j

As Chapter 4 explains at greater length, there are a number of "derivative works' issues 10t
currently addressed by the current regulations which are of some considerable importance lin

software acquisitions. Two of the issues are: (a) what if any rights the government has lin

contractor-prepared derivative works of software in which the government claims unlimited rig~ts

(see also Chapter 7) and, (b) what if any rights the government has in modifications it makes ~o
.restricted rights software prepared either by it, or for it by private firms.
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although it still does not addressthe critical issue of what it means for software or technical d'1-ta
to be "developed" (i.e., what are the critical events, especially as to software -- When the algo
rithm is developed? When the source code is wrftten?Whenthe code is first compiled? When it is
debugged? etc).

The proposed revisions to the DoD FAR SUPP data rights provisions issued in the late summer
of 1985 undertook to define "developed" and "developed at private expense" more prectsely.
Unfortunately, the definft.ion proposed is so stringent that virtually no software would qualify (as
privatelydeveloped software (because of the testing requirement and becauseof the requirement
that all development be completed before any govemment contract for the software is; in
existence). The proposed deflnltlon (like another similar attempt a few years ago) has proved too
controversial to be adopted ( [8) pp 443-445). It does seem time to try to develop a definition t~at

both industryand govemmentcan livewfth. The term is too importantnot to be defined.

1.3.4 Two Types of Restricted Rights

The policy provisions of the DoD FAR SUPP ([61) sec. 27.401) contain only one definitioniot
restricted rights applicable to software. The implementing data rights clause found at ([61)s~c.
52.227-7013) sets forth, in subsections (b)(3)(i) and (ii), two different sets of restricted rights, ope
applicable to commercial software (at the vendor's election) and one applicable to other software.

One of the problemswfth this approach is that while the two sets of rights resemble each other!in
some respects, they are not the same, and to the extent they are different, ft is not apparent wliat
principled basis exists for the differentiation. (One, for example, focuses on the computer tor
which software was acquired, whereas the other focuses on the facility. Also, the two setsot
rights do not seem to treat modifications the same.) It appears that the differences may be t~e

result of imprecise drafting. If these differences are intentional, then they should be explained.
:\

Another problem is that there isn't an easy way to refer to the two kinds of restricted rights. Tliat
is, it would, at a minimum, be helpful to be able to refer to "commercial software restricted righti'''
and 'trade secret software restricted rights." It is also hard to comprehend why documentation
concerning commercial software should be allowed to get restricted rights treatment. but ~ot
documentation for other software. Subjecting other than commercial software documentation to
the broader "limfted rights" policy (giving the government the right to use, disclose and duplicate
the documentation throughout the government) has an added disadvantage for the governmentlin
that ft deters many software firms from doing business wfth DoD or from selling rights to th~ir

most valuable technologies. Moreover, none of the contract ottlcers to whom we spoke could tr"
us the difference between these two sets of restricted rights or could tell us how to apply them.
Industrypeople also seemed somewhat confused by these two sets of rights. This creates neap
less confusion.

What seems to be the general intent of this segment of the regulations is to set a "floor" ~f
minimum rights which the government must always have (as well as setting a standard "ceiling"
of unlimited rights when government tunding has been used) and then to indicate that int~r-



1
government with an intention that it also be sold in the commercial marketplace will not likely

I

qualify for treatment as commercial software since at the time of development there will be [10
sales outside of the government. Our understanding is that because of the ambiguities of I~n·

. guage in the regulations, most contractors do not exercise the option of having software treated
as commercial. II

1.3 The Need for More Precise Definitions

1.3.1 What Unlimited Rights Means Vis-a-Vis Ownership i
There does not seem to be a consensus among 000 personnel about what "unlimited rights"
means vis-a-vis ownership. We discovered at least four lnterpretations 000 personnel had as 'ito
this issue.

(a) Some think it is the equivalent of ownership.

As one person has said, "if it looks like a duck and quacks like a duck, it is a duck."

(b) Some think it means the qovernment co-owns the subject maller, the government owning it
in the governmental sphere, the contractor owning it in the commercial sphere.

The recoupment provision Was thought by some to support this interpretation.

(c) Some think it means the thing is 1!l the public domain.

Certainiy, with trade secret data, what the government seems to have is the capability to put the
thing in the public domain.

(d) Some think it means that the the contractor owns the thing and that the government has a
license back to use the thing for governmental purposes.
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The issue arises: what happens na separate license agreement has not been negotiated, or il a
license agreement has been negotiated but not explicitly made part of the government contract?
Reportedly, many firms have provided their proprletary software to DoD, and have not negotiat~d
separate licensing agreements, let alone made such agreements part of the government con
tracts. These software firms apparently assume that the government will have no more than the
four minimum rights. !

The government might make the argument that unless there is a separate agreement and i:1 is
made a partof the government contract, the government has unlimned rights in the software. Tha
following language of the clause could be used to support this interpretation: "The contractor may
not piace any legend on computer software indicating restrictions on the Govemment's rights! in
such software unless the restrictions are set forth in a license or agreement made a part of t~is
contract prior to the delivery date of the software." On the other hand, industry might argue t~at

the govemment should be held to the four minimum rights where no separate license was
negotiated or made partof the contract, so long as the software was developed wholly at prfvate
expense. i

the latter, nis clearly contemplated that other restrictions can be negotiated by the parties, sub
ject. only to the requirement that the govemment always has the four minimum rights set forth, in
the clause. (A different restrictive legend is to be attached to the software depending on which
arrangement the contractor has elected to take.) The language of the standard clause con
templates that a separate license agreement containing other restrictions is to be negotiated ~nd
made a partof the government contract. ,.

,
If the govemment did decide to litigate on a claim of unlimited rights in software where ho
separate agreement was made part of the contract, we think nunlikely that a courtwould uphdld

·1'

the government's interpretation of this clause. If a software firm provided the government with jts
proprietary software on the understanding and in the expectation that no more than the tour
minimum rights would have attached, nwould seem likely that the court would protect the party's
reasonable expectations. Modem contract law has moved awayfrom hyper-technical approaches
to contract formation and tends to enforce reasonable expectations of the parties. This is a case,
however, in which even nthe government won, ncould lose in the long run since the mere
pressing of the claimmight further impair already strained relations between industry and gove~n

ment.!
j:

. t
Some industry people who knew about this lillie "booby trap" in the regulations were nervous
about it, but thought that DoD's contracting personnel would be "reasonable" and not spring the
trap. Even where the likelihood of harm may be perceived to be slight, however, a software
contractor may be unwilling to take even the risk presented by the DoD procurement regulatiors
when the firm's mostvaluable technology would be at stake. Thisdisincentive to do business with
the DoD is even more pronounced where a small contractor is involved since the valuable tech
nology at issue is likely to be the very "meblood" of the company, that is, the competitive edge
which allows the company to survive in the marketplace: In suchcases, even a slight risk is Iik~IY
to dissuade such a company from doing business wnh the DoD, with the resun that useful teqh-

22



The issue could arise in a number of different contexts. Fqr example, suppose a series of DpD
contracts was awarded to a small business avera several year period for development i, of
software. Assume the contractor developed an excellent algorithm that was not a deliverableit~m
underthe contract, andoffered to sell it to the government for an additional sum. To further cloud
the issue, suppose there hadbeena short hiatus in govemment funding of the research, andtbat
it was during this hiatus that the algorithm was developed at the contractor's expense. l]he
government might very well insist that the contractor deliverthe algorithm on the ground tha! it
already belonged to the government. The contractorwould likely disagree, creating an lrrpasse,
The end resull would likely be that the government would have to meet the contractor's prlce.ior
go without the algorithm.

There would be some equitable pull to the government's argument that after giving this srrjall
business funding, it is owed something of value in return. The contractor's position that the years
of government funding had not supported development of this product might appear dubious.to
some, and thus could weaken the contractor's equitable argument. Yet there would also seem.to
be someequity in the contractor's stance. He could argue that he hadbeenwilling to deliverw~at
was deliverable underthe 'contract, and it wasn't his fault that the government hadn't called for
delivery of the algorithm and hadn't put in a deferred ordering clause as the current regulatipns
allow. Moreover, since the government .would not have had a contractual basis for complaint
against the contractor had he not developed this valuable algorithm, it might seem to some ',as
though the government was trying to getsomething for nothing.

Otherinteresting questions deriving fromthe problem of what it means to have unlimited rights! in
non-deliverables include: whether the government has any rights a the contractor later sells the
valuable non-deliverable to someone else; whether the government can rightfully claimunllrnltsd
rights in a derivative work which incorporates the non-deliverable and which was (but for the
non-deliverable) clearly developed at private expense; and what if any obligation the contractor
has to inform the government of anyotheruse of the non-deliverable. If a contractor has reason
to believe that the government would claim unlimited rights in a derivative of non-delivera~le

software athat item is laterdelivered undera subsequent acquisition arrangement, the contractor
is not likelyto be willing to deliverit. :

This problem seems to be an instance of confusion over the meaning of ·unlimited rights· vis~a
vis ownership (see Section 1.3) as well as another instance of the government's having high'~r

expectations about its rights than "unlimited rights· seems ableto deliver. The advantage to DqD
in leaving this ambiguity in place is that it maysometimes be helptul in negotiating with software
developers about non-deliverable software or algorithms. Thedisadvantage to DoD in leaving tliis
ambiguity in place is that without an option or deferred ordering clause, it raises expectations that
the government may have no lawful right to have satisfied, and may create opportunities fpr
distrust and bitterness, which are in neither the government's nor industry'S long term best int~r
est. So, it would be wise for the government to consider making the deferred ordering clause
standard, or drop its unlimited rights claims to non-deliverable software or data.
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1.1 Ambiguities or Problems in the Data Rights Regulations That May Harp,
the Government's Interests

There are several provisions in the current 000 FAR SUPP that are widely perceived to I\be
troublesome for the government in achieving some of the goals it may have for software systems,

Four instances of this are discussed in this section. (Selected portions of the 000 FAR SUPP
~,

can be found in Appendix B.)

1.1.1 The Apparent Conflict Between the Unlimited Rights Provision and the .
Retention of Copyright Provision ~,

It is standard government policy to obtain unlimited rights in any software developed at pu!jlic

expense under a government contract or subcontract ( [61) sec. 27.404-1). "Unlimited rights~, is

defined to mean "the right to use, duplicate, or disclose ... computer software in whole or in part,

in any manner and for any purpose whatsoever, and to have or permit others to do so" ( [61) s~c.
27.401). !

1;

Another subsection of the standard policy regulation allows contractors to retain copyrights in tall

software (or, for that matter, technical data) first developed or generated in perlormance oi a

government contract even if funded by the government ( [61) sec. 27.402(c)). The only exception
to this is when the government uses its "apeclal works" clause, which purports to give copyright

ownership to the government. Where a contractor owns the copyright, the government is sqp
posed to get a license. back to copy and use the copyrighted material for governmental purposbs

( [61] sec. 52.227-7013) for the implementing data rights clause; see also [8] (pp 487-488) fo~ a

discussion of this ambigUity). This latter provision is not well understood by DoD's own procure-
~

ment personnel, !

I
It is possible to envision a scenario where the government might expect it would have unlimltsd

rights in software developed under a software development contract only to find that the contrac

tor delivered the software with a copyright notice on it, and that the governmenfs rights woyld
have been cut back because of the contractor'sinvocation of the copyright protection. chapter 7

gives a more extended hypothetical discussion of how this might conflict with the governmen!'s

sense of its interests.

In any litigation between the govemment and a contractor over the meaning of these two seerr

ingly conflicting clauses, it seems likely that a court would construe the clauses so as to give

effect to the copyright limitation. The law generally construes any ambiguity in a contract agai~st
the party -- here the government -- that has drafted it. What that means is that unlimited rig~ts
doesn't always mean unlimited rights. •

In fact, it may never mean unlimited rights. Virtually all of the technical data and softwa're

delivered to the government is copyrightable subject matter. Unpublished copyrighted subj~,ct

matter needn't be designated with a copyright notice to be protected under that law. Because!of

this, it may be that unlimited rights never means any1hing but a license for governmental pljr-
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the 000 acquisition regulations do not provide any guidance about such issues. Access appears
to be less than. the set of minimum restricted rights that the standard data rights policy cO,n
templates as mandatory for software acquisitions. 000 needs to develop a better requlatory
policy to enable it to benefit fully from this relatively new and powerful technology.

Chapter 11: Software's Hybrid Nature
This chapter briefly explores how software differs from hardware and from technical data. One pf
the many ramifications of the hybrid nature of software -- partly a ''writing,'' partly a "machine part"
-- has to do with whether 000 may be able to claim warranties in software delivered to it under
contracts silent as to the issue of warranties.

f
Implied warranties -. as of merchantability or fitness for a particular purpose -. do not attach \0
services; they may attach to "goods." If more akin to hardware, software would appear to be
within the meaning of "goods." If characterized as being more like technical data, software woJld
appear to be more in the nature of a service. Thus, the characterization of software can hate
significant implications with respect to the question of whether or not implied warranties will ~t

tach. We conclude that implied warranties may attach to software delivered to DoD, even though
government contracts, strictly speaking, are not governed by the Uniform Commercial Code from
whence such implied warranties as merchantability and fitness for a particular purpose origina(ly
can. I

Chapter 12: Semiconductor Chip Protection
This chapter describes the new form of intellectual property law that Congress created in 19~4
which gives a set of exclusive rights to owners of chip circuitry designs. The new chip protectlon
law resembles patent and copyright law in some ways, but it is unique in some respects. It al~o
reports on how the new law may affect DoD's software acquisitions.

The 000 acquisition regulations make no reference to the new chip law. There is no existirlg
mechanism, for example, by which 000 can take rights in the chip designs developed for it. T~e
chip law, like the copyright law, contains a provision prohibiting the government from directly
obtaining protection under that law. Thus, to obtain protection in a chip developed by the gover~.
ment or by a contractor for the government, it appears that the DpD would have to employ <in
assignment approach such as that discussed in Chapter 5 dealing with govemment ownership $f

~~ I
!

An important way in which protection under the chip law differs from protection under thie
copyright law is that section 1498 of title 28 U.S.C. shields the government from an injunction (n
cases where the government is found to have infringed a copyright or a patent; no such protec
tion is available to the government for infringement of a chip mask. Thus, the holder of protsctlon
under the chip law might be able to obtain an injunction against the government prohibiting furth~r

use of an infringing chip, whereas such relief would not be available against the government as ti:>
t

.i
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Chapter 8: Subcontractor Flowdown Problems
This chapter raises a set of concerns voiced by 000 personnel about the extent of the
government's rights when prime contractors fail to obtain from a subcontractor the full set of rigpts
that the govemment had bargained for from the prime. The chapter suggests that the governm~nt
may be able to enforce rights under mandatory clauses as against the subcontractors. but rot
those deriving from discretionary or specially written clauses. i

Certain clauses. such as the standard data rights clause. are required to be used in 000 software
acquisition contracts unless a deviation. has been obtained from the DAR Council. If a prltne
neglects to insert the standard data rights clause in a subcontract with a software developer!or,
negotiates with the subcontractor for less rights than the mandatory clause requires that the
government have. it would seem that the government could enforce the standard data rig~ts

clause against the subcontractor. The clause is a government regulation and is required jby
regulation to be inserted in all 000 software contracts unless a deviation has been obtalned,
Subcontractors would likely be held to have constructive notice of this.

There are many clauses used in government contracts that are not mandatory. The "speoial
f

works" clause is an example of a standard discretionary clause. Other clauses are spec.ially
I

drafted for particular contracts {e.g.• clauses defining the scope of warranty rights in software); If
i

a prime contractor has promised the government to obtain certain rights under a discretion?ry
clause, and the prime either is unable or neglects to secure a commitment for such rights frorti a

s
subcontractor, it seems unlikely that the govemment could enforce against the subcontractor t,he
rights it had expected the prime to get for it.

Chapter 9: Limitations on Governmental Action

This chapter discusses the risk of injunctive relief being entered against the government in ~jS
putes over rights in software held as a trade secret by its owner. The chapter identifies a number
of situations in which the govemment might be able to successfully avoid injunctive remedies, But

u

notes that certain recent legal precedents have created a serious risk of injunctive relief! in
software disputes. from which 000 may not be shielded by various statutes on which it ~as
customarily relied to avoid injunctions.

r
Most software intended for commercial distribution is held as a trade secret by the developer,

\

Although the government has statutory authority to infringe patents and copyrights. ,it does qot
have similar authorization to appropriate trade secrets against the owner's wishes. Indeed. there
is a criminal statute that penalizes any federal employee who discloses confidential lnforrnation
claimed as a company's trade secret without authorization. Some 000 lawyers expressed con
cern about an injunction issuing against governmental use of the software. This they feit might

occur in the context of litigation between a software producer and the government over tra~e
secret software. This is a risk that the government has [lot previously had to confront as to iits
equipment because hardware. ij protected by a form of intellectual property law, would gener~IIY
be protected only by patents, which the government could infringe. {Trade secrets gener~IIY,
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Chapter 5: Government Ownership of Copyrights ,
DoD is running a risk when it employs its "special works" clause to attempt to take a dir~ct

copyright interest In software. This chapter proposes adoption of a less risky strategy for obtalh
ingownership rights in software.

When DoD wantsto takea directownership interest in a workprepared for it by a private comrac-,
tor, the DoD FAR SUPP directs that the "special works" clause be used In the development
contract. The clause in effect claims a direct copyright for the govemment under the 'copyright
"workmade for hire"doctrine. We understand that this "special works" clause has been used in\a
number of DoD software development contracts. Indeed, it appears that a deviation would tie
required to attempt take a copyright interest in anyother manner.

The problem with use of the special works clause for this purpose is that the copyright la~

specnically prohibits the government from taking direct ownership rights in copyrighted works,
L'

The legislative history of this section reflects that Congress considered the issue of copyrigpt
ownership of works prepared for the govemment by contractors and decided that while agencies

I
could decide that a contractor mightbe permitted to retain a copyright, the government could net
get directcopyright ownership in works prepared for it. '

Copyright law permits the government to own copyrights only by assignment, bequest, and ttie
like. Taking a copyright as nthe workwas "made for hire" is notthe same as taking a copyright tiy
assignment or bequest. What the "special works" clause will be effective in doing is precludi~g

the contractor from claiming any ownership rights in the software. A copyright obtained directly in
the DoD pursuant to this clause mayverywell be found invalid nchallenged in court.

If the Defense Department wishes to obtain a copyright interest in software, we recommend th~t

they adopt an assignment approach similarto that adopted by NASA and that proposed undertri,e
new FAR whereby the contractor takes the copyright and then assigns it to the governme~t.

Alternatively, the government might consider working for a legislative change which would permit
the government to directlyobtain a copyright in software developed for it undergovernment coo
tract.

Chapter 6: Problems Arising from the Government's Trademark
Rights with Regard to Software
The Department of. Defense is increasingly claiming trademark rights in software and relat~d
technology. Acquiring and maintaining trademark rights is a specialized legal matter. There
seems to be little expertise within DoD as to the scope and proper use of the government!s
trademark rights in words (such as "Ada") used in connection with software. DoD personnel
seemed. to be unclearas tothe type of mark "Ada" is (i.e., a certification mark or a trade mark),
who owns the mark (i.e., the U.S. government, DoD or the Ada Joint Program Office), and eve~

, as to what rights attach to a trade markor certniCation mark !.
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may have incentives not to give up ~s "sole source" posltlon as.to maintenance and enhance
ments, unless provision has been made for this during the original competition for the develop
ment contract. The chapter recommends a variety of mechanisms DoD might use to better pl~n
for competitive maintenance of software when this is desired. Escrowing of software documen
tation is discussed as a possible mechanism to ensure that DoD will have access to t~e
documentation under specified conditions, while .at the same time ensuring that the proprletary
rights of the developer are respected. •

In addition to acquiring written documentation and rights to modny, adequate maintenance ari,d
enhancement ot software will often require access to the "tools" which, were used in the develop
ment of the software. Software tools and CAD/CAM programs are increasingly being used 10
develop software. Because of the commercial value of such tools, contractors are reluctant 10

I

license the government to acquire rights in software tools or in some cases even access to the(n
because of objections to the government's standard data rights policies. If DoD wishes to obtain
rights in or access to the highest quality software tools and CAD/CAM programs that industry has
to offer, it may need to adjust its data rights policy. For example, it might make arrangements
whereby an intermediary firm could acquire the material on the government's behalf, subject \0
more restrlctionsthan the government's standard policy permits,

Other issues discussed in Chapter 2 that relate to software modifications include the effect $f
modnication by the government on pre-existing restrictions, whether restrictions will attach (0
modified portions, the signnicance of the regulatory duty not to prepare similar software, t~e

ramifications of reverse engineering of software, deciding about ownership rights in rnoditlcations;
and the effect on warranties when software is modified.

8



1.3 The Need for More Precise Definitions

During interviews with 000 personnel, we found confusion concerning certain definitions usedjln
the 000 acquisition regulations. Some of this confusion is the result of ambiguity and 'imprecise
wording. In other instances, crucial concepts are simply not defined. Some of the more Signific~nt
problems include:

1. The lack of an adequate definition for the term unlimited rights. There is con
siderable uncertainty within the 000 as to whether unlimited rights is more akin to
an ownership interest or a license right. We conclude thai unlimited rights gives the
government a kind of license right.

2. The lack of any definition for the term governmentalpurpose. The 000 acquisition
regulations provide for, in certain instances, a license for governmental purposes,
but fail to provide guidance as to what the scope of such license might be.

3. The term privately developed software needs to be defined. The scope of this term
is a highly controversial lssue..and input from industry on this matter would seem
advisable. To neglect to define the term, however, only ensures conflict between
industry and government as to its meaning.

4. The existence of two types of restricted rights in the acquisition regulations does not
seem to serve any purpose sufficient to justify the confusion it creates.

1.4 Issues Not Addressed in the 000 Regulations

There are several issues relevant to the procurement of.software which are not addressed by t~e

existing 000 acquisition regulations. Since DoD's personnel need guidance about how the~e
issues should be dea~ with, provision should be made for them in the regulations. Among t~e

most critical areas not adequatelydealt with by the presenrDoD acquisition regulations are: f .
.~
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the software industry. The policy also needs to be clear and comprehensible to personl of
I

average intelligence. The current software acquisition practices of the DOD fall short of th;ese
goals.

To be fair, it should be said that to develop the new conceptual apparatus that is necessary to
treat software appropriately is a difficun task. The temptation is to use the nearest analogu~ as
long as one can, until the problems with reliance on the analogue become more pronounced t~an

the problems associated with developing a new concept. The time has come for the Department
t

of Defense to renounce the quasi-technical data orientation of its acquisition practices toward
software and to adopt a new policy that is clear and coherent, that is no more divergent fibm
commercial practices than is necessary for the achievement of the Defense Department's ~iS
sion, that is appropriate in terms of the Defense Department's need to use the technology, and
that is appropriate in terms of intelleetual property rights associated with software; C

Report Structure
4

This report reflects the concerns of DoD's own people. Perhaps the most valuable contribution
!

this report can make is in its structuring and giving expression to concerns of those in the
Defense Department who have to live with the software licensing problems described in this
report. With one or two exceptions, all of the problems discussed in this report are problelns
identified by 000 personnel. if!

The general structure of this report reflects the principal investigator's judgment about the relati,ve

importance of the various categories of software licensing problems discussed in the individ&al
chapters. Within each chapter the order of discussion of the problems, in general, is reflective:(of
their relative importance vis-a-vis each other. The less worrisome the problems, the later,l in
general, they are discussed in the report. Below is a summary of the content of each chapter. :,

t

~
Chapter 1: ,DoD's Procurement Regulations
This chapter addresses a rather wide variety of software licensing problems that 000 person~el

e
have raised about the existing procurement regulations governing software acqulsitlcns.] It
focuses most particularly on the standard data rights clause. !

1.1 AmbigUities Disadvantaging the Government j

There are some ambiguities and inconsistencies in the 000 procurement regulations which seem
to work to the disadvantage of the government. Four examples are discussed in this chapter. I

. 1
1.1.1 The Apparent Conflict between the Unlimited Rights Provlslon and the Retention ;of
Copyright Provision I
The 000 standard .data rights clause, in general, allows contractors to retain. a copyright iin
software developed at public expense. The clause seems to give the government "unlimit~d

f
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